%%

é 4370INDX.fm Page 275 Friday, July 23, 2004 1:11 PM

Index

—

Note to the Reader: Throughout this index page numbers in bold indicate primary discussions of a topic. Italicized

page numbers indicate illustrations.

Numbers

2N - 2 subnet equation, 147-149, 150
6BONE test network, 232

A

A (Host) records, 200, 206, 207-209
acknowledgments
defined, 47, 267
DHCP acknowledgments, 105-107, 268
negative acknowledgments, 108-109, 218
in TCP protocol, 46-49
acronym guide, 263-265
Active Directory, Dynamic DNS and, 213-214
Address Resolution Protocol (ARP), 34-38
addresses. See hardware; IP
aliases, 173
Always Update DNS option, 209, 210
anonymous FTP, 59
anycast addressing, 238
API (Application Programming Interface), 167
APIPA (Automatic Private IP Addressing), 109
AppleTalk protocol suite, 15
Application layer, See also TCP/IP
defined, 56
File Transfer Protocol, 58-60
firewalls, 62-64
Hypertext Transfer Protocol, 60-62
overview, 24, 55
ports, 56-58, 62
review question answers, 246-247
review questions, 65
sockets, 57
terminology, 64
Application layer in OSI model, 21, 23
ARP (Address Resolution Protocol), 34-38

ARPA (Advanced Research Projects Agency), 3—4
ARPAnet
defined, 3
host locations, 5
IN-ADDR.ARPA zones, 201
Network Control Protocol, 4
requirements, 4-5
ASCII text files, 172
audio/video, streaming, 40-42
Automatic Private IP Addressing (APIPA), 109

bandwidth, 178
bandwidth, network, 221
binary file format, 58
binary numbering, See also numbering
converting to decimal, 70-71, 75-76
converting decimal to, 71-76
defined, 29, 68, 70
party trick, 118
subnet masks in, 117-118
BIND (Berkeley Internet Name Domain), 197
bit value conversions, 71-73
broadcasts
broadcast packets, 30
defined, 267
name resolution using, 178-179, 225
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cache
ARP cache, 35
defined, 193
NetBIOS name cache
defined, 174, 270
name resolution using, 174-175, 177, 220
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scope ID and, 176
viewing, 181-182
caching-only DNS servers, 199-200

calculating manually, See also subnet masks, custom

converting binary to decimal, 70-71

converting decimal to binary, 71-75
calculators

converting IP address numbers, 75-76

converting IPv4 addresses to IPv6, 236

for exponential equations, 148

subnet calculators, 129, 131

DHCP negative acks, 108-109
DHCP offers, 101-103

DHCP requests, 103-105

DHCP servers, 99

overview, 99-100

renewing address leases, 107-109
reserving addresses, 110

scope of addresses, 99

setting lease durations, 110-111
setting scope options, 111-112
time-to-live values, 107, 110-111

warning, 76
Cerf, Vint, 6
checksums, 50
CIDR (Classless Inter-Domain Routing), 82, 1535,

Discard Forward...Lookups When Lease Expires
option, 209, 210

division method (of IP address conversion), 73-75

DNS (Domain Name System), 189-215, See also name

161-162
circuit-switched networks, 7-8
classes, IP address. See IP addresses; subnet masks
CNAME (Canonical Name) records, 200-201
connection-oriented communication, 46, 47
connectionless communication, 47, 49
contiguous bits, 135
converting. See calculating; calculators
Crocker, Steve, §
CuteFTP, 60

data packets. See packets

Data-Link layer in OSI model, 22, 23

database entries, WINS, 226-227

databases, master. See DNS

decimal numbering, See also numbering
converting to binary, 71-76
converting binary to, 70-71, 75-76
defined, 29, 68-70
dotted decimal notation, 76, 119
hexadecimal numbering, 29-30, 69, 234-235

default gateways, 32

default subnet masks, 122-123

DHCP (Dynamic Host Configuration Protocol), See

also DNS, Dynamic; IP addresses
DHCP acknowledgments, 105-107
DHCP discover packets, 100-101
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resolution
defined, 174, 189-190
DNS name servers
caching-only servers, 199-200
defined, 197
primary name servers, 198
querying, 192
secondary name servers, 198-199
domain name space, 190-191
domains, 190
Dynamic DNS using DHCP
Active Directory and, 213-214
benefits, 214
configuring on 2000/XP clients, 212-213
configuring DHCP servers on 2000/2003 Server,
208-210
configuring NetWare DHCP servers, 210-211
defined, 206-208
for home users, 214
overview, 205
records updated by, 206, 207-208
review question answers, 259
review questions, 215
securing on 2000/2003 Server, 213
statically-assigned IP addresses and, 210
master DNS databases
CNAME records, 200-201
defined, 197
Host (A) records, 200, 206, 207-209
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IN-ADDR.ARPA zones, 201
maintaining, 197
modifying, 198
MX records, 201
NS records, 201
PTR records, 201, 206, 207-208
record types, overview, 200
RP records, 202
SOA records, 200
WKS records, 202
zone transfers, 198-199
name resolution using
completing, 192, 194-195, 196
failed resolution, 196
iterative queries, 196
overview, 191-192
querying DNS servers, 192
querying root name servers, 192-193
recursive queries, 195, 196
remote resolution, 198
resolvers, 192
review question answers, 258
review questions, 203
terminology, 202
DoD (Department of Defense), 24
dotted decimal notation, 76, 119
double-colon notation, 235

Enable Updates for DNS Clients... option, 209, 210
encapsulation, 16
exclusions, IP address, 112

F

fault tolerance, 198

firewalls, 40, 62-64

FQDN (fully qualified domain names), 207
FTP (File Transfer Protocol), 58-60

global option, 112

hardware addresses, See also IP addresses
defined, 29-30
Internet Protocol and, 34
resolving to IP addresses, 35-37
headers, 15
hexadecimal numbering, See also numbering
defined, 29-30
in IPv6 addressing, 234-235
overview, 69
home use of Dynamic DNS, 214
host files
Host (A) records, 200, 206, 207-209
HOSTS, 172-174, 269
hosts.txt, 190
LMHOSTS, 179-182
host method, local, 170-172
host name resolution. See name resolution
host portion of IP addresses, 116, 118-119
Host-to-Host layer. See TCP/IP, Transport layer
HOSTNAME utility, 170-172
hosts, 3, See also IP addresses, assigning; subnet masks
HTML (Hypertext Markup Language), 61, 62
HTTP (Hypertext Transfer Protocol), 60-62
HTTP/TCP/IP packets, 61
hyperlinks, 61

IANA (Internet Assigned Number Authority), 57, 157
ICMP (Internet Control Message Protocol), 38—-40
IETF (Internet Engineering Task Force), 5
IGMP (Internet Group Management Protocol), 40-42
IN-ADDR.ARPA zones, 201
International Organization for Standardization (ISO),
18
Internet layer, See also IP; TCP/IP
Address Resolution Protocol, 34-38
defined, 30-31
Internet Control Message Protocol, 38—-40
Internet Group Management Protocol, 40-42
Internet Protocol, 32-34
overview, 24, 27
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review question answers, 245
review questions, 44
terminology, 43
Internet origins, 3-6
Internet Protocol. See IP
Internet Protocol (TCP/IP) Properties dialog box, 89,
92-93
internetworks, 11
IP addresses, 67-84, See also subnet masks
allocation limitations
CIDR notation and, 82, 155, 161-162
of Class B addresses, 156-157
of Internet routing tables, 157-158
overview, 156
review question answers, 256
review questions, 163
supernetting and, 158-161
terminology, 162
broadcast addresses, 131
classful addressing system
Class A, 78-79, 122
Class B, 79-80, 122
Class C, 80-81, 122
Class D, 81
Class E, 81
classes, overview, 78, 82
defined, 156
limitations, 156-157
classless addressing system, 82, 155, 161-162
defined, 31, 68
host/network portions of, 116, 118-119
logical addresses, 32
numbering systems for
binary numbering, 68, 70
converting binary to decimal, 70-71, 75-76
converting decimal to binary, 71-76
decimal numbering, 68-69
dotted decimal notation, 76-78
hexadecimal numbering, 234-235
overview, 68
warning, 76
overview, 67
reserved addresses
for diagnostic use, 79
for experimental use, 81
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generating via APIPA, 109
IGMP packets and, 40
for intranet use, 79
loopback addresses, 79
multicast addresses, 40, 81
reserving in DHCP, 110
review question answers, 247-249
review questions, 84
supernetting, 155, 158-161
terminology, 83

IP addresses, assigning to hosts, 85-113

automatic configuration
using DHCP, 99-109
overview, 85-86
on Windows 2000, 90-92
on Windows 95/98, 96-98
on Windows NT, 93-94
on Windows XP/2003, 86
using Dynamic Host Configuration Protocol
DHCP acknowledgments, 105-107
DHCP discover packets, 100-101
DHCP negative acks, 108-109
DHCP offers, 101-103
DHCP requests, 103-105
DHCP servers, 99
overview, 99-100
renewing address leases, 107-109
reserving addresses, 110
scope of addresses, 99
setting lease durations, 110-111
setting scope options, 111-112
time-to-live values, 107, 110-111
manual configuration
overview, 86
on Windows 2000, 92-93
on Windows 95/98, 98
on Windows NT, 94-96
on Windows XP/2003, 87-89
overview, 85-86
review question answers, 249-250
review questions, 113
terminology, 112

IP (Internet Protocol), See also TCP/IP

defined, 32

hardware addresses and, 34
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local/remote destinations and, 32-34
Next Generation (IPng), 232, See also IPv6
IP Subnet Calculator, 129
IPv4 (Internet Protocol version 4)
addresses
converting to IPv6, 236
versus IPv6 addresses, 233, 238
using within IPv6, 235
defined, 232
overview, 231
transitioning to IPv6 from, 232, 237, 238-239
IPvS (Internet Protocol version 5), 232
IPv6 (Internet Protocol version 6), 231-241
6BONE test network for, 232
addressing
anycast addressing, 238
converting IPv4 addresses to, 236
in double-colon notation, 235
in hexadecimal form, 234-235
using IPv4 addresses within, 235
versus IPv4 addressing, 233, 238
loopback addresses, 237
multicast addressing, 238
overview, 232
regulations on, 236-237
unicast addressing, 238
unspecified addresses, 237
defined, 232
improvements, 237-238
need for, 232-233
overview, 231
real-time service, 238
review question answers, 260-261
review questions, 241
RFC documentation, 232, 237, 238
terminology, 240
transitioning from IPv4 to, 232, 237, 238-239
IPX/SPX protocol suite, 15
ISO (International Organization for Standardization), 18
iterative queries, 196

K

Kahn, Bob, 6
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L

LAN Manager, 180

LANSs (Local Area Networks), firewalls on, 63
LLC (Logical Link Control) sublayer, 22
LMHOSTS file, 179-182

load balancing, 198

Local Area Connection Properties dialog box, 89, 90, 91
local destinations, identifying, 32-34, 116-121
local host method, 170-172

local networks, 116

logical addresses, 32

loopback addresses, 79, 237

MAC (Media Access Control) sublayer, 22
manual calculation. See calculating; subnet
masks, custom
master DNS databases. See DNS
Microsoft TCP/IP client, 174
Microsoft TCP/IP Properties dialog box, 95-96, 123,176
Microsoft Windows. See Windows
multicast addresses, 40, 81, 238
MX (Mail eXchanger) records, 201

nacks (negative acknowledgments), 108-109, 218
name registration, NetBIOS, 218-219, 222-224
name resolution, 165-187, See also DNS; WINS
using broadcasts, 178-179, 225
defined, 165-166
using Domain Name System, 174
host name resolution
defined, 167
using local host (HOSTNAME), 170-172
versus NetBIOS name resolution, 168-169
overview, 166-167, 182-183
Ping utility and, 169-170
sequence of steps in, 167, 183
using HOSTS file, 172-174
using LMHOSTS file, 179-182
using NetBIOS name cache, 174-175, 177, 220
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280 Name Server (NS) records — OSI (Open Standards Interconnection) model
NetBIOS name resolution network topologies, 28
defined, 167-168 networks
versus host name resolution, 168-169 6BONE test network, 232
net view command and, 184, 185 calculating number of, 147-149
NetBIOS, defined, 167 circuit-switched networks, 7-8
NetBIOS names, defined, 179 internetworks, 11
sequence of steps in, 168, 183, 184-185 local networks, 116
with WINS step, 177, 222-226 packet-switched networks, 7-10
without WINS step, 218-221 remote networks, 32, 116
NetBIOS scope ID and, 176 NICs (network interface cards), 29
review question answers, 257 Novell. See NetWare
review questions, 187 NS (Name Server) records, 201
terminology, 186 numbering systems, See also IP addresses
viewing NetBIOS name cache, 181-182 binary numbering, 68, 70
using Windows Internet Naming Service, 177, converting binary to decimal, 70-71, 75-76
222-226 converting decimal to binary
Name Server (NS) records, 201 using bit values, 71-73
NAT (Network Address Translation), 79 using calculators, 75-76
nbtstat command utility, 181-182 using division, 73-75
NCP (Network Control Protocol), 4, 6 overview, 71
negative acknowledgments, 108-109, 218 decimal numbering, 68-69
net view command, 184, 185 dotted decimal notation, 76-78
NetBIOS. See name resolution; WINS hexadecimal numbering, 29-30, 69, 234-235
NetWare DHCP servers, configuring for Dynamic octal numbering, 69
DNS, 210-211 overview, 68
network addresses. See IP addresses; subnet masks sequence numbers in packets, 46, 49
network administrators, 2 warning, 76
network bandwidth, 221
Network Connections page in Windows XP/2003, 0
87-88
Network and Dial-Up Connections page in Windows octets, 76
2000, 90 OSI (Open Standards Interconnection) model, See also
Network dialog box in Windows 95/98, 96-97 protocols
Network dialog box in Windows NT, 93, 94-95 defined, 18-19
Network Interface layer, See also TCP/IP layers
broadcast packets, 30 Application layer, 21, 23
defined, 28-29 Data-Link layer, 22, 23
hardware addresses, 29-30 defined, 18
overview, 24, 27 Network layer, 21-22, 23
review question answers, 245 overview, 19-20
review questions, 44 peer-layer communication, 23
terminology, 43 Physical layer, 22, 23
Network layer in OSI model, 21-22, 23 Presentation layer, 21, 23
network portions of IP addresses, 116, 118-119 remembering order of, 22
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Session layer, 21, 23
Transport layer, 21, 23
versus TCP/IP or DoD model, 24

P

Packet InterNet Groper. See Ping
packet-switched networks, 7-10
packets
ARP packets, 37-38
broadcast packets, 30
defined, 9
DHCP discover packets, 100-101
encapsulating, 16
FTP/TCP/IP packets, 60
headers on, 15
HTTP/TCP/IP packets, 61
IGMP packets, 40
moving, 15-17
sequence numbers in, 46, 49
source-quench packets, 38-39
streams of, 40
parsing, 173
PC DOS operating system, 156
peer-layer communication, 23
Physical layer in OSI model, 22, 23
Ping (Packet InterNet Groper) utility
defined, 39
examining Ping packets, 39-40
name resolution and, 169-170
Pointer (PTR) records, 201
ports
at Application layer, 56-58
defined, 271
port numbers in UDP, 50
well-known ports, 57-58
Presentation layer in OSI model, 21, 23
primary DNS name servers, 198
protocol stacks, 2, 14-15
protocol suites, See also TCP/IP
AppleTalk suite, 15
defined, 2, 14
IPX/SPX suite, 15
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Packet InterNet Groper — RFCs (Requests For Comments) 281

protocols, 13-26, See also OSI
defined, 2, 14
moving packets, 15-17
need for standards, 17-18
OSI reference model for, 18-24
questions answered by, 15
review question answers, 244
review questions, 26
terminology, 25

proxy servers, 79

PTR (Pointer) records, 201

read-only files, 198
read/write files, 198
real-time service, 238
recursive queries, 195, 196
registering NetBIOS names, 218-219, 222-224
reliable communication, 46
remote destinations, identifying, 32-34, 116-121
remote name resolution, 198
remote networks, 32, 116
renewing IP address leases, 107-109
reserved IP addresses, See also IP addresses
for diagnostic use, 79
for experimental use, 81
generating via APIPA, 109
IGMP packets and, 40
for intranet use, 79
loopback addresses, 79
multicast addresses, 40, 81
reserving in DHCP, 110
resolution, name. See DNS; name resolution; WINS
resolvers, 192
resolving hardware addresses, 35-37
RFCs (Requests For Comments)
defined, 5
DNS, 190
Dynamic DNS, 206
IPng or IPv6, 232
IPv6 addressing/encoding, 234
IPv6 security, 237
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282 root name servers — switches
name resolution problems, 190 Class B subnet masks, 150-151
transitioning from IPv4 to IPv6, 232, 238-239 Class C subnet masks, 151-152
root name servers, 192-193 defined, 32, 116-118
routers, 32, 127-128 in dotted decimal notation, 119
routing, 31 identifying local/remote destinations, 116-121
routing tables, 34 overview, 115
routing tables, Internet, 157-158 review question answers, 250-252
RP (Responsible Person) records, 202 review questions, 124-125
standard subnet masks, 122-123
S subnet bits, 130
subnet bits, contiguous, 135
scope, 99 subnet goggles, 118-119, 131, 138
scope ID parameter, NetBIOS, 176 supernetted subnet masks, 160-161
scope options in DHCP, 111-112 terminology, 123
secondary DNS name servers, 198-199 subnet masks, custom, 127-154
securing Dynamic DNS, 213 creating with calculators, 129, 131
Select Network Component Type dialog boxes, 91, 97 creating subnets with, 127, 130
Select Network Protocol dialog boxes, 91, 93, 97 creating without calculators
sequence numbers, 46, 49, 272 2N - 2 equation, 147-149, 150
server service, NetBIOS, 218 calculating number of bits needed, 133-134
servers, See also DNS calculating number of networks/hosts, 147-149
DHCP servers, 99 for Class A addresses, 139-141, 148-149
FTP servers, 59 for Class B addresses, 142-143
NetBIOS name servers, 222 for Class C addresses, 144-147
proxy servers, 79 determining correct subnet masks, 133-136
root name servers, 192-193 determining maximum hosts per subnet,
Web servers, 60-61 132-133
Session layer in OSI model, 21, 23 determining number of subnets needed, 132
shares, 184 determining valid host addresses, 138-139,
SIT (Simple IPv6 Transition) plan, 238-239 144-145
6BONE test network, 232 determining valid network addresses, 136-137
SOA (Start of Authority) records, 200 overview, 131
sockets, 57 defined, 128-129
source-quench packets, 38-39 overview, 127
SRI-NIC (Stanford Research Institute Network review question answers, 252-256
Information Center), 190 review questions, 153-154
static entries in WINS databases, 227 versus standard subnet masks, 123
statically-assigned IP addresses, 210 terminology, 152
streaming audio/video, 40-42 subnets, 128
streams, 40 subnetting, 130-131, 155
subnet masks, 115-125, See also IP addresses supernetted subnet masks, 160-161
in binary, 117-118 supernetting, 155, 158-161
Class A subnet masks, 149-150 switches, 180, 181
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TCP (Transmission Control Protocol) — URLs (Uniform Resource Locators)

TCP (Transmission Control Protocol)

defined, 6, 47

guaranteeing data delivery, 49
organizing data, 49

overview, 15, 45-47
three-way handshakes, 48—49
versus UDP, 45-47, 51-52

TCP/IP client, Microsoft, 174
TCP/IP (Transmission Control Protocol/Internet

Protocol) suite, 1-12
Application layer
defined, 56
File Transfer Protocol, 58-60
firewalls, 62-64
Hypertext Transfer Protocol, 60-62
overview, 24, 55
ports, 56-58
review question answers, 246-247
review questions, 65
sockets, 57
terminology, 64
circuit-switched networks and, 7-8
defined, 1-2
design goals, 7
features/benefits, 2-3, 10-11
installing
on Windows 2000, 90-92
on Windows 95/98, 96-98
on Windows NT, 93-94
on Windows XP/2003, 86
Internet layer, See also 1P
Address Resolution Protocol, 34-38
defined, 30-31
Internet Control Message Protocol, 38-40

Internet Group Management Protocol, 40-42

Internet Protocol, 32-34
overview, 24, 27
review question answers, 245
review questions, 44
terminology, 43

moving data across networks, 7-10

Network Interface layer
broadcast packets, 30
defined, 28-29
hardware addresses, 29-30
overview, 24, 27
review question answers, 245
review questions, 44
terminology, 43
origins of Internet and, 3-6
versus OSI model, 24
overview, 13
on packet-switched networks, 7-10
requesting services in, 62—-63
review question answers, 243-244
review questions, 12
terminology, 11
Transport layer, See also TCP; UDP
defined, 45-46
overview, 24
review question answers, 246
review questions, 53
terminology, 52
Transmission Control Protocol, 45-49
User Datagram Protocol, 45-47, 49-52
three-way handshakes, 48—49
Transport layer in OSI model, 21, 23
TTL (time to live) values, 107, 110-111
2N - 2 subnet equation, 147-149, 150

UDP (User Datagram Protocol), See also TCP/IP

checksums, 50
defined, 49-50
example, 50-51
overview, 45-47
port numbers, 50
versus TCP, 45-47, 51-52
unicast addressing, 238
unspecified addresses, 237
Update DNS Only If... option, 209-210
URLs (Uniform Resource Locators), 61, 272
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284 video — zone transfers

Vv

video, streaming, 40-42

w

WAN connections, 132, 273

Web browser applications, 61

Web servers, 60-61

well-known ports, 57-58

WellKnown Service (WKS) records, 202
WildPackets, Inc., 129

Windows 2000

configuring clients for Dynamic DNS, 212-213
configuring DHCP servers for Dynamic DNS,

208-210
installing TCP/IP on, 90-92
manual IP address assignment, 86, 92-93
securing Dynamic DNS on, 213
Windows 2003
configuring Dynamic DNS on, 208-210
installing TCP/IP on, 86
manual IP address assignment, 86, 87-89
securing Dynamic DNS on, 213
Windows 95/98, 86, 96-98
Windows NT
installing TCP/IP on, 93-94
manual IP address assignment, 86, 94-96
Setup dialog box, 94
Windows XP
configuring for Dynamic DNS, 212-213
installing TCP/IP on, 86
manual IP address assignment, 86, 87-89
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WINS (Windows Internet Naming Service), See also
name resolution
database entries, 226-227
defined, 177
NetBIOS name resolution with
using broadcasts, 225
on large networks, 225-226
name registration, 222-224
using NetBIOS name queries, 224-225
NetBIOS name servers and, 222
overview, 222
NetBIOS name resolution without
name registration, 218-219
using NetBIOS name cache, 220
using NetBIOS name queries, 220-221
overview, 218
NetBIOS service applications and, 218
non-WINS clients, 227
overview, 217,228
review question answers, 259-260
review questions, 229
terminology, 228
WINS Manager utility, 226227
WKS (WellKnown Service) records, 202
workstation service, NetBIOS, 218
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zone transfers, DNS, 198-199




