


Active Directory mixed mode

Active Directory mixed-mode, 96
Active Directory Users and Computers console, 96, 482
Active Server Pages (ASP), for IS, 447, 449
Active Sites and Services console, 482
ActiveX controls
IE settings for, 368-370, 375-376
IE 7 features restricting, 349
kill bit for, 335-336
vulnerabilities of, 29, 199
Ad-Aware (Lavasoft), 70
add-ons, exploitation of, 364-365
address lookups, anti-spam software using, 407-409
. ade files, 193
Administrative templates, group policy settings in, 481,
485, 515-517
Administrator account
compared to other administrators, 88
DCPromo effects on, 100
definition of, 99-100
as DRA (Data Recovery Agent), 100
password protections for, 186-187
renaming, 73-75, 186
security options for, 502-503
SID enumeration identifying, 75
Administrators group
computer accounts in, 116
default GPO permissions for, 535
definition of, 102
not allowing end users to log in as, 329-330, 366
not including end users in, 58-63, 246
password protections for, 186-187
renaming, 74, 186
SID for, 86
.adp files, 193
ADS (Alternate Data Streams)
definition of, 214-215
vulnerabilities of, 21, 215-216
Adsiedit.msc console, 82
Advanced Windows Password Recovery program, 181
adware, 18-19
AES (Advanced Encryption Standard), 299, 464
AGULP method, 97-99
AH (Authentication Header) protocol, 298, 299
Aim URI handler, 249
Alerter service, 268
Allow permissions
overriding Deny permissions, 128
setting, 122-123
%ALLUSERSPROFILE% folders, 28
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Alternate Data Streams (ADS)
definition of, 214-215
vulnerabilities of, 21, 215-216
.ani files, 193, 247
Anonymous authentication, IIS, 429, 431, 449
anonymous enumeration, 6, 75
Anonymous Logon group, 85, 103, 113
Anonymous SID, 113
ANSI-bombs, 189
Ansi.sys file, 189
Anti-Phishing Workgroup, 5
anti-spam software. See also spam
client-based solutions for, 417
definition of, 69-70
gateway appliances or software for, 415-416
hosted services for, 414-415
methods used by
address lookups, 407-409
comparisons of, 414
distribution analysis, 410
fingerprinting, 413
human analysis, 413
message analysis, 411-413
rate controls, 409-410
real-time blacklists (RBLs), 410-411
server software for, 416
anti-spyware software, 70
antivirus software. See also viruses
best practices for, 68-69
effectiveness of, 12, 57
failure of, assuming, 55
for incoming e-mail, 406-407
multiple, using, 57
Append Data permission, 125, 126
application control. See software restriction policies
Application Experience Lookup Service, 268
application files. See executable files; software
Application Layer Gateway Service, 268
Application Management service, 268
application pools, IIS, 422-425, 453-455
Application Server Console, IIS, 444
Apply Group Policy permission, for GPOs, 534
.arc files, 194
archive files, vulnerabilities of, 20, 199, 200, 202. See
also compressed files
.arj files, 194
Aronoff, Andrew
IERESET.INF attack proposal, 24, 210
registry vulnerabilities discovered by, 36, 37, 39, 43,
45-48, 244-246
ARP spoofer, 168



Automatic Updates service

.asft files, 194, 247
ASP (Active Server Pages), for 1IS, 447, 449
ASP.NET, for IS, 444, 449
ASP.NET State Service, 283
associations
file associations
hidden, 212
high-risk, blocking, 247-249
permission to change, 250-251
in registry, 231-235
vulnerabilities of, 30, 38, 39, 203, 243
in Windows Explorer, 235
security associations (SAs), IPSec, 300
.atf files, 194
attachments
blocking, 398-401
malicious, 391-392
attack surface, lessening, 253
attack vectors, decreasing, 57
attackers
dedicated attackers
compared to automated malware, 4-7
defeating, inability to, 52
defending against, 6-7
forensic analysis of attacks by, 10
methodology used by, 8-10
types of, 10-11
insider attacks, 17
knowing, importance of, 3

attacks. See also defense strategy; malware; password

cracking
in IE (Internet Explorer)
browser interface manipulation, 364
buffer overflow attacks, 357
cookie manipulation, 363-364
cross-site scripting, 357-358
directory transversal attacks, 362
file execution attacks, 361-362
malicious content, 363
MIME type mismatches, 363
plug-in exploits, 364-365
URL spoofing, 354-357
zone manipulation, 358-361
increasing number of, 52
prevalence of, 4-7, 13-14, 19, 51
types of
adware, 18-19
automated, 4-7,11-14
dedicated attacker, 4-7, 8-11, 52
directory transversal attacks, 18, 362

insider attacks, 17

local, 7-8

obscurity attacks, 17-18, 355-357
pharming attacks, 18-19, 397, 418

phishing attacks, 5-6, 18-19, 354-357, 396-397

physical attacks, 17, 56, 70-71
remote, 7-8, 14-17
social engineering, 18
spam, 18-19, 393-396
spyware, 6, 18-19
auditing
group policy settings for, 494-496
managing, 501
for Object Access, 224-225
as part of accounting phase, 81
auditing permissions, 126
Austrumi, 163
Authenticated Users group
computer accounts in, 115, 116
default GPO permissions for, 535
definition of, 103
replacing Everyone group with, 219
SID for, 85
Windows trusts and, 117
authentication. See also passwords
of e-mail, 417-418
IE settings for, 375, 377, 381-382

1IS (Internet Information Server), 182, 428-433,

449-450
for IPSec rules, 308-309
logon process for, 159-160

mistakes in, vulnerabilities caused by, 182-183

as part of access control, 80
password hashes protected during, 152
Password Reset Diskette, 182
protocols for
choosing, 156-159
Kerberos authentication, 154-156, 157
LM authentication, 152-153, 183-184
NTLM authentication, 153, 450
NTLMv2 authentication, 153-154
token-based authentication, 187
two-factor authentication, 187

Authentication Header (AH) protocol, 298, 299

authorization phase, access control, 81
Autoexec.bat file, 22, 132
Autoexec.nt file, 22

automated malware. See malware
Automatic Updates, 65

Automatic Updates service, 268
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automation of defense strategy

automation of defense strategy, 58
AutoPreview pane, disabling, 404—-405
auto-run application files, 21
AUTORUN. INF file, 22

Autoruns program (Sysinternals), 256

Background Intelligent Transfer Service (BITS), 269,
445
Backup Operators group, 86, 103-104
backups
allowing access to, 497-498
for EFS, 471-476
restoring, security options for, 502, 503
Barracuda Spam Firewall, 69-70
.bas files, 194
Baseline Security Analyzer, Microsoft (MBSA), 65
Basic authentication, 1IS, 430, 431, 432, 449
.bat files, 194, 247
batch files, 23, 194, 247
Batch group, 84, 104
batch job
allowing logons as, 500
denying logons as, 499
Bayesian filtering, anti-spam software using, 412-413
Beagle.AV worm, 195, 200, 391
BeatLM program, 168
BHOs (Browser Helper Objects), exploitation of,
364-365
BIOS, password-protecting, 71
birthday attacks, 173
BITS (Background Intelligent Transfer Service), 269,
445
blacklists, anti-spam software using, 410
Blaster worm, 8, 253
blocked inheritance, for GPOs, 532
Blowfish encryption, 299
. bmp files, 194
Bookmarker trojan, 41
books. See publications
boot files, permissions for, 135
Boot Information Negotiation Layer service, 283
boot sectors, viruses infecting, 12
booting
boot-up passwords, 71
restricting to primary hard drive, 71
Boot.ini file, 23, 132
Bootsec.dos file, 23
botnets, 13-14
bots (spam bots), 5, 395, 409, 419
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Bradley, Susan (The Complete Patch Management
Book), 64
Brett Hill’s 1IS Answers.com, 456
Bropia trojan, 34
Browser Helper Objects (BHOs), exploitation of,
364-365
browser interface manipulation, 364
browsers. See also IE (Internet Explorer)
cell-phone-based, 350
Firefox browser, 52-53, 350, 351-352
Konqueror browser, 350
Lynx browser, 350, 351
Mozilla browser, 350, 351
Netscape browser, 350
Opera browser, 350, 351
Safari browser, 350
brute-force attacks for password cracking, 171-172
Brutus program, 164
buffer overflow attacks
definition of, 15
file flaws allowing, 191
risks associated with, 217-218
services and, 254
using IE (Internet Explorer), 357
built-in groups, list of, 102-113
Built-In OU, 520
built-in users, list of, 99-102
bulk e-mailing programs, 394-395
bullet-proofing, 395

C

CA (certification authority), 309

.cab files, 194

cabinet archive files, 194

cached credentials, password attacks on, 176-177

Cachedump utility, 176

Cain & Able program, 16-17, 166, 169, 179

Callto URI handler, 249

Carnegie Mellon University CERT Coordination Center,
51

Cascading Style Sheet files, 195

CastleCop’s listing of ActiveX controls, 335

.cbl files, 194

. cbmn files, 194

.cbo files, 194

CD-ROM access, security options for, 504

.cer files, 195

CERT Coordination Center, Carnegie Mellon University,
51

Cert Publishers group, 85, 104



data, defending against attacks of

Certificate authentication, IIS, 432, 449, 450
Certificate Auto-enroliment in Windows XP, 478
certificate exception rules, SRP, 222, 341
Certificate Services (Microsoft)
CERTSVC_DCOM_ACCESS group created by, 104
for EFS, 475-476
operating systems available in, 283
Certificate Trust List files, 195, 201
certificates
EFS, 462-464
IE settings for, 372, 383-384
certification authority (CA), 309
CERTSVC_DCOM_ACCESS group, 104
challenge-response mechanism, 152
Change permission, 119-121
Change Permissions permission, 125, 126
Character Map, viewing Unicode characters in, 142
.chn files, 195, 247
Cipher.exe program, 461, 472
CipherTrust, zombie nets tracked by, 13-14
Cisco 10S 12.x operating system, 53
ClearCredCache program, 179
ClipBook service, 269
CLSID (Class ID), 83, 335-336
Cluster Services, 284
.cmd files, 195, 248
Code Red worm, 419
collision, in hash algorithm, 147
COM+ access, for IS, 444
COM+ Event System service, 269
. con files, 195, 248
COM objects
registry listing, 42
unregistering, 332-334
COM+ System Application service, 269
command and control trojan, 13
command files, vulnerabilities of, 23, 195, 199, 248
Command. com file, 23
Commercial Guardian Monitor spyware, 46
Common . adm template, 515
companion viruses, 12
The Complete Patch Management Book (Bradley, Susan
and Anne Stanton), 64
compressed files. See also archive files
EFS not encrypting, 460, 477
vulnerabilities of, 197, 203
computer accounts
definition of, 115-116
password attacks on, 177-179
Computer Browser service, 269
Computer Configuration section of group policy, 487
Computername$ group, 116

Computers OU, 520
Conf .adm template, 515
Config.nt file, 23
Config.sys file, 23, 132
configuration files, 198, 201. See also registry
Configuring Application Isolation on Windows Server
2003 and Internet Information Services (lIS) 6.0,
456
constrained delegation, 92, 156, 471
container objects, in Active Directory, 481. See also
organizational unit (OU), in Active Directory
contest, hacking, May 2005, 10-11
Control Panel Applet files, 195
cookie manipulation, 363-364
CoolWeb Search Adware, 40
.cpl files, 195
Create Child Objects permission, for GPOs, 534
Create Files permission, 124, 126
Create Folders permission, 125, 126
Create Link permission, registry keys, 242
Create Subkey permission, registry keys, 241
Creator Authority, 84
Creator group, 84,104, 114
Creator Group Server account, 84
Creator Owner group, 84,104, 114
Creator Owner Server account, 84
CredDump program, 180
Credential Manager, password attacks with, 179-181
credentials, cached, password attacks on, 176-177
crimeware, 19. See also malware
cross-site scripting (XSS)
in e-mail, 393
in IE (Internet Explorer), 357-358
malware in, 21
cross-zone attacks, IE, 362
Crypt32.d11 file, 352
Cryptographic Services, 270
cryptography. See encryption
.cs files, 191, 202, 249
Cscript.exe program, 191
.css files, 195
.ctl files, 195
.cur files, 196, 248
cursor graphic files, 248

D

DAC (discretionary access control), 81, 126
DACL (Discretionary Access Control List), 126
Daga trojan, 73

Data Decryption Field (DDF), 465

data, defending against attacks of, 56
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Data Encryption Standard (DES)

Data Encryption Standard (DES), 299
Data Encryption Standard XOR (DESX), 464
Data Protection API (DPAPI), 180
Data Recovery Agent (DRA) account, 74, 100
Data Recovery Field (DRF), 465
databases. See also Active Directory
Access database, 199
attacks on, 6
SAM password database, 150, 161
Security Association Database (SAD), 300
security policy database, IPSec, 299
.dbyg files, 196, 248
DCOM applications, 105
DCOM Server Process Launcher service, 270
DCPromo, Administrator account and, 100
DDF (Data Decryption Field), 465
De Clercq, Jan (Windows Server 2003 Security
Infrastructures), 86
debug files, 196, 248
Debug . exe program, 189, 190
debugger, allowing use of, 499
dedicated attackers
compared to automated malware, 4-7
defeating, inability to, 52
defending against, 6-7
forensic analysis of attacks by, 10
methodology used by, 8-10
types of, 10-11
Default Domain Controllers Policy, 528
Default Domain Policy, 528
Default hive, registry, 229
default passwords, 146
Default Recovery Agent (DRA), for EFS, 473-475
defense strategy
automation of, 58
conventional
anti-spam software, 69-70
anti-spyware software, 70
antivirus software, 68-69
host-based firewall, 65-68
patches, keeping up-to-date, 63-65
physical security, 70-71
TCP/IP stack, hardening, 71-73
users not having administrator privileges, 58-63
defense-in-depth principle, 55, 56-57
host-based defense, 55-56
principles of, 52-58
security-by-obscurity, 54
tradeoffs in, 53
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unconventional
highly-privileged accounts, renaming, 73-75
services, running on non-default ports, 75-76
software, installing to non-default folders, 76
usability affected by, 53
defense-in-depth principle, 55, 56-57
Define virus, 12
delegation
constrained delegation, 92, 156, 471
definition of, 92-94
inllS 7,436
trusted for delegation, 470-471, 499-500
Delete Child Objects permission, for GPOs, 534
Delete permission, 125, 126
Delete permission, registry keys, 242
Delete Subfolders and Files permission, 125, 126, 128
Dell Computers, survey by, 6
denial-of-service (DoS) attacks
account of (Gibson), 15
in archive files, 20
definition of, 15
with IPSec, 322
LAND attack, 15
services increasing risk of, 254
Deny Delete permission, 128
Deny permissions
overriding Allow permissions, 128
setting, 122-123
deny-by-default file attachment blocking, 398
deny-by-default software execution policy, 325-326
DES (Data Encryption Standard), 299
.desklink files, 199
desktop, defense deployed on, 55-56
desktop icons, RunAs feature used with, 60
Desktop.ini file, 24
DESX (Data Encryption Standard XOR), 464
detection bypass, in archive files, 20
device drivers, allowing loading and unloading of, 500
devices, security options for, 504-506
DHCP Administrators group, 104
DHCP Client service, 270
DHCP Server service, 270
DHCP Users group, 105
.dhtml files, 197
Dialup group, 84, 105
Dial-up List (DUL), 410
dictionary-based attacks, 144, 145-146, 172-173
Diffie-Hellman protocol, 300
Digest authentication, IIS, 430, 431, 432, 450



EFS (Encrypting File System)

Digest Authentication protocol, 85
directories. See folders
directory service, 519. See also Active Directory
directory service data, synchronizing, 502
Directory Services Restore Mode Administrator
account, 100

directory transversal attacks, 18, 362
discretionary access control (DAC), 81, 126
Discretionary Access Control List (DACL), 126
Distributed COM Users group, 86, 105
Distributed File System service, 270
Distributed Link Tracking Client service, 270, 287
Distributed Link Tracking Server service, 270, 287
Distributed Transaction Coordinator service, 271
distribution analysis, anti-spam software using, 410
distribution groups, 96
Dllhost.exe process, 422
DLLs

DLL hell, 12

unregistering, 332-334

vulnerabilities of, 196
DNS Admins group, 105
DNS black lists, 410-411
DNS Client service, 271
DNS lookups, anti-spam software using, 408
DNS namespace, 519
DNS security, 418
DNS Server service, 271, 287
DnsUpdateProxy group, 105
.doc files, 196
docking station, security options for, 501, 503
Document Template files, 196
Document Template files, Microsoft, 196
Documents and Settings folder, 132
dollar sign ($)

indicating computer account, 115

indicating hidden shares, 121
Domain Administrator account, 85, 99-100
Domain Admins group

default GPO permissions for, 535

definition of, 105

protecting, 74

SID for, 85
domain computer accounts, password attacks on,

177-179

Domain Computers group

computer accounts in, 115

definition of, 106

SID for, 85
Domain Controllers group

computer accounts in, 116

definition of, 106

SID for, 85

Domain Controllers OU, 520
Domain Guest account, 85, 100
Domain Guests group, 85, 106
Domain Local groups, 96, 97
Domain Naming Master, FSMO role, 523
Domain Users group, 85, 106
domains
in Active Directory, 521-523
adding computers to, policy settings for, 497
password attacks on, 177-179
DoS attacks. See denial-of-service attacks
DOS batch files, 194, 247
DOSSTART. BAT file, 24
.dot files, 25, 196
Downlevel Client Support, for IS, 446
downloading files, IE settings for, 370, 376, 380
Download.Ject trojan, 38
DPAPI (Data Protection API), 180
DRA (Data Recovery Agent) account, 74, 100
DRA (Default Recovery Agent), for EFS, 473-475
DRF (Data Recovery Field), 465
driver files, 201
driver installation, security options for, 504
.dsm files, 196, 248
DTC access, for IS, 444
DUL (Dial-up List), 410
DUN export files, 197, 248
.dun files, 197, 248
DUN scripts, 201
Dynamic Linking Library files. See DLLs

E

EBCD-Emergency Boot CD, 163
ebook files, 197
. edt files, 197
effective permissions, determining, 129-131
EFS (Encrypting File System)
best practices for, 477
certificates for, 462-464
decrypting files and folders, 461
definition of, 459
enabling and disabling, 459, 476
enabling on Windows Explorer context menu, 461
encrypting files or folders, 460-461
FEK (File Encryption Key) for, 464-465
file permissions and, 462
file sharing of encrypted files, 466-467
keys for, backing up individually, 471-473
limitations of, 460, 477
new features in Windows XP 465-469
offline file encryption, 467-469
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EFS (Encrypting File System) (continued)

EFS (Encrypting File System) (continued)
password changes affecting, 464
permissions and, 130
recovery policy for
backing up keys individually, 471-473
Certificate Services (Microsoft), 475-476
comparison of methods for, 475-476
DRA (Default Recovery Agent), 473-475

on remote servers, 469-471

resources for, 478

for web files, 468

Efs0.log file, 461

Efs0. tmp file, 461

Elk Cloner virus, 12

e-mail. See also Outlook; phishing attacks; spam;

viruses; worms
attacks using
bulk e-mailing programs for, 394-395
cross-site scripting (XSS), 393
malicious file attachments, 391-392
malicious links, 7-8, 392-393
malware executed using, 7
pharming, 397
phishing, 396-397
spam, 393-396
unauthorized reading of e-mail, 397
authentication, lack of, vulnerabilities from, 389-390
defending against attacks
antivirus scanning for, 406-407
authenticating e-mail links, 405
authentication and encryption, 417-418
blocking malicious file attachments, 398-401
blocking spam, 407-417
blocking unauthorized e-mail, 405
configuring client for, 403-404
disabling AutoPreview and Reading panes, 404-405
disabling HTML content, 401-403
DNS security, 418
end-user training, 418
not following links, 366
HTML content
disabling, 401-403
vulnerabilities from, 389-390
prevalence of attacks using, 5, 7
security providers for, 57

e-mail addresses, harvesting, 395

.email files, 197, 248

embedded files, 21, 191

embedded links, 191

embedded scripts, 21
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.eml files, 197, 248
Encapsulating Security Payload (ESP) protocol, 299
Encrypting File System. See EFS
Encrypting File System in Windows XP and Windows
Server 2003, 478
encryption. See also EFS (Encrypting File System);
hashes for passwords; IPSec (IP Security) protocol
AES (Advanced Encryption Standard), 299, 464
Blowfish encryption, 299
Cryptographic Services, 270
Data Decryption Field (DDF), 465
Data Encryption Standard (DES), 299
Data Encryption Standard XOR (DESX), 464
of e-mail, 417-418
system cryptography, security options for, 510
end users. See users
enemy, knowing, 3. See also attackers
Enterprise Admins group
default GPO permissions for, 535
definition of, 106
protecting, 74
SID for, 85
Enterprise Domain Controllers group
computer accounts in, 116
definition of, 106
SID for, 85
Enumerate Subkeys permission, registry keys, 241
enumeration, SID, 6, 75, 89
Error Reporting Service, 271
ESP (Encapsulating Security Payload) protocol, 299
Event Log service, 271
event log settings, group policy, 511
Event service, Microsoft Exchange, 285
Everyone group
Anonymous SID and, 113
avoiding assigning permissions to, 136
computer accounts in, 115, 116
definition of, 106
replacing with Authenticated Users group, 219
SID for, 84
Windows trusts and, 117
e-worms, 391
Excel files, 202, 248
Excel SLK data-import files, 201
Excelll.adm template, 516
exception rules, SRP, 222-224
exceptions, firewall using, 66
Exchange Authority, 86
Exchange Domain Servers group, 107
Exchange Enterprise group, 107



floppy access, security options for

Exchange (Microsoft)
file blocking mechanisms in, 399-401
services, 285
. exe files, 197
executable files. See also software
restricting execution of, 221-224
vulnerabilities of, 20-21, 195, 197
Execute File permission, 124, 126
execute permissions, IIS, 435
Exploits Block List (XBL), 410
Explorer Stylesheet files, 198
Expobot worm, 24
external trusts, 523

F

FakeGina trojan, 165
. far files, 196, 248
Fast User Switching Compatibility service, 271
. fav files, 197
Favorites list files, 197
Fax Service, 272
FBI, 2004 Computer Crime and Security Survey by, 5
Federal Information Processing Standards (FIPS),
464-465
FEK (File Encryption Key), 464-465
File Archive File Format files, 194
File Archive files, 194
file associations
hidden, 212
high-risk, blocking, 247-249
permission to change, 250-251
in registry, 231-235
vulnerabilities of, 30, 38, 39, 203, 243
in Windows Explorer, 235
file attachments
blocking, 398-401
malicious, 391-392
File Encryption Key (FEK), 464-465
file execution attacks, 361-362
The File Extension Source, 203
file extensions, hidden, 32-33
File Replication Service
definition of, 272
Replicator group for, 110
Windows version comparisons for, 288
File Service for Macintosh, 284
file sharing
of EFS-protected files, 466-467
Simple File Sharing, 131

file system settings, group policy, 513-514
File Transfer Protocol (FTP), for IIS, 445
FileMon utility (Sysinternals), 240, 292, 425
files. See also specific files
assigning permissions to, 97-99
buffer overflow attacks on, 191
decrypting with EFS, 461
default permission settings for, 132-135
defending against attacks of, 218-225
downloading, IE settings for, 370, 376
encrypting
with Cipher.exe, 461
with EFS, 460-461
high-risk files
ADS (Alternate Data Streams), 214-216
auditing for, 224-225
blocking, 225
configuration files, 193
Debug . exe program as, 189, 190
definition of, 189-191
file type mismatches, 192
flawed by design, 191-192
flaws allowing misuse of, 192-193
list of, by type, 193-203, 247-249
with magic names, 193
MIME type mismatches, 214, 363
naming tricks used on, 211-214
NTFS permissions for, 218-221
SRP for, 221-224
unused applications, 217
updating patches for, 225
Windows files, list of, 204-211
ownership of, 502
permissions for, list of, 123-126
unusual names for, malware using, 31-32
filtering, anti-spam software using, 412-413
fingerprinting, 9, 413
FIPS (Federal Information Processing Standards),
464-465
Firefox browser
exploitations of, 52-53, 350
security statistics for, 351-352
firewall ports for IPSec, 318-319
firewalls
bypassing defenses of, 321
failure of, assuming, 55
host-based firewall, 65-68, 439
firmware environment values, modifying, 501
Flash.ocx file, 353
floppy access, security options for, 504
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