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refer to illustrations.

Symbols and Numbers

_ (underscore), 582

& (ampersand), 300

1018 error, 120-125, 121-122
1019 error, 125

1022 error, 125

3DES (Triple DES) algorithm, 715
8bitMIME support, 631

9548 error, 273

A

A (host name) records, 577
abuse alias, 302304
abuse.net relay test, 588—589
acceptable use policies, 203—208
content inspection, 207-208
contents of, 206—207
developing, 205
overview of, 203—204
access
anonymous, 585, 585
improper mailbox, 712-713
optimizing Active Directory, 397—-400
optimizing database, 145
restricting to speciﬁc users, 292—293
ACID test, 113
active/active clustering, 448-449, 476
Active Data Objects (ADO), 360-361
Active Directory. see AD (Active Directory)
Active Directory Connector (ADC), 525-526, 554
Active Directory Schema Manager, 77
active/passive clustering, 448-449, 476
Active Ports utility, 748, 748
ActiveSync
adding to ISA Server, 864, 864—860, 8§65
device logging, 855-859, 856
devices that support, 859-861, 860, 861
features, 844, 853—854, 8§54
function of, 852—-853
process, 854—85S, 855

resources, 870

troubleshooting, 866-869, 867

Up-to-Date Notifications, 866

AD (Active Directory)

access optimization, 397—400

best practices, 201-202

certificates, importing, 731-732

customizing, 96—108
address lists, 99, 101-106, 102—106
administrative groups, 96-97
automatic name resolution, 97—98, 98
global address lists, 99-101, 100, 108
mailbox management extensions, 99
recipient policies, 106—107
template attributes, 301-302, 301-302

users managing directory attributes, 107, 107-108

database, 71-75
DNS dependency, 64—65
domain controllers, 65—69
enhancements, 5
forests, 88—96
groups, 88-96
Kerberos, 69—71
overview of, 63—64
performance, 81-84, 146
permissions, 47—48
preparing, 84—88
querying, 351
Recipient Update Service
overview of, 78-81
tuning, 399400, 400
replication latency, 793
restoring, 414
rights, 495
security via groups, 491-492
sites, 69
tools, 75-78
troubleshooting
connectivity, 526
mail recipient problems, 527-530, 529
ADC (Active Directory Connector), 525-526, 554
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Address List Service. see RUS (Recipient Update Service)
address lists, customizing
LDAP queries, 102-105, 103-105
offline, 102, 102
overview of, 101-102
addresses, SMTP, 597—607
local recipients, 598—600, 599
overview of, 597—-598
protecting mail-enabled groups, 675-676, 676
relay domains, 606-607
resolving inbound, 574
restricting, 641, 641
sharing space, 600-606, 601—606
Addrootcert utility, 860
ADM (custom admin template) file, 201-202
Administrative groups
customizing administration, 96—97
overview of, 57
routing, 611-612, 612
administrator role
ADSI permissions, 49-50
assigning permissions, 44—45
blocking or assigning permissions, 47—49, 47-49
overview of, 42—44, 43—44
segmenting and customizing, 45, 45-47, 47
administrators
disaster prevention
grounds for terminating, 189-191
stability vs. continuity of service, 194-195
what to do before calling PSS, 192-193
worst practices, 191-192
permissions assignment, 41-58
built-in, 41—42, 42
e-mail security, 679-682, 681
groups, 56—58
mailboxes, 50-54, 51-52
new service installation, 56
public folder rights, 494
requirements for different tasks, 54—56
roles, 42—45, 43—44
segmenting and customizing roles, 45, 45-50,
47-49
training, 221-222
ADO (Active Data Objects), 360-361

Adobe Acrobat PDF files, 167
ADSI scripting, 98
ADSIEDIT
defined, 76
permissions, 49—50
reducing database file fragmentation, 147
working with, 46—47
Advanced Encryption Standard (AES) algorithm, 715
Advanced Queuing Engine. see AQE (Advanced Queuing
Engine)
AES (Advanced Encryption Standard) algorithm, 715
alerts
clustering and, 477
configuring, 34
MOM and, 367-368
algorithms, types, 715
aliases, SM'TP, 581-582
Ambiguous Name Resolution (ANR), 308, 308-309
ampersand (&), 300
anonymous access, 585, 585
anonymous mail, 592, 592-593
ANR (Ambiguous Name Resolution), 308, 308-309
Antivirus API (AVAPI) software, 700
antivirus software. see also viruses
attachments and, 416
choosing, 699-701
file-based scanner, 738
justifying, 698
keeping up to date, 697
signature updates and, 417
API-based backup, 265
AQE (Advanced Queuing Engine)
defined, 12
event sinks and, 358-359
message routing architecture, 565-566
routing messages with, 12-14, 15
architecture
dependency, 454
tull-text indexing, 161, 161-162
message routing, 565, 565-567
OWA 2003, 790, 790-794
archiving
AutoArchive, 175-176,175-176
checking health of, 243-244
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disaster prevention and, 209
ExMerge, 176-179, 178
mailbox store messages, 179-180, 180
third-party systems, 180-181, 181
ASP.NET
OMA supported devices, 848
session state settings, 8349—-350
Associated External Account permission, 681
asymmetric keys, 718
asynchronous event sinks, 358
attachments
antivirus software and, 416
automatically compressing, 169
blocking
enabling/disabling, 806—807
overview of, 701-703, 701-703
OWA warning of, 806
dumping table space usage, 171-173
garbled messages, 415-416, 555
attributes
Ambiguous Name Resolution and, 309
details template, 298-302, 299-301
name changes in extension, 105-106, 106
OWA search scope, 101
user management of directory, 107, 107-108
auditing
configuration changes, 692, 692—693
enabling, 690-695, 691-692, 694—695
security policies, 693695, 699—695
Windows, 691, 691-692
authentication
Basic Authentication, 769770, 770
Kerberos, 69-71
OWA methods, 793, 793—-794
auto-negotiation speed, 34
AutoArchive, Outlook
backing up personal data with, 246
cleaning up problems with, 779, 781
overview of, 175, 175-176
setting properties, 176
AutoProf Profile Maker, 757
availability. see high availability
AVAPI (Antivirus APT) software, 700
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B
B-trees data structure, 117—118, 118

back-end servers
configuring, 820
disabling services on, 688—689, 689
OWA deployment, 819-823
backfill requests, 508
Backup Utility
offline backups, 426-427
online backups, 421-426
Last Restore Set check box, 424—425
overview of, 421423, 422—423
temporary location for log files, 423—424,
423—424
verifying, 425
backups, 245-270
1018 error, 121-122
brick-level, 253255
certificate, 249—-250, 249-251
clustering and, 476477
database integrity checks and, 141-142
e-mail, 209
FAQs, 269-270
hardware and software for, 260-261
IIS Metabase, 248—249, 249
implementing physical security with, 675
logging and, 255
making good, 245-246
offline
overview of, 251-253, 252
restoring data from, 426—-427, 426427
online
overview of, 251-253, 252
problems completing, 516
restoring data from, 421426, 422424
options, 253
planning, 245-246
procedures for
backup to disk, 262-263, 263
ExMerge, 266-269, 267-269
image backups or ghosting, 265-266
tape media, 261-262, 262
volume shadow copies, 263-265
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scheduling, 259
storage groups, 148

system state, 247—-248, 247-248
verifying, 255-260, 256-258
BadMail directory, 574-575, 579-581

bandwidth, 33—34
banner, SMTP, 594-595, 595

baseline, performance, 381

Basic Authentication, 769-770, 770
basic client, vs. premium, 795-797

Bayesian logic, 661

best practices. see disaster prevention

bit masks, 816818

Blaster worm, 738

Blat for Windows, 355-356
blended threats, 697

block cipher, 714

block lists

Connection filtering and, 652—656, 655-656

resources for, 654—655

Blue Screen of Death (BSOD), 514-515

BOOT.INI file, 395-396, 463
Bradley’s Bromide, 751
brick-level backups, 253255

BSOD (Blue Screen of Death), 514-515

B+Trees
data structure, 117-118
overview of, 116-118, 118

C

caching

cached exchange mode

Outlook 2003, 764766, 765

Outlook RPC over HTTP configuration, 772
optimizing database cache size, 396-397, 397
optimizing database performance, 144

storage limits, 158-159

Carlisle Adams and Stafford Tavares (CAST) algorithm,

715
CAs (certificate authorities)
defined, 722-723
importing to AD, 731-732
obtaining, 728-730
third-party, 727-728
trusted, 828—830

%

CAs (connection agreements), 501
case-sensitivity, display names, 97
CAST (Carlisle Adams and Stafford Tavares)
algorithm, 715
CD-ROMs, 220-221
CDOEXM (Collaborative Data Objects for Exchange
Management), 350, 360-361
CDOs (Collaborative Data Objects), 360-361
certificate authorities. see CAs (certificate authorities)
Certificate Revocation List. see CRL (Certificate
Revocation List)
certificates
backing up, 249-250, 249-251
expiration, 726-727
installing for OWA, 830-833
installing on ISA Server, 861-863
Pocket PC 2002 and, 859-860
RPC over HTTP and, 769, 772, 775
signing requests, 832
change management, 446
Change Password button, 809
chart view, System Monitor, 372-373, 378-379
Check Point Firewall-1, 739
checksums
checks, 142, 142
EDB database pages, 117
overview of, 124
cipher, 714
circular logging, 125-127, 255
Cisco PIX firewall, 739
Clearswift Mail Sweeper, 739
clients
customizing, 239—-309
access restrictions, 292—293
Ambiguous Name Resolution, 308, 308-309
details templates, 297-302, 297-302
MAPI clients, 289-292, 290—292
system mailboxes, 302—-308, 303, 305-308
system messages, 293-297, 294-296
logging of Internet, 696
OWA
interface, 796
overview of, 787
premium vs. basic, 794—795
public folder permissions, 495, 495-496

40



%% é 4250Index.fm Page 875 Friday, April 23, 2004 3:56 PM

spam prevention, 663—664, 663—664
virus protection, 703-707, 704-707
cluster nodes, 450
cluster resources, 453—454, 454
cluster server node, 461
Cluster Services
failover and failback, 456—457, 457
installing on first node, 465466
overview of, 453
clustering, 441-478
action and reaction, 444—447
basics, 447454
active/active vs.active/ passive, 448—449
Exchange 2003, 449450, 454—456, 455
failover and failback, 456—457, 457
overview of, 447—448, 448
Windows 2003 components, 450—453, 452
best practices, 476477
conﬁguring on Windows 2003, 464—467, 465—466
fault tolerance and, 443—444
forced failovers, 475—476
hardware requirements, 457-459
installing
Exchange 2003, 467-474, 469-473
overview of, 459—461
prerequisites, 461-464, 462
monitoring performance, 476
moving to Exchange 2003 cluster, 474—475
overview of, 22, 442443
sticker shock, 447
cold standby server, 406
collaboration services
enhancements, 6
with LCS, 38
Collaborative Data Objects (CDOs), 360-361
Collaborative Data Objects for Exchange Management
(CDOEXM), 350, 360-361
COM (Component Object Model), 360
command-line tools
Blat for Windows, 355-356
cleaning up Outlook, 779, 779
ESEUTIL utility, 432—433
event management, 351
ISINTEG program, 435
MAPIsend, 353—-355
command verbs, 596-597
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compaction, database, 140-141, 141
Component Object Model (COM), 360
compression
of e-mail attachments, 169
in forms-based authentication, 801-802
modifying through registry, 810-811
configuration control, 200-201
Confucius, 737
connection agreements (CAs), 501
Connection Filtering, 652—656, 653—654
Connection Manager, 567
Connection Status tool, 784, 784—785
connectivity
Active Directory, 526
Internet, 637—-668
inbound SMTP mail, 647656
outbound SMTP mail, 638—646
SMTP headers and, 666—667
spam, 656—665
message routing. see SMTP (Simple Mail Transport
Protocol)
network, 33
within organizations, 609-636
connecting routing groups, 616—-620
connector selection, 629—632
message routing redundancy, 632-636
routing groups, 610-616
X400, 621-628
OWA problems, 838
public folders and clients, 504505
verifying
with NetDiag, 530-532
with Port Query tool, 532-534
SMTP, 553-554, 554
connector servers, 459
content
conversion
data storage and, 132-133
Information Store, 9—10
replication, 497, 502
restrictions, 617
cookies
authentication with. see forms-based authentication
OMA support, 849—-850
timeouts, 807—808
copy backup, 253

%

4@



%% é 4250Index.fm Page 876 Friday, April 23, 2004 3:56 PM

876 | COPYING, LARGE FILES ¢ DEMILITARIZED ZONE (DMZ)

copying, large files, 143
corrupted messages feature, 278-279, 279
costs
clustering, 447
S/MIME, 714
counters
monitoring server health, 349-350
performance monitor, 388—393
Exchange-specific, 388-390
reloading or removing, 393
SMTP message transport, 392—-393
Windows 2003, 382—384
SMTP message transport, 346—347, 349
System Monitor, 345-346, 381, 391-392
CPU resource monitor, 329, 329
CRG:s (cyclic redundancy checks), 124
credentials, OMA, 845
CRL (Certificate Revocation List)
compromised private keys and, 726
OWA S/MIME client and, 836
trusted CAs and, 829
custom admin template (ADM) file, 201-202
Custom Installation Wizard, 755
custom themes, 814—-816
cyclic redundancy checks (CRCs), 124

D

daily operations, 231-243
events, 233-243
daily, 235-236, 236
online maintenance, 233—235, 234—235
problems, 236-240
security-related, 240-243, 241-242
overview of, 231-232
reports, 232233, 233
data
center firewall, 740, 740-741
restoring
from offline backup, 426-427, 427
from online backup, 421-426, 422—424

with Recovery Storage Group, 427-431, 429—430

storage. see storage

transmission security

with Qutlook encryption, 687-688, 688

server-to-server communications, 683—687,

683-688, 684, 686—687

Data Encryption Standard (DES) algorithm, 715
database
Active Directory, 7175
fixing problems with, 540-541
offline maintenance, 139—-143
checksum checks, 142, 142
compaction, 140-141, 141
integrity check, 141-142
large file copies, 143
overview of, 139, 139-140
optimizing performance, 143—147
access, 145
cache size, 396397, 397
overview of, 143—144
reducing file fragmentation, 147

reversing Exchange 2000 performance tweaks,

145-146
transaction logs, 144—145
DCDiag tool, 61, 77
DCs (domain controllers)
communicating with, 745-746, 746
Global Catalog servers, 65-68
locating with DNS, 68-69
optimizing performance, 82, 395
placement of, 742

troubleshooting DNS name resolution, 534-535

DCT (Domain Configuration Table), 566
decryption, 733

default folder list, 805-811, 807

default mailboxes, 159—160

Default Microsoft Exchange Services resource monitor, 328

Defense Messaging System (DMS), 12, 622
Delegation Wizard, 42—43
Deleted Items folder, Outlook
automatically purging items, 215-216, 216
recovering items, 413
spam and, 659
deleting, stores, 156157
Delivery Options property page, RGC, 619, 619
delivery restrictions, RGCs, 619-620, 620
delivery status notification (DSN)
codes, 548—550
Generator, 567
reducing size of, 575-576
demilitarized zone (DMZ)
overview of, 742—743
reducing surface area, 740, 740
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Denial of Service (DoS) attacks, 579-581 purging deleted items, 215-216
dependencies security, 219-220
architecture, 454, 455 server monitoring, 218
service, 18—21, 19-20 server roles, 218—219
DES (Data Encryption Standard) algorithm, 715 causes of disasters
Destination Message Queue, 567 administrative negligence, 189-193
details templates, 297-302 end users, 193—194
adding AD attributes to, 301-302, 301-302 overview of, 185—-189
adding existing attributes to, 298-301, 299-300 sacrificing reliability for availability, 194-195
overview of, 297-298, 297-298 company protection
DH (Diffie-Hellman) algorithm, 715 acceptable use policies, 204-208
DH (Diffie-Hellman) key exchange, 715-716 archiving, 209
diagnostics logging disclaimers, 208
ADC logging, 525-526 disaster, defined, 184
enabling, 695-696, 695-696 disaster recovery kits, 220-221
for Information Store, 521-524 documentation, 210-213
overview of, 518-520, 520 minimizing stress, 226
public folders, 507-508 platform solidity, 195-202
for Recipient Update Service, 520 Active Directory, 201, 201-202
SMTP and, 586590, 587 change and configuration control, 200-201
for System Attendant, 524 infrastructure, 197—198, 198
for Transport, 525 operational policies, 198-200
troubleshooting with, 518, 518-526, 520-526 server protection, 195-197
dial-tone restores, 411—412 service level agreements, 202-204
differential backup, 253 systems administration training, 221-222
Diffie-Hellman (DH) algorithm, 715 user education, 222—226
Diffie-Hellman (DH) key exchange, 715-716 disaster recovery, 403—440
digest authentication, 794 disaster, defined, 405
digital signatures, 416, 646 FAQs, 439-440
Dijkstra’s algorithm, 613 help, 409—411
directories kits, 220-221, 404
BadMail and Queue, 580-581 planning, 405406
checking health of, 243 practicing for, 406407
SMTP virtual server pickup, 570-571 repairing damaged store, 431-439
temporary, 423-424, 423—-424 ESEUTIL utility, 432, 432—435
directory service proxy (DSProxy), 746747 ISINTEG program, 435, 435-439, 437-438
DisableCertCHk.exe, 860 overview of, 431—432
disaster prevention, 183-228 restoring data
best practices from offline backup, 426-427, 427
Active Directory, 201-202 from online backup, 421-426, 422—424
clustering, 476477 using Recovery Storage Group, 427—43 1,
global limits, 213-214 429-430
mailbox limits, 214-215 scenarios
Mailbox Manager and, 315 cleaning up virus outbreak, 416-419
message tracking, 217-218 corrupted messages, 415-416
public folders, 217 damaged or corrupted Information Store, 419
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%

dial-tone restores, 411—412
mailbox and public folder accidents, 412—415
wholesale server failure, 419—421
speeding up, 408
steps for, 404—405
testing complete server failure, 408—409
tips for, 404, 407—408
disclaimers, 208, 646
disk controllers, 461
disk groups, 454
disk performance counters
adding to System Monitor, 378, 378
enabling, 376
monitoring, 381
disk space
clustering and, 477
mailbox storage and, 173
moving mailboxes and, 280
resource monitoring and, 330, 330
service startup problems and, 540
DISKPERF command, 376
disks, backup to, 262-263, 263
display name generation, 97-98, 98
distribution groups, AD, 88-89
DLL (dynamic link library), 751
DMS (Defense Messaging System), 12, 622
DMT (Domain Mapping Table), 566
DMZ (demilitarized zone), 740, 740, 742—743
DNS (Domain Name Service)
AD dependence on, 64—65
invalid domains, 582
locating DCs, Global Catalog servers and servers
with, 68—69
lookups
overview of, 562, 562
reverse, 983, 583—584
name resolution
looking up domain controllers, 534-535
Outlook, 758-759
with Resolver tool, 536—539, 539
sending mail to external organizations, 535-536
solving problems with, 576-579
troubleshooting name resolution, 534-539
strengthening infrastructure with, 198, 198

DNS Resolver (DNSDiag.exe)

Network Monitor trace of, 539

overview of, 536—539

resolving DNS names with, 578-579
documentation

choosing information for, 210-211

clustering with, 476

disaster recovery and, 404

for end users, 225

ongoing, 211

operational policies, 198-200

tools, 211-213
Dogbert the Network Administrator, 709
Domain Configuration Table. see DCT (Domain

Configuration Table)

domain controllers. see DCs (domain controllers)
Domain Mapping Table (DMT), 566
domain prep process, 87—88
domains

SMTP relay, 606-607

‘Windows 2003 native mode, 2526
DoS (Denial of Service) attacks, 579-581
DSAccess

overview of, 82

tuning, 397-399, 398-399
DSN (delivery status notification)

codes, 548-550

Generator, 567

reducing size of, 575-576
DSProxy (directory service proxy), 746747
DupSMTP.vbs program, 78
dynamic buffer allocation, 118-119
dynamic link library (DLL), 751

E

e-mail
archiving automatically, 779
business critical, 183
disaster recovery
corrupted messages, 415-416, 517
virus outbreaks, 416—419, 417-418
Mailbox Manager and, 106-107
notification, 331-332, 332
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public folders, 484—485
security, 672—683
administrator permissions, 679-682, 681
checklist, 672—675
HIPPA rules, 678—679
mail-enabled groups, 675-676, 676
out of the box, 682—683
physical, 675
user training, 676-678, 677
sending from command prompt or script, 353—355
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buffer size, 396-397, 397

circular logging, 125-127

dynamic buffer allocation, 118-119
errors in event logs, 516

operations, 113—-115, 114

pages and B+Trees, 116-118, 118
references for, 127

restoring data from online backups, 425
Single Instance Storage, 119, 119-120
tables, 115-116, 116

troubleshooting transactions, 112
delivery Iocations/missing messages, ESEFILE.EXE, 142
781-782, 782 ESEUTIL utility

events causing loss of services, 185-188
garbled messages, 554-556, 556
stuck in Outbox, 778
user expectations and, 28-29
EDB (rich-text database) files
defined, 127-129
dial-tone restores and, 412
dumping, 129-132
Information Store and, 8—10
pages and tables, 115-118, 116, 118
reducing file fragmentation, 147
editions
choosing, 21
discovering which version is running, 22

upgrading, 22

1018 errors, 121
B-tree database level, 118
checksum checks, 142, 142
copying large files, 143
database compaction and, 140-141, 141
dumping table space usage, 171-173
overview of, 139, 139
reducing database file fragmentation, 147
repairing damaged stores
command-line options for, 432, 432
database recovery, 433
database repair, 433-434
overview of, 431—432
rules when using, 434—435
viewing database information, 129-132

EDT (Exchange Deployment Tools), 59-61, 60, 84 ESM (Exchange System Manager)

EHLO command, 582—-583
emulators, 845
encryption
certificates, 719-727, 720, 725
common terms, 714-717
keys, 717-719
message, 732—733
Outlook security, 687-688, 688
third-party CAs, 727-728
Enterprise Admins group, 57
ESE (Extensible Storage Engine)
1018 errors, 120125, 121—-122
1019 errors, 125
1022 errors, 125

Exchange management
overview of, 36—39
running as part of MMC, 38
software requirements, 36—37
focusing, 39, 39
moving storage group files, 150
OMA configuration with, 846-847, 847
overview of, 15—17, 16—17
public folder management
overview of, 480
Propagate Folder Settings, 488, 488
public stores and trees, 485—488, 487

replicating content from Exchange 5.5, 500-501
structure and hierarchy design, 482—485, 483, 485

ACID test, 113 Event ID 1221, 139, 139, 170
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event IDs expansion, mail-enabled group, 91-93
diagnostic logging for public folders, 507-508 expectation management, 445446
full-text indexing, 164 ExRay for Exchange, 365
message tracking log, 339-340 Extensible Storage Engine. see ESE (Extensible Storage

event sinks, 356—-363 Engine)
determining which installed, 363 extensions
overview of, 356-357 attribute names, 105—106, 106
sample of, 361-363 supported SMTP, 561, 561-562
store events, 357—358 external shared storage unit, 452
transport and protocol events, 358-361, 359
types of, 15 F

EvenV:r\];i:ng’e:,SSI s st failbacks, 456457, 457

events failovers, 456—457, 457, 475-476

failures, single point of, 447—-448
false positives, 660
FAQs
backups, 269-270
disaster recovery, 439440
RPC over HTTP, 774-776
system policies, 323-324
fault tolerance, 443—444
Field Engineering logging level, 519
files
blocking attachment, 701-703, 701-703
file-based antivirus software scanner, 700-701, 738
missing, 518

command-line tools for, 351

configuring in MOM, 367

log errors, 516

loss of e-mail services, 185-188

Migration Wizard application, 287

online backup, 256-257, 256-257

to watch for
common daily, 235-236, 236
indicating problems, 236-240
online maintenance, 233—-235, 234-235
security-related, 240-243, 241-242

EVS (Exchange virtual server)

configuring, 468-474, 469—473

disk groups, 454

overview of, 449—450

storage groups, 455

permissions, 518
reducing database fragmentation, 147
storage group, 150
filters, 580
Filter folder, 574575
inbound SMTP mail
Connection Filtering, 652—656, 653-654
Recipient Filtering, 651-652, 652
Sender Filtering, 651, 651
using block lists, 654—656, 655-656
SMTP virtual servers, 570, 570
firewalls, 743—748
basics, 741-743, 742
configuring, 743-748
approaches to, 741-743, 742
communicating with DCs, 745-746, 746
determining open ports, 747-748, 748
MAPI clients, 746—747
TCP/UDP port usage, 743-745

Exchange. see Microsoft Exchange
“Exchange Server not available” error, 776-777
EXIES (Exchange Installable File System), 9, 269
ExIPC (Exchange Interprocess Communication Layer)
defined, 12
1IS/Information Store and, 17—18, 18
message routing process, 14
optimized database performance with, 145
ExMerge
backups
automating, 268-269, 268-269
overview of, 266269, 267
overview of, 176—179, 178
restoring data, 120
virus removal, 41 7-418, 417-419
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defined, 741
reverse proxy and, 825
risks, 737-741
Blaster worm, 738
exposing hosts to external untrusted network,
739-740
exposing internal hosts/IP addresses,
738-739, 739
overview, 737-738
reducing surface area, 740, 740-741
security steps, 748
Firewalls for Dummies (Komar, Beekelaar, and Wettern), 741
firmware updates, 195
folders
default SMTP, 574-575, 575
system, 489-490
forced failovers, 475—476
foreign X.400 systems, 625627
forests, 65, 85—87
formats, message tracking logs, 337-340, 338-340
forms-based authentication
domain name requirement, 813
ISA Server and, 811
OWA, 800-802, 801
troubleshooting, 811
troubleshooting OMA/ ActiveSync and, 867-869
forms, Outlook 2000, 779781, 780
forwarding, SMTP, 605-606, 606
Foundstone, 748
FQDN (Fully Qualified Domain Name)
Outlook name resolution and, 758-759
servers not accepting mail, 582-583
solving name resolution, 576-577
fragmentation, file, 147
freedoc access, 810
fresh installs, 23—24
front-end servers
clustering, 459
configuring, 820, 822823
disabling services, 690, 690
in OWA deployments, 819-820
in perimeter networks, 821
security improvements with, 821
switching to front-server role, 822

frozen messages, 581
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full-text indexing, 160-167
Adobe Acrobat PDF files, 167
architecture, 161, 161-162
creating, 162—163, 163
customizing, 165-167, 166—167
downside of, 161
logs, 164, 164-165
with Microsoft Search, 18
overview of, 160—161
performance and, 164, 394

Fully Qualified Domain Name (FQDN)
Qutlook name resolution and, 758-759
servers not accepting mail, 582—-583
solving name resolution, 576-577

G

GAL:s (global address lists), 99-101, 100
Gateway Address Routing Table (GWART), 613
gateways, 665, 713
gather logs, 164-165
GCs (Global Catalog) servers
AD sites requiring, 69
MAPI clients and, 82—84
optimizing performance, 82, 395
overview of, 65—68
RPC over HTTP configuration, 766-767, 767
strengthening infrastructure with, 197-198
verifying SMTP connectivity, 554, 554
ghosting, 265-266
global address lists (GALs), 99-101, 100
Global Catalog servers. see GCs (Global Catalog) servers
Global groups, 89, 92-93
global limits, 213-214
Global Message Delivery Settings, 571, 571-572
GPOs (Group Policy Objects)
AD best practices, 201-202
Outlook 2003 and, 759-761, 760
securing policies with, 693—695, 694—695
graphics, OWA, 811-812
Group Policy Objects. see GPOs (Group Policy Objects)
groups
Active Directory, 88-96
conflicts in managing, 95

expansion of, 91-95
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maximum size, 9596
public folder permissions and, 91
query-based distribution groups, 89-90
restrictions, 96
scope of, 90
types of, 89-90
Administrative
customizing, 96-97
overview of, 57
routing, 611-612, 612
protecting mail-enabled, 675-676, 676
security via, 491-492
segmenting roles, 45—46
setting up, 56-58
storage, 148-150
GWART (Gateway Address Routing Table), 613

H
hard deletes, 413

hardware
backup, 260-261
clustering
best practices, 477
installation prerequisites, 461-462
overview of, 457—459
server scalability and roles, 458-459
Windows 2003 compatibility, 450
configuration, 200
loss of e-mail services and, 185186
preventing failures, 195-197
headers, SMTP, 666, 666—667
Health Insurance Portability and Accountability Act
(HIPPA), 678679
HELO command, 582583
help, disaster recovery, 409—411
hierarchy, public folder
default, 489—490
designing, 482485, 483, 485
forcing, 502
forcing replication, 502
managing with WebDAYV, 480
overview of, 489—490
replication, 497

high availability
defined, 447
fault tolerance vs., 443—444
managing, 444446
high latency, 753
HIPPA (Health Insurance Portability and Accountability
Act), 678-679
histograms, 378
Home Directories properties, 803—304
host (A) records, 577
hosts
DNS name resolution with HOSTS Flle, 579
exposure to external untrusted network, 739-740
smart, 590-592, 591-592
hot fixes, 200
HTTP (Hypertext Transfer Protocol)
error 500, 839
HTTP POST, 854
over RPC, 785-786
OWA error codes, 836—838
protocol logging on IIS sites, 833-836, 834
hubs
hub-and-spoke message routing, 629-630, 630
Windows 2003 clustering, 451
Hypersoft OmniAnalyzer, 364
Hypertext Transfer Protocol. see HTTP (Hypertext

Transter Protocol)

1
IES files, 138

1IS (Internet Information Server)
Metabase
backing up, 248-249, 249, 270
changing, 840—-841
SMTP banner, 597, 597
overview of, 17-18, 18
RPC over HTTP requirement, 775
troubleshooting OMA, 848
image backups, 265-266
IME (Intelligent Message Filter), 665
inbound SMTP mail, 647-656
filters, 650—656
Connection Filtering, 652—656, 653—654
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Recipient Filtering, 651-652, 652 logging client activities, 696
Sender Filtering, 651, 651 Message Formats page, 572—573, 572-574
using block lists, 654—656, 655—656 servers not accepting mail
resolving, 574 anonymous access, 585, 585
strategy for, 647—650, 648—-649 authentication for relay, 584, 584
Inbox damaged SMTP installation, 585
OMA, 846, 846 DNS reverse lookup records, 583, 583584
Pocket PC, 854 FQDN:s, server names, and underscore
incident management, 446 character, 582—-583
incremental backup, 253 invalid SMTP aliases, 581-582
indexing. see full-text indexing NDR messages returned immediately, 581
information, online. see online references zones, 705-707, 706—707
Information Store Internet Information Server. see IIS (Internet Information
access restrictions, 292—293 Server)
content conversion on demand, 9-10 interoperability, X.400 message, 627,
damaged or corrupted, 419 627-628
diagnostics logging, 521-524 IP addresses
disaster recovery clustering prerequisites, 451, 463
damaged or corrupted, 419 determining who owns, 667
removing viruses from, 41 7-418, 417-419 internal, 738739, 739
running during restores, 421 IPSec (IP Security), 684—687, 686—687
mapping to static port, 746, 747 ISA Server
message routing process, 13—14 configuring for mobility, 861-866
messages arriving in store, 9 certificate installation, 861-863
multiple stores, 11 Outlook Web Access Wizard, 863, 863—866,
overview of, 8—9 864, 865
storage groups, 10 Up-to-Date Notifications, 866
instances, multiple, 378 Feature Pack 1, 861
Integrated Windows Authentication, 794 forms-based authentication and, 811
Intelligent Message Filter (IMF), 665 publishing OWA with, 825
IntelliReach ExRay for Exchange, 365 RPC over HTTP and, 762, 763
interface, OWA ISINTEG program
client, 796 damaged stores
customizing, 811-812 command-line options, 435
customizing graphics, 811-812 overview of, 431-432
problems with, 840 running, 436
internal IP address, 738—739, 739 tests, 436—438, 437—438
Internet database problems, 540-541
connectivity item-level permissions, 496
inbound SMTP. see inbound SMTP mail
outbound SMTP. see outbound SMTP mail J
SMTP headers and, 666—667

Jetstress utility, 124

spam, 656—665 . .
Junk E-mail options, Outlook, 663664, 663664

dangers of, 737
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K

KDC (key distribution center), 70-71
KEA (Key Exchange Algorithm) algorithm, 715
Kerberos, 69-71
key distribution center (KDC), 70-71
Key Exchange Algorithm (KEA) algorithm, 715
Key Management Service (KMS), 6, 722
key pairs, 714
keyboard shortcuts, OWA, 799-800
keys
defined, 717
public, 718, 726
secret, 714, 717-718
strength analysis, 716-717
KMS (Key Management Service), 6, 722

L

Last Restore Set check box, 424—425
LCS (Live Communications Server 2003), 38
LDAP queries, 102105, 103-105
LDIFDE utility, 527
LDP utility, 76
Link message queue, 567
Link State Algorithm (LSA), 613
Link State Table. see LST (Link State Table)
list servers, 275-276, 276
Live Communications Server 2003 (LCS), 38
load-balancing, 394
load distribution, 506
local delivery queue, 567
local recipients, 598-600, 599
local storage, 173-175, 174
logging
ActiveSync device, 855-859, 856
diagnostics
Active Directory Connector logging, 525-526
Information Store, 521-524
overview of, 518-520, 520
public folders, 507-508
Recipient Update Service, 520
System Attendant, 524
Transport, 525
full-text indexing, 164-165

IIS protocol, 833—-836, 834, 8§35
message tracking, 333-350
configuring, 217-218, 218
enabling, 333—-334, 334
mailbox location reports, 341
Message Tracking Center, 334340, 335-340
notice for exceeded mailbox limits, 342
Performance Monitor, 342—350
summarizing, 352—353, 353
recording with System Monitor, 379-380, 380
restoring data from online backups, 423—424,
423424
SMTP protocol, 589-590, 589-590
transaction, 112—115, 114
logical disk counters, 376, 381
logical names, 155, 155-156
login
authentication. see forms-based authentication
customizing OWA, 802
problems with OWA, 838-839
troubleshooting mailbox, 777, 777-778
long-term maintenance, 244
LSA (Link State Algorithm), 613
LST (Link State Table)
overview of, 613—614, 614
updating, 614-615, 615

M

MAD.EXE, 8
Mail applet, 753-754, 754
mail-enabled contacts, SMTP, 601-603, 602—603
mail-enabled groups, 675-676, 676
mail logging, 785, 785
Mail Sweeper, 739
MailBasketMD, 306, 306—307
Mailbox Administrators group, 57-58
Mailbox Manager, 309-315
best practices, 315
configuring recipient policy, 309-312, 310-312
defining scopes, 314, 314
e-mail addresses and, 106—107
enabling on server, 312-314, 313
Mailbox Recovery Center, 415
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mailbox stores. see stores
mailboxes
access
to all, 5254
restrictions, 292—-293
via OMA, 849
departed users, 270-277
account expiration, 271-274
overview of, 270-271, 271
removing from lists, 275-276, 276
sending everything to one place, 275
disaster recovery
accidents, 412
corrupted messages, 415-416
dial-tone restores, 411-412
of entire mailbox, 414—415, 415
of items, 413,413
location reports, 341, 341
mailbox full notification, 293-297, 294-296, 342
management
extensions for, 99
tools, 39—40
moving, 277-287
Move Mailbox Wizard, 277-282, 279-281
to new organization, 283-287, 284-287
with Outlook, 282—283, 282—-283
problems when, 517
permissions, 50-52, 51-52
purging deleted items, 215-216, 216
storage limits, 214-215
stores. see stores
system
catch-all, 305-307, 305-308
creating other types of, 307
non-delivery report, 304-305, 305
replying to system messages, 307, 307-308
setting up Postmaster and abuse alias, 303
troubleshooting
common problems, 516-518
logon, 777,777-778
mail recipients, 527-530, 529
MaiIMsg object, message routing process, 13—14
maintenance
daily, 233-235, 234-235
long-term, 244

Managed By attribute, 92-93
MAPI (Messaging Application Programming Interface)
clients, 751-786
architecture, 752
content conversion, 132—133
domain controller communication, 745-746
firewall configuration, 746747
Global Catalogs and, 82—-84
Information Store and, 810
overview, 751-753
restricting, 289-292, 290-292
setting up/tweaking Qutlook, 753-776
profiles, 753-757, 754
RPC over HTTP, 762-776, 763, 767, 769,
772-774
tips for, 757-761, 758, 759, 760
troubleshooting Outlook, 776-786, 785
cleaning up problems, 779, 779-782, 780, 782
common errors, problems, 776778, 777
messages stuck in Outbox, 778
using Port Query, 782-784
web sites, 786
MAPIsend command-line tool, 353—355
MaX Compression, 169
MD#4 algorithm, 715
MDS algorithm, 715
M:drive mapping, 6
MELIA (Microsoft Exchange Log Import Agent), 365
memory. see RAM
Message Categorizer
defined, 12
message routing architecture, 566
message routing process, 14
Message Digest (MD2) algorithm, 715
message flow, 542, 542-556
Message Formats property page, 572573, 572574
message formats, SMTP, 630-631
message ID, 336-337, 337
Message-Id header field, 660
message looping, 551-552, 552
message routing, 632—636. se also SMTP (Simple Mail
Transport Protocol)
Message Tracking Center, 334—340
advanced searches, 336—-337, 337
keeping log files, 337
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log format, 337-340, 338-340
overview of, 334—336, 335336

message tracking logs, 333-350

configuring, 217-218, 218
enabling, 333-334, 334
mailbox location reports, 341
Message Tracking Center
advanced searches, 336-337, 337
log files, 337
log format, 337340, 338-340
overview of, 334—336, 335-336
notice for exceeded mailbox limits, 342
Performance Monitor and, 342—-350
summarizing, 352-353, 353

Message Transfer Agent (MTA), 12
Message Transport System, 11-17

Advanced Queuing Engine, 12-14, 13
event sinks, 15
Message Transfer Agent Stacks service, 12

overview of, 11

SMTP enhancements, 12

messages, 709736

corrupted, 415-416

encrypting, 714-727
certificates, 719-727, 720, 725
common terms, 714-717
decryption and, 732-733
keys, 717-719
third-party CAs, 727-728

explicitly entering path to, 798

receipt, 734735

S/MIME for Outlook 2003, 728-735
certificate import to AD, 731-732
enabling security settings, 730-731
obtaining certificates, 728-730, 729
using, 732-735, 735

signing, 733-734

truncation, 844

vulnerability, 709-714
capture on wire, 710-713, 717
secure message goals, 713-714

MicroData MELIA, 365
Microsoft
Intelligent Message Filter, 665
Root Certification Program, 829-830
Trustworthy Computing Initiative, 682
Microsoft Cluster Services (MSCS), 22
Microsoft Exchange
ActiveSync. see ActiveSync
Demigods group, 58

Deployment Tools. see EDT (Exchange Deployment

Tools)
Information Store. see Information Store
Installable File System (ExIES), 9, 269
Interprocess Communication Layer. see ExXIPC

(Exchange Interprocess Communication Layer)

Recipient Update Service. see RUS (Recipient Update

Service)
Store driver, 566
System Attendant. see System Attendant

System Manager. see ESM (Exchange System Manager)

Transport. see Transport
virtual directory, 868—869
virtual server. see EVS (Exchange virtual server)
Microsoft Exchange 2000
DMZ for, 742-743
fresh installs vs. upgrades, 23—24
IPSec and, 684—687, 686—687
real-time collaboration services, 38
reversing performance tweaks, 146, 146
Microsoft Exchange 2003
clustering
basics, 454—456, 455
Exchange virtual server and, 449-450
installing into cluster, 467-474, 469—473
support for, 441442
swing migration to, 474—475
components, 6—18
edition selection, 21, 21
Exchange Management, 1517, 16-17
fresh installs vs. upgrades, 23-24, 24
going native, 2427, 26
Information Store, 811, 9

MessageStats utility, 363-364, 364
Messaging Application Programming Interface. see MAPI Internet Information Server, 17—18, 18
Message Transport System, 11-15, 13

Microsoft Search, 18

(Messaging Application Programming Interface) clients
Metabase. see IIS (Internet Information Server)
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service dependencies, 18-21, 19-20
System Attendant, 7-8
table of, 7
upgrading between editions, 22
firewalls. see firewalls
good administrators, 5
introduction, 3—4
ISA Server configuration for mobility, 861-866
certificate installation, 861-863
Outlook Web Access Wizard, 863, 863—8606,
864, 865
Up-to-Date Notifications, 866
managing
with ESM, 36-39, 36—-39
with mailbox management tools, 39—-40
messaging connectors, 710-711
new features, 5—6
Outlook Mobile Access configuration, 846847, 847
OWA architecture, 790
performance monitor
counters, 388—393, 388—393
objects, 385, 385-388
preinstallation
hardware, 35, 35
network infrastructure, 33—35
overview of, 32
with Windows 2000 server, 32—33
Windows software, 35—-36, 36
read receipt, 27-29
reverse proxies and, 823-825
RPC over HTTP conﬁguration, 767, 767-768
server mailbox security, 711-713
specific permissions, 48—49
Standard Edition features vs. Enterprise Edition, 21
System Manager. see System Manager
upgrading to Enterprise Edition, 22
Microsoft Exchange Log Import Agent (MELIA), 365
Microsoft Exchange Server 5.5
fresh installs vs. upgrades, 23-24
redirecting users, 804
replicating public folder content from, 500-501
system overview, 790
Microsoft IIS. see IIS (Internet Information Server)
Microsoft ISA Server. see ISA Server
Microsoft Mail 3, 751

Microsoft NET Framework, 848
Microsoft Operations Manager (MOM) 2000, 365-368,
366—368
Microsoft Outlook. see Outlook
Microsoft Outlook Web Access. see OWA (Outlook Web
Access)
Microsoft Search, 18
Microsoft Windows 2000, 32—-33
Microsoft Windows 2003, 98
Administrative Tools, 37
auditing, 691, 691-692
Backup Ultility, 421427
clustering
components, 450-453, 452
configuring, 464—467, 465—-466
support for, 441-442
command-line tools for event management, 351
ESM on, 3637, 36-37
Exchange 2003 dependencies
assigning administrative rights, 41-58
managing Exchange 2003, 36—39, 36—40
NTFES permissions, 58—59
preinstallation, 32-36, 35—36
read receipt, 61-62
time synchronization, 40—41
troubleshooting with EDT, 5961, 60
fresh installs vs. upgrades, 23—24
new features, 5—6
performance monitoring, 382, 382-384
preinstallation
hardware, 35, 35
network infrastructure, 33—35
overview of, 32
with Windows 2000 server, 32—33
Windows software, 35-36, 36
problems with, 514-516, 515
resource status monitor, 328
RPC over HTTP requirement, 764
switching to native mode, 25-26, 25-26
Microsoft Windows Task Manager, 373-376, 374-376
Microsoft Windows XP Professional, 37, 37-38, 38
Migration Wizard, 284-287, 285-287
MIME (Multipurpose Internet Mail Extensions)
8bitMIME support, 631
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customizing SMTP Message Formats, 572-573,
572-574

defined, 631, 723
garbled attachments, 555
Information Store and, 9

mixed-mode, 500-501

Mobile Controls, 848

Mobile Device Updates, 848

mobile devices
ActiveSync device logging, 855-859, 856
ActiveSync features, 852—855, 854-855
ActiveSync supported, 859-861, 8§60, 861
OMA access not supported, 847, 852
OMA supported, 848
troubleshooting, 866—-869, 867

modified URLs, 850

MOM (Microsoft Operations Manager) 2000, 365-368,

366—368
monitoring, 325-370. see also performance monitoring

basic reporting tools, 363-365

creating own tools for, 351-356

Exchange 2003 event sinks, 356-363
determining which ones are installed, 363
overview of, 356357
sample of, 361-363
transport and protocol events, 358-361, 359
types of store events, 357-358

message tracking Iogs, 333-350
creating mailbox location reports, 341
information from Performance Monitor,

342-350

Message Tracking Center, 334-341
notice for exceeded mailbox limits, 342
overview of, 333—-334

Microsoft Operations Manager 2000, 365-368,

366-368

notifications
e-mail, 331-332, 332
script, 332-333, 333

public folders
replication, 503-504, 504
replication conflicts, 498-499, 498—-499

resource status
available virtual memory, 328-329, 329
CPU utilization, 329, 329

free disk space, 330, 330
SMTP and X.400 growth, 330
Windows services, 328
monthly operations, 243-244
Move Mailbox Wizard, 277-282, 279-281
MSCS (Microsoft Cluster Service), 22
MSExchangelS Mailbox, 541
MSExchangelS Public, 541
MSExchangeTransport, 587
msExchQueryBaseDN attribute, 101
MTA (Message Transfer Agent), 12. see also X.400
connectivity
Multipurpose Internet Mail Extensions. see MIME
(Multipurpose Internet Mail Extensions)
MX records, 577-578, 647—648

N

name resolution. see DNS (Domain Name Service)
name resolution, in Outlook, 758, 758—759, 759
naming conventions, 155-156
customizing display names, 97-98, 98
extension attributes, 105—106, 106
mailbox stores, 155
native content database files. see STM (native content
database) files
native mode
AD groups in, 89
content conversion, 132—133
overview of, 24-27, 25-26
NDRs (non-delivery reports)
catch-all mailboxes for, 305-307
diagnosing, 547-555
common DSN codes, 548—-550
message looping, 551-552, 552
overview of, 547
tracking message with, 547-549
troubleshooting tips, 552-553, 553
getting information from, 576
mailboxes, 304—305, 305
messages returned immediately, 581
Postmaster and abuse alias setup, 302-304, 303
Recipient Filtering discarding, 651652, 652
SMTP connectivity and, 553-554, 554
nesting, AD groups, 89
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NET Framework, 848
NetBIOS, 463
NetCap, 776, 866
NetDiag tool, 61, 76, 530-532
Network Abuse Clearinghouse, 588—589
network adapters, 394
network interfaces. see NICs (network interfaces)
Network Monitor, 776, 866, 866
Network News Transfer Protocol (NNTP), 482
new mail notifications
enabling/ disabling through registry, 809-810
Qutlook, 747
NEWPROF program, 755-757
NICs (network interfaces), 451-452, 452, 461
NLTest, 69, 77
NNTP (Network News Transfer Protocol), 482

noise words, 165

non-delivery reports. see NDRs (non-delivery reports)

normal backup, 253
notifications
e-mail, 331-332, 332
in MOM, 367-368
scripts, 332-333, 333
NSLookup utility, 69, 553-554, 554
NTES (NT file system) permissions, 58-59, 841

o

OABs (Offline Address Books), 321
objects, performance monitor, 385, 385-388
Office Resource Kit (ORK), 759-761
offline
address lists, 102, 102
backups
overview of, 251-253, 252
restoring data from, 426—427, 426427
database integrity checks, 142
form problems in Outlook, 780, 780-781
maintenance of database, 139—-143
vs. online backups, 251-253, 252, 270
replication capabilities, 509
Offline Address Books (OABs), 321
OMA (Outlook Mobile Access)
adding to ISA Server, 864, 864-866, 8§65
configuring on Exchange server, 846-847, 847
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features, 844—845, 845, 846
modified URLs, 850
resources, 870
session state settings, 849—-850, 8§50
SSL configuration, 851, 851
SSL enabled on virtual directory, 851, 851
supported devices, 848
troubleshooting, 848-849, 866-869, 867
usefulness of, 843
web browser access, 852, 852
OmniAnalyzer, 364
OnDelete events, 358
online
backups
vs. offline, 252
problems completing, 516
restoring data from, 421426, 422-424
FAQ, 270
maintenance operations
events to watch out for, 233—235, 234—235
overview of, 251
vs. offline, 251-253
online references, 73
AD
database, 75
group scopes, 89
restoring, 414
B-trees data structure, 117
backup scheduling, 259
Bayesian logic for spam filtering, 661
block lists, 654—655
clustering, 443, 450
Comodo Group, 728
content inspection, 207
database performance, 400
Dijkstra's algorithm, 613
disaster recovery, 404, 409410
disclaimers, 208
ESE database technology, 127
forms, 786
hardware compatibility list, 195
hashing, 719
Intelligent Message Filter, 665
ISA Server 2000 firewall, 743
Kerberos, 71
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LDP utility, 76 overview of, 231-232
MAPI, 786 reports, 232-233, 233
message tracking logs, 340 departed users, 270-277
Microsoft Trustworthy Computing Initiative, 682 expiring accounts, 271-274
mobile resources, 870 getting off lists, 275-276, 276
monitoring MTA events, 625 overview of, 270-271, 271
NLTest, 69 sending everything to one place, 275
Office Resource Kit download, 759 moving mailboxes, 277-287
Qutlook, 663, 786 Move Mailbox Wizard, 277-282, 279-281
performance data analysis, 373 to new organization, 283-287, 284-287
permissions with Outlook, 282—283, 282—283
ADSIEDIT, 49 Weekly/monthIy/long—term, 243-244
Exchange, 54 Organizational Forms Libraries, 489-490
phishing, 678 organizational units (OUs), 201-202
PKI, 719 ORK (Office Resource Kit), 759-761
Postmaster and abuse alias setup, 304 OST file, 764—765, 778
public folders, 479, 509 OUs (organizational units), 201-202
reporting tools, 363-365 out of the box, 682—6383
schema class and attribute extensions, 74 outbound ports, 745
scripting, 360 outbound SMTP mail, 638—646
SLAs, 203 adding disclaimers, 646
SMTP, 560-561, 639, 739 conﬁguring SMTP Connector, 639—643, 640—642
spam, 659 overview of, 638—639
time synchronization, 41 with SMTP smart host, 643—646, 644—645
transport and protocol event sinks, 360 Outbox, Outlook, 778
undeliverable mail, 306 OUTLK11.ADM template settings, 759-760, 760
viruses, 416, 697 Outlook
Volume Snapshot, 265 auto-reply messages for departed users, 272
‘Web server certificates, 722 AutoArchive, 175-176,175-176
Web storage system events, 358 Deleted Items folder. see Deleted Items folder, Outlook
OnMDBShutDown events, 358 encryption, 687—-688, 688
OnMDBStartUp events, 358 firewall configuration and, 745-747
OnSave events, 358 Folder Size feature, 158
OnSyncDelete events, 357 GAL display names, 108
OnSyncSave events, 357 MAPI for, 751-753, 752
OnTimer events, 358 moving mailboxes with, 282-283, 282-2383
operational policies, 198-200 obtaining certificates, 729
operations public folders
backups. see backups client connectivity, 504-507, 506
customizing client permissions, 495—-496
clients. see clients managing with, 481482, 483
Mailbox Manager, 309-315, 310-314 Recover Deleted Item feature, 413, 413
daily, 231-243 RPC over HTTP configuration, 772, 772-774,
events to watch out for, 233—243, 234—242 773, 774
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S/MIME for, 728-735, 735
Security Update, 704-705, 705, 707
setting up/tweaking, 753-776
group policies, 759761, 760
MAPI or Outlook profiles, 753-757, 754
name resolution, 758, 758759, 759
RPC over HTTP, 762-776, 763, 765, 767, 769,
772-774
SMTP headers, 666, 666—667
spam fighting add-ins, 663—664, 663—664
troubleshooting, 776-782, 784, 784-786, 785
cleaning up problems, 779, 779-782, 780, 782
common errors/ problems, 776-778, 777
messages stuck in Qutbox, 778
using Port Query, 782-784
Outlook Mobile Access. see OMA (Outlook Mobile Access)
Outlook Web Access Wizard, §63—-865, 863—866
overhead, SMTP, 629-630
overriding, public folder referrals, 507, 507
OWA (Outlook Web Access), 787-842
exporting certificates to ISA Server, 862
features/architecture, 787-795, 790, 793
forms-based authentication, 800—-802, 801, 802
forms-based authentication domain name,
removing, 813
interface graphics, 811-812
keyboard shortcuts, 799-800
Outlook Web Access Wizard for ISA Server, 8§63,
863-8606, 864, 865
password management, 812, 812-813
Premium vs. Basic, 795-797, 796
public folder hierarchies and, 482, 483-484
recommendations for, 795
registry edits
attachment blocking, 806, 806-807
Change Password button, 809
compression factor, 810-811
cookie timeouts, 807—808
default folder list, 807
forms-based authentication, 811
freedoc access, 810
new mail/calendar reminders, 809-810
Premium interface, 808

S/MIME signing/ encryption, 809

Spell Checker, 809
UNICODE characters, 811
web beacons, 808
search scope, 101
securing web access, 819-836, 8§20
front-end/back-end servers, 819—823, §22
HTTP protocol logging, 833-836, 8§34, 835
reverse proxies/Exchange 2003, 823825, 824
SSL, 825-833, 828, 829, 830, 832, 833
segmentation, 816-819, 817, 819
spell checking, 804-805, 805
SSL pages, redirecting users to, 802—-804, §04
templates for SSL for OMA, 851
themes, 814-816
troubleshooting, 836—-841
conﬁguration errors, 840—841
connectivity, 838
HTTP error codes, 836—838
interface, 840
logins, 838-839, 839
OMA/ ActiveSync, 867-869
URL manipulation of, 797-799, 798

P

PAB (personal address books) files, 246
page-level errors, 251-252
pages, 116-118, 118
parent folder, 488
partition types, AD
configuration, 72-74, 73
defined, 72
domain, 72
schema, 74-75, 75
passwords
changing through OWA, 812, 812-813
OMA connections, 845
Windows policies, 23—24
PDF files, indexing, 167
performance
effect of AD on, 81-84
full-text indexing, 164
optimizing database, 143—147, 146—147
Performance Logs and Alerts console, 377—-380, 380
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Performance Monitor, 342—344, 343
performance monitoring, 371—402
clustering, 476
Exchange 2003
counters, 388—390, 388—393, 392—-393
objects, 385, 385-388
optimizing, 393—401
overview of, 371-372
System Monitor, 376382
baselines, 381
chart view, 372-373
disk monitoring, 381
overview of, 376378, 377-378
planning monitoring times, 381-382
recording logs, 379-380, 380
viewing performance data, 378-379, 379
with Task Manager, 373-376, 374376
Windows 2003, 382-384
Performance Optimizer utility, 393-394
Performance tab, Task Manager, 374, 374
PerfWiz, 150
Perl script
summarizing message tracking logs, 352353, 353
summarizing SMTP domains, 352, 352
text processing and analysis, 351-352
permissions
Active Directory, 85
administrative, 41-58
built-in, 41—42, 42
mailbox access, 50—54, 51—52
requirements for different tasks, 54—56
roles, 42—45, 43—44
segmenting and customizing roles, 45, 45-50,
47-49
setting up groups, 56—58
clustering, 464
e-mail security and, 679-682, 681
file system, 518
inheritance, 81
NTES, 58-59
policies, 316-317,316-317
public folder
access, 493—496, 494—496
creating, 484

setting, 492—493
top-level, 480481
personal address books (PAB) files, 246
personal folders. see PST files (personal folders)
phishing, 678
PHM Registry Editor, 860, 860
physical disk counters
enabling, 376
monitoring with System Monitor, 381
physical names, stores, 155, 155-156
physical security, 675
Pickup folder, 574-575
PKI (Public Key Infrastructure), 714, 718-719
playing forward, 425
Pocket PC 2002, 855-860, 860
policies
Offline Address Books, 321
recipient, 839
system
FAQ, 323-324
mailbox store, 319—321, 319-321
overview of, 315-316
permissions to assign, 316-317, 316-317
public folder store policies, 322—323
server policies, 317-319, 318
Port Query tool, 532—-534, 782-784
ports
determining open, 748, 748
Exchange TCP/UDP port usage, 743745
firewalls with three ports, 742, 742
mapping, 746747
RPC over HTTP and, 764
troubleshooting Outlook, 782-784
Postmaster alias, 302—304, 303
practice, disaster recovery, 406—407
Pre-Cat queue, 566
Pre-Routing queue, 566
premium client, vs. basic, 795-797
premium interface, 808
private keys, 726
private network interface, 451452
Processes tab, Task Manager, 374-375, 375
Product Support Services (PSS), 410411
Profile Generator (PROFGEN), 756-757
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profiles, MAPI
automatically creating, 755
displaying, 753-754, 754
for Outlook RPC over HTTP configuration, 772
Profile Generator, 756—757
PromoDag Reports, 364
Propagate Folder Settings, System Manager, 488, 488
properties
full-text indexing, 162-163, 163
Mailbox Manager, 312-314, 313
Microsoft Operations Manager, 366
public folder
propagating to subfolders, 488, 488
working with, 486487
queued message, 546, 546
server policies, 318—319, 318-319
store, 152—155, 153, 318-319, 319-321
protocol events, 15, 356, 358-360
protocol logs, TIS, 833-836
protocol logs, SMTP, 589-590, 589-590
protocol usage report, 342—-344, 343
PSS (Product Support Services), 410-411
PST files (personal folders)
backing up, 246
delivery Iocations/missing e-mail, 781-782
dial-tone restores and, 412
exporting, 282-283, 283
long-term storage of messages and, 171
removing viruses from, 417-418, 417-419
RPC over HTTP and, 764
security of, 711
server-based vs., 173—175, 174
Public Folder Administration Group, 46
public folder stores. see stores
public folders, 479-510
AD and permissions, 91
best practices, 217
clustering, 459
hierarchy, 489-490
mailbox store, 481
recovering items in, 414
replication, 496-509
client connectivity, 504—507, 506-507
diagnostic logging, 507-508
Exchange 5.5, 500-501
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forcing content, 503

forcing hierarchy, 502, 502

monitoring, 498-499, 4958—-499, 503—-504

offline capabilities, 509

out-of-sync and backfill, 508

overview of, 496—497

picking design, 497498

public folder replica, 500

rehoming public folders, 508-509

routing group connector settings and, 503
security, 490496

groups, 491-492

permissions assignment, 492—496, 494—496
store policies, 322323
System Manager

designing structure/hierarchy, 482—485, 483, 485

overview of, 480
Propagate Folder Settings, 488, 488
public stores and trees, 485-488, 487
top-level, 480481
trees
configuring permissions for, 488, 488
overview of, 485488, 487
troubleshooting, 516-518
undeliverable inbound mail, 275
Public Key Infrastructure (PKI), 714, 718-719
public network interface, 451452
public/ private key pairs, 718

“Publishing Exchange 2003 Outlook Web Access (OWA)

with ISA Server 2000” (Shindler), 825

Q
QBDGs (query-based distribution groups), 89-90
quarantine, spam, 659
query-based distribution groups (QBDGs), 89-90
Quest Software MessageStats utility, 363-364, 364
Queue directory, 574-575, 580
queues
flushing SMTP, 576
growth, 517
message routing architecture, 565-567
Queue Viewer
interface, 544
managing queues, 545—546, 545-546
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overview of, 542—545 reversing performance tweaks, 146-147, 147
possible queue states, 545 RGC restrictions in, 620
solving problems with, 579-581 RPC proxy Registry settings, 770771, 771
value for Up-to-Date Notifications, 866
R Registry of Known Spam Operations (ROKSO), 659

relay, SMTP

allowing, 593

authentication, 584, 584

diagnostics logging, 588-589

domains, 606—607

hosts, 590-592, 591-592, 648
Remote Procedure Calls (RPCs), 752-753
replicas, public folder, 500, 508, 509
replication, 496-509

client connectivity, 504-507, 506—-507

diagnostic logging for, 507-508

Exchange 5.5, 500-501

forcing content, 503

forcing hierarchy, 502, 502

latency, 793

monitoring, 498-499, 498—-499, 503-504

offline capabilities for, 509

out-of-sync and backfill, 508

overview of, 496—497

picking design, 497—498

public folder replica, 500

rehoming public folders, 508-509

routing group connector settings and, 503

systems folders, 490

troubleshooting problems, 528-529
Replication Monitor, 78

RAID, 143-145
RAM
creating additional stores, 151
dynamic buffer allocation, 118-119
optimizing, 394
database cache size, 396—397, 397
ﬁxing BOOT.INI file, 395, 395-396
RBLs (real-time block lists), 652—656
information on, 654—655
provider status code examples, 654
using Connection Filtering for, 652—656, 655-656
RC2 algorithm, 715
RC4 algorithm, 715
real-time block lists. see RBLs (real-time block lists)
Recipient Filtering, 276,651-652, 652
recipient policies
adding, 106-107
configuring Mailbox Manager, 309-312, 310312
SMTP addresses
defining local recipients, 598-600, 599
overview of, 597-598
sharing, 604-605, 605
Recipient Policy, 839, 8§39
Recipient Update Service. see RUS (Recipient Update
Service)
Recover Deleted Item feature, Outlook, 413, 413
recovery. see disaster recovery
Recovery Storage Groups (RSGs), 10, 427-431, 429-430
redirects, 802—804, §04
redundancy, message routing, 632—636

reports. see also monitoring
daily usage, 232-233, 233
mailbox location, 341, 341
Mailbox Manager options, 313-314
Microsoft Operations Manager, 365-368
Move Mailbox, 280281, 281
protocol usage, 342344, 343
server health statistics, 347—350, 347—350
system usage, 344347, 344-347
tools for, 363—-365
viewing System Monitor, 378-379, 379
request for comments (RFCs), 560
requestors, Volume Snapshot, 264
Research in Motion BlackBerry device, 843

references. see online references

referral interfaces (RER), 746747

referrals, public folder, 505507, 506, 507

Registry
cache lifetime in, 158-159
diagnostic logging through, 519520, 520
modifying OWA features with, 805-811
Outlook and RPC over HTTP, 774
profile information in, 754, 754
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reserved log files, 137-138
resource status monitors
CPU utilization, 329, 329
critical or warning states, 326
free disk space, 330, 330
overview of, 327, 327-328
SMTP and X.400 growth, 330
virtual memory, 328-329, 329
‘Windows services, 328
Restricted Sites zone, 705-707, 706—707
reverse proxies
in DMZ network, 743
Exchange 2003, 823-825, 8§24
RECs (request for comments), 560
RER (referral interfaces), 746—747
RGCs (Routing Group Connectors)
choosing, 632
configuring
delivery restrictions, 619-620, 620
overview of, 618—619
Exchange 2003, 710-711
overview of, 617—618
securing message content, 710-711
settings, 503
settings affecting system messages, 503
SMTP Connectors vs., 638—639
updating Link State Table, 615
X.400 Connector vs., 629
rich-text database files. see EDB (rich-text database) files
ROKSO (Registry of Known Spam Operations), 659
routing. see SMTP (Simple Mail Transport Protocol)
Routing Administration Group, 46
Routing Engine
defined, 12
Link State Table utility of, 613
message routing architecture, 565-566
message routing process, 14
Routing Group Connectors. see RGCs (Routing Group
Connectors)
Routing Group Master, 613—614
routing groups, 610-616
administering, 611-612, 612
connecting, 616-620
conﬁguring Routing Group Connectors,

618-620

overview of, 616—617
Routing Group Connectors, 617-618
connecting with SMTP Connector, 640—-641
designing effective, 610-611
Link State Table, 613—616, 614—615
multiple servers in same, 506
overview of, 610
RPC over HTTP
conﬁguring, 762764, 763, 766774
Exchange 2003 servers, 767, 767-768
Global Catalog servers, 766—767, 767
Outlook 2003, 772, 772-774, 773, 774
RPC proxy server, 768-771, 769, 770, 771
FAQs, 774-776
installing, 768-769, 769
requirements with Outlook 2003, 764-766, 765
using, 762
RPC port, 745746, 746
RPC proxy server, 762—764, 763, 768-771, 769, 770,
771,785-786
RPCPing utility, 776
RPCs (Remote Procedure Calls), 752-753
RSA algorithm, 715
RSGs (Recovery Storage Groups), 10, 427-431, 429-430
RUS (Recipient Update Service)
configuring
overview of, 79—80
placement of, 80, 80-81
defining local recipients with, 600
diagnostics logging for, 520
domain prep process and, 88
forcing to run, 528
managing, 81
overview of, 79
permission inheritance and, 81
tuning, 399-400, 400
update service and address lists, 79, 79

S

S/MIME (Secure Multipurpose Internet Mail Extensions),
728-735
certificate expiration, 726727
certificate import to AD, 731-732
CRL checking and, 836
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obtaining certificates, 728-730, 729
overview of, 723-724
OWA 2003 and, 836
private keys, 726
security settings, 730-731
signing/ encryption, 809
trusting other organizations, 724
using, 732-73S, 735
S-TNEF (Summary Transport Neutral Encapsulation
Format), 630
SANs, 452
scanners, file-based virus, 700-701
schedules, 279-280
scopes
AD groups, 89, 90-91
Mailbox Manager, 314, 314
script kiddies, 737
scripts
automatically sending e-mail from, 353-355
Internet zones protecting against., 705706
message tracking logs and, 352-353, 353
notification, 332—333, 333
text processing and analysis, 351-352
searches
advanced message tracking, 336-337, 337
Search console, 165-166
secret keys, 714, 717-718

Secure Multipurpose Internet Mail Extensions. see S/ MIME

(Secure Multipurpose Internet Mail Extensions)
Secure Sockets Layer. see SSL (Secure Sockets Layer)
security, 671=708. see also firewalls

AD groups, 88-89
auditing, 690-695, 691-692, 694-695
best practices, 219-220
data transmission
Outlook encryption, 687-688, 688
server-to-server communications, 683—687,
683—-688, 684, 686—687
departed users and, 270-277
diagnostics logging, 695696, 695-696
disabling unnecessary services, 688—689, 689-690
e-mail, 672—683
checklist, 672—675
excessive administrator permissions and,

679-682, 681

HIPPA rules affecting, 678-679
mail-enabled groups, 675-676, 676
out of the box, 682—683
physical security, 675
working with users, 676678, 677
events to watch for, 240-243, 241-242
password policies, 23—24
public folders
access permissions, 492—496, 494-496
groups, 491-492
SMTP, 590-597
allowing SMTP relay, 593
banners, 594-595, 595
disabling extended command verbs, 596597
relay and smart hosts, 590-592, 591-592
resolving anonymous mail, 592, 592-593
TLS/SSL, 593-594
VREFY verb, 597
steps, 748
virus protection, 697-707
anti-virus software, 698, 699, 699-701
blocking file attachments, 701-703, 701-703
client-side, 703—707, 704-707
file-based scanners, 700-701
overview of, 697—698
Windows and Exchange 2003 features, 5—6
security identifier (SID) messages, 272—-274
Security Update, Outlook, 704-705, 705, 707
segmentation, OWA, 816-819, 817, 819
Sender Filtering, 651, 651
Server ActiveSync client, 859, 860
server roles, 218219, 459
server-to-server communications, 683—684, 684, 684
servers
clustering requirements, 450, 458459
dedicated public folder, 483
disabling unnecessary services, 688—690, 689
disaster recovery, 412—415
practicing for, 406—407
scenario, 419—421
testing complete failure of, 408—409
health statistics report, 347-350, 347-350
Mailbox Manager on, 312-314, 313
monitoring, 218
moving routing groups, 612
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policies, 317-319, 318

preventive actions when installing, 195-197

RPC over HTTP requirements, 764
server-based storage, 173—175
servers, troubleshooting, 511-556
Active Directory
mail recipient problems, 527-530, 529
testing connectivity, 526, 5§26—527

diagnostics logging, 518, 518526, 520-526

DNS name resolution, 534—539

looking up domain controllers, 534-535

with Resolver tool, 536—539, 539

sending mail to external organizations, 535-536

mailbox and public folder servers, 516-518
message flow, 542-556
questions to ask, 512-514
service startup, 539-541
verifying connectivity
with NetDiag, 530-532
with Port Query tool, 532-534
Windows server problems, 514-516, 515
service dependencies, 18-21, 19-20
service level agreements (SLAs), 202-204
service packs, 200
services
clustering practices, 463, 476
disabling by default, 24
disabling unnecessary, 688—689, 689—690
failure in Windows servers, 515, 515-516
permissions, 56
startup problems, 539-541
session 1D, 850
session state, 849—-850, 8§50
sessions, SMTP, 562—-564, 562—564
SHA algorithm, 715
shared-all cluster architecture, 448
shared-nothing cluster architecture, 448
sharing, SMTP address, 600-606
forwarding, 605—606, 606
mail-enabled contacts, 601-603, 602—603
overview of, 600—601, 601
recipient policy for, 604—605, 605
rewriting, 603—604, 604
Shindler, Thomas W., 825
shortcuts, keyboard, 799-800

SID (security identifier) messages, 272—-274
signing, message, 733—734
single-copy public folder design, 497-498
Single Instance Storage (SIS), 119, 119-120,
169-170
single point of failure, 476477
SIS (Single Instance Storage), 179, 119-120,
169-170
Site Replication Service (SRS), 455
sites
AD, 69
connecting with SMTP Connector, 640-641
size
DSN message, 575-576
replication message, 499, 499, 504
Skipjack algorithm, 715
SLAs (service level agreements), 202—-204
smart hosts, 590-592, 591—592, 643—646, 644—645
SMTP Connector
forwarding mail, 606, 606
outbound mail, 639—-643
address space restrictions, 641, 641
connecting sites/ routing groups, 640-641
creating standard, 639—640
restricting who can send Internet mail,
641-643, 642
using SMTP smart hosts, 644
SMTP Service, 12
SMTP (Simple Mail Transport Protocol), 559-608
addresses, 597—-607
finding duplicate, 529-530
forwarding accounts, 274, 274
local recipients, 598-600, 599
overview of, 597-598
relay domains, 606—-607
sharing address space, 600—606, 601—606
customizing
default folders, 574-575, 575
DSN size, 575-576
Global Settings, 571, 571-572
inbound SMTP addresses, 574
Message Formats, 572-573, §72-574
default mailbox, 160
enhancements to, 12

extensions, 561-562, 561—564
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header, 738, 739
health checks for, 243
Internet connectivity
headers, 666—667
inbound mail. see inbound SMTP mail
outbound mail. see outbound SMTP mail
message capture, 710
message formats between servers, 630—-631

message routing architecture, 565, 565—-567

message transport counters, 346—347, 349, 392-393

NDR mailboxes and, 304—305, 305
optimizing bridgehead server, 400—401, 401
overhead, 629-630
overview of, 560-561
protocol, 567
resource monitor conﬁguration, 330
security, $90-597
banner changes, 594595, 595
disabling extended command verbs, 596-597
relay and smart hosts, 590-592, 591-592
resolving anonymous mail, 592, 592-593
SMTP relay, 593
TLS/SSL, 593-594
transport layer, 683—-684, 684
VREY verb, 597
service events, 358—360
sessions, 962—564, 562—564
summarizing domains, 352, 352
troubleshooting
conﬁguration/software, 579-586, 583585
diagnostics logging, 586590, 587
flushing queues, 576
name resolution, 576—579
non-delivery reports, 576
with Telnet, 586
virtual servers
configuring, 568-570
filtering, 570, 570
overview of, 567-568
using pickup directory, 570-571

snapshot-based backups, 263-265

software

antivirus, 699-701
backup, 260-261, 270
client-side virus protection, 703-707, 704-707

events causing loss of e-mail services, 187188
Exchange System Manager, 36—37, 36—37
solving problems with, 579-581, 579-586
Windows OS and Exchange 2003, 35-36, 36
spam, 656—665
antispam filtering, 661-663, 662
avoiding, 657-659
Bayesian logic for filtering, 661
client-side solutions, 663—664, 663—664
detection and false positives, 660
handling detected, 579581, 659-670
Qutlook add-in solutions for, 663—664, 663—664
server and gateway solutions, 665
volume of, 656—657
white lists, 664—665
Spell Checker, 804-805, 805, 809
SRS (Site Replication Service), 455
SSL (Secure Sockets Layer)
ActiveSync and, 854
best practices for, 220
certificate for Pocket PC 2003, 859
OMA configuration, 851, 851
OWA
redirecting users, 802—804
securing web access, 825-828
Pocket PC 2003, 860-861, 861
requiring for web site, 8§33
RPC over HTTP and, 769770
session, overview, 827—828
TLS compared with, 827
standard SMTP Connector, 639—640
status monitoring. see resource status monitors
STM (native content database) files
1018 error in, 124—125
dumping, 129-132
Information Store and, 8—9
overview of, 127—-129
reducing file fragmentation, 147
storage, 111-182
clusters sharing, 22
content conversion, 132—133
EDB and STM files, 127—129
enhancements to, 5—6
ESEUTIL
checksum checks, 142, 142
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copying large files, 143
database compaction, 140-141, 141
overview of, 139, 139

Extensible Storage Engine and. see ESE (Extensible

Storage Engine)

full-text indexing, 160-167
architecture, 161-162
creating, 162-163, 163
customizing, 165-167, 166-167
downside to, 161
examining logs, 164, 164—165
overview of, 160—-161

groups, 10, 148-150, 455

optimizing database performance, 143—147
database access, 145
file fragmentation, 147
overview of, 143—144
reversing tweaks, 145-147, 146147
transaction logs, 144145
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mailbox store policies, 319-321, 319-321
message archiving, 179-180, 180
moving, 156
multiple, 11
needing additional, 150-151
public folder
changing mailbox store's public folder
server, 481
properties, 486—487
storage limits, 477, 487-488
trees and, 485—486
repairing damaged, 431439
ESEUTIL utility, 432, 432—435
ISINTEG program, 435, 435-439, 437438
overview of, 431—432
user mail storage
default mailboxes, 159—160
empty mailboxes showing storage, 159

storage limits, 158-159

planning, 168-182
disk space, 173
ExMerge, 176-179, 178
mailbox store usage, 168-173, 169, 172
Outlook AutoArchive, 175176, 175-176
server-based vs. local storage, 173-175

stream cipher, 714
stress, minimizing, 226
Summary Transport Neutral Encapsulation Format, 630
surface area, reducing, 740, 740-741
swing upgrade method, 474—475
synchronization
store message archiving, 179-180 with ActiveSync, 852-853
third-party archival systems, 180-181, 181 ActiveSync device logging, 855-859, 856
public folder limits, 477, 487—488 event sinks, 357
transaction Iogs, 133-138 system
mailboxes, 302308, 305-308
catch-all, 305-307, 305-308
non-delivery report, 304-3035, 305

setting up Postmaster and abuse alias, 302—-304,

viewing advanced database information, 129-132
Windows 2003 clustering, 452—453
store events

defined, 356

registering, 361-362 303
types of, 357-358 messages
stores, 150—160 customizing, 293-297, 294-296
creating replying to, 307, 307-308
empty database files, 157 policies, 315-324
hierarchy, 151 FAQ, 323-324

mailbox store, 319-321, 319-321
overview of, 315-316
permissions to assign, 316317, 3 16-317
public folder store policies, 322—323
server policies, 317-319, 318

usage reports, 344—347, 344-347

Limits property page, 153, 153—-154
logical and physical names for, 155, 155-156
overview of, 151-155

defining, 127-129

deleting, 156-157

estimating usage, 168-171, 169
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System Attendant
default mailbox, 159-160
diagnostics logging, 524
overview of, 7—8
running during restores, 421
statically mapping ports and, 7406, 747
system event sinks, 358
system folders, 489-490
System Mailbox, 160
System Manager. see ESM (Exchange System Manager)
System Monitor, 376—-382
chart view, 372-373
cluster performance, 476
counters, 345—346
disk monitoring, 381
overview of, 376-378, 377-378
performance baselines, 381
planning monitoring times, 381-382
recording logs, 379-380, 380
server health statistics, 347—350, 347-350
viewing performance data, 378-379, 379
viewing single instance ratios, 119
System Policies Admin Group, 46, 316-317, 316-317
System State backups, 247-248, 247248, 269

T

tables
dumping table space usage, 171-173
ESE database technology, 115-116, 116
tagging, spam, 659
tape media backups, 261-262, 262
Task Manager, 373-376, 374-376
TCP ports, 743-745
Telnet, 586
TGTs (ticket-granting tickets), 70-71, 71
themes, OWA, 814-816
tickets, 70, 71
time synchronization, 40—41
TLS/SSL, 394, 593-594, 684
TLS (Transport Layer Security), 827
TMP files, 137, 138
TNEF (Transport Encapsulation Format), 630-631
top-level public folders, 480481

traffic, AD controlling, 69
training

clustering, 477

e-mail security, 677-678

end-user, 222226

systems administration, 221-222
transaction logs

during backups, 255

checkpoint files, 138

defined, 112

health check, 243

optimizing, 145, 394

reserved, 137—138

resetting generation of, 134

TMP file, 137

transaction processing with, 113115, 114

viewing information, 135-137
transient errors, 122
Transport, 525, 587, 587
Transport Encapsulation Format (TNEF),

630—631

transport events

defined, 15, 356

overview of, 358-360

registering, 362—363
Transport Layer Security (TLS), 827
Triple DES (3DES) algorithm, 715
Trojan horses, 697
Tmstworthy Computing Initiative, 682

U

UCE (Unsolicited Commercial E-mail). see spam
UDP ports, 743745

underscore (_), 582

UNICODE characters, 811

Uniform Resource Locators (URLs), 797-799, 850

Universal groups
defined, 89
for mail-enabled groups, 91-93
overview of, 91
Unsolicited Commercial E-mail (UCE). see spam
Up-to-Date Notifications, 844, 866
Update Interval, 162
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updates
controlling configuration, 200
Link State Table, 614—616, 615
public folder replication, 499
upgrades
e-mail security after, 682—683
between editions, 22
fresh installs vs., 23—24
moving to Exchange 2003 cluster, 474-475
reconfiguring public folders for, 479
URLSs (Uniform Resource Locators), 797-799, 850
USENET newsgroups, 659
username, 845
users
common disasters caused by, 193—194
managing directory attributes, 107, 107-108
messages on local hard drives, 711
minimizing stress for, 226
recently departed, 270-277
expiring accounts, 271-274
getting off lists, 275-276, 276
overview of, 270-271, 271
sending everything to one place, 275
restricting
access, 292—293
who can send Internet mail, 641-643, 642
training
e-mail security, 676—678, 677
messaging system, 222—226
UUEncode messages, 5 72—573, 572-574, 631

\"

verification
backups, 255-260, 256-258
CAs, 829
VeriSign, 723
versions, server, 794—795
virtual directories, 791-792
virtual memory status monitor, 328-329, 329
virtual private network (VPN), 762
viruses. see also antivirus software
defined, 697
events causing lost e-mail services, 188
protection, 697-707
client-side, 703—707, 704-707
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justifying anti-virus software, 698
multilayer approach, 698-703, 699, 701-703
overview of, 697—698
recovering from outbreak

antivirus software and corrupted attachments, 416
cleaning up, 416419

volume clones, 265

Volume Mount Points, 453

volume shadow copy, 264

Volume Snapshot (VSS), 263-265

VPN (virtual private network), 762

VREY verb, SMTP, 597

VSS (Volume Snapshot), 263-265

A\

WAN architecture, 632—636, 633—634
WBXML (Wireless Binary XML), 853
web access, securing, 819-836
front-end/back-end servers, 819-823
HTTP protocol logging, 833-836
reverse proxies, 823—-825
SSL, 825-833
web beacons, 808
web browser
accessing OMA with, 852, 852
testing OMA via, 849
web stores, 127
WebDAV (Web-Distributed Authoring and Versioning),
480, 482, 790
weekly operations, 243-244
white list services, 664—665
Windows. see Microsoft Windows
Windows Management Instrumentation (WMI), 350-351
WINMAIL.DAT attachment, 555
WinRoute utility, 614
wireless
Active Sync. see ActiveSync
connectivity features, 6
OMA. see OMA (Outlook Mobile Access)
Wireless Binary XML (WBXML), 853
WMI (Windows Management Instrumentation), 350-351
World Wide Web Service, 768
worms, 697, 738
writers, 264
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X
X.400 connectivity, 621-628

configuring
common problems, 628
foreign mail systems, 625-627
message interoperability, 627-628
X.400 Connector, 623—625, 624625
X.400 Transport Stack, 622—623, 623
message flow, 621
overview of, 621-622
X.400 Connector
creating, 623—625, 629—625
network-level security of, 711
RGC Connector vs., 629
X.400 Transport Stack, 622—623, 623
X.509v3 server certificate, 775
X.590 standard, 719-721

Y
/Y option, 143

Z

Z1P files, 416
zones, Internet, 705707, 706—707
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