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A

A (host) records

in DNS, 390-394, 391

in zone file format, 424
/a switch

in defrag, 881-882

in NTBACKUP, 1526-1527

in tskill, 1295

in winnt, 125
-A switch in nbtstat, 342
AAS files, 994
absolute path for shortcuts, 814—815
Accept Any Authentication Including Clear Text option, 1612
access control. See permissions; security
access control entries (ACEs)

for permissions, 729731, 730-731

for shares, 924
Access Control Lists (ACLs), 30-31

for permissions, 729731, 730-731

for policies, 757-759, 758

for Registry keys, 91-92

for security groups, 709

ADMT tool for, 640—641
in migration, 617

for shares, 924
Access Control Settings for Computers dialog box, 172
Access tab

for NNTP servers, 1373—-1376, 1374

for SMTP servers, 1389—1392, 1389

for Windows Services, 1221
Access this computer from the network right, 734
accessibility options, 107
Accessories, profile settings for, 799
Account Is Disabled option, 693, 699
Account Is Locked Out option, 698
Account Is Sensitive and Cannot Be Delegated option, 699
Account Is Trusted for Delegation option, 699
Account Lockout Duration option, 778
Account Lockout Threshold option, 778
Account Operators group, 719
Account Policies category, 771
Account tab, 697—699, 697, 704-705, 704
Account Transition Options screen, 638—639, 639
accounts

auditing management of, 605

computer, 101-102, 114-115, 170
user. See users and user accounts
ACE:s (access control entries)
for permissions, 729-731, 730-731
for shares, 924
ACLs (Access Control Lists), 30-31
for permissions, 729-731, 730-731
for policies, 757-759, 758
for Registry keys, 91-92
for security groups, 709
ADMT tool for, 640—641
in migration, 617
for shares, 924
Act as part of the operating system right, 734
Action tab, 1470, 1470
actions in IPSec, 283, 288-290, 2858—289
Activate Scope screen, 315, 315
activation, 111-113
DHCP scopes, 315-316, 315-316
ICS, 269-270, 269-270
in licensing, 1274-1278, 1274-1278
Active Desktop, 1265
Active Directory, 473—-474
for auditing, 603-611, 607-608
backing up, 1536
certificates for. See certificates
cleaning out, 643—644
for connectivity, 484—485, 1130-1132
for contacts, 546—547
defragging database for, 641-642
for delegation, 481-483, 652
DHCP servers for, 307-309, 308
DN for, 366-367,471-472, 549-555, 554, 652—653
for domain controllers, 650
for domains, 488—490
first, 509—522, 512—521
names of, 651—652
in planning, 651-652
second, 522—-524, 544546, 544545
for empty root, 505-507
for forests, 502—507, 502
administrators for, 525—-535, 525-526, 531-535
global catalogs for, 495
synchronization in, 569-571
FTP user isolation with, 1360-1363, 1361
functional levels in, 596—600, 597
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for group policies, 487, 498, 600-603, 652
for groups, 490
changes to, 649650
inside groups, 491-496, 492—494
size of, 496
improvements in, 9-13
inheritance with, 932—933, 933
logons under, 507-508
for migration. See migration
for namespace unification, 485-486
and operations masters. See FSMOs (Flexible Single
Master of Operators)
for OUs, 496—500
planning, 651-653
for political needs, 483—-484
for printers, 1073-1075, 1074-1076, 1089
renaming domains in, 644—649
replicating, 484—485
inter-site, 593—596, 593-595
local. See local Active Directory replication
selective, 12—13
restoring, 1536—1540, 1537
RIS authorization in, 151-152, 151152
for searches, 479—480
for security, 474—479
for shared folders, 547-549, 548
for shares, 919-920
for sites, 500—501, 589-593, 590-592, 651
split-brain DNS for, 447—448
for subadministrators, 480—481
for support tools, 486—487
time zones for, 114
for trees, 501-502
Windows 9x and Me workstations access to, 1156—1157
Windows NT workstation access to, 1149
Active Directory Application Mode (ADAM), 439
Active Directory Domains and Trusts tool, 525
for domain naming, 563
for forest functional levels, 599
for transitive forest trusts, 625—626, 626
for UPN suffixes, 528
Active Directory Installation Wizard
for child domains, 544-545, 544—545
for domain controllers, 512-522, 512—521
for trees, 503
Active Directory Integrated authentication, 1403
Active Directory-integrated zones, 416—418, 417,436
creating, 436—437, 437
multimaster zone replication in, 437-438
problems in, 441-442
replication control in, 438—440, 439
secure DDNS registration in, 440441

Active Directory Migration Tool (ADMT), 618, 629
for ACLs, 640-641
example, 629-630
migration process with, 633—640, 639640
setup for, 630-633, 633
testing migration with, 637-638
for trusts, 630
Active Directory Schema object, 560
Active Directory Sites and Services tool, 525
for domain controllers, 584—585, 585
for GC servers, 530-531, 532
for replication, 573-574, 574, 593-594, 593
for RSOP, 786
for sites, 590, 590
for subnets, 592, 592
Active Directory Users and Computers tool, 114
for Administrator and Guest account, 689—690
for delegation, 540-541, 541
for domain accounts, 686—687
for functional levels, 597
functions in, 687—-689, 688—689
for groups
creating, 706-709, 707-709
security, 714-717, 715-717
for MSI packages, 1009, 1009
for printers, 1112
for RIS, 166
for roaming profiles, 802
for root, 506
for RSOP, 786
for shares, 549, 919
for Terminal Services client connections, 1254, 1254
for user accounts, 28, 525526, 525526, 6384
creating, 690-693, 691-693
managing, 703-705, 704
properties for, 693-703, 694—700
active partitions, 831
Active Registrations folder, 357
Active Server Pages (ASP) for SMTP servers, 1400-1401
active sessions for Terminal Services clients, 1257
ADAM (Active Directory Application Mode), 439
adapters
drivers for, 183—184
MAC addresses for, 485
multiple IP addresses for, 242-243, 242
for RIS, 147
in routers, 198
for Terminal Services, 1239
for Windows 9x and Me workstations,
1150-1151, 1151
for Windows XP workstations, 1132, 1133
Adapters and Settings tab, 219
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Add a Group Policy Object Link dialog box, 753-754, 754
Add a New Installation Image option, 168
Add a New Web Service Extension option, 1338
Add Catalog dialog box, 1419, 1419
Add Counters dialog box, 1447-1448, 1447, 1469
Add dialog box
for groups, 538
for templates, 740
Add Directory dialog box, 1419-1420, 1420
Add Excluded Files dialog box, 1506-1508, 1507
Add Exclusions screen, 310-311, 310
Add from Store option, 680
Add Group dialog box, 743
Add Group option, 755
Add Hardware Wizard, 1586—1587, 1587
Add Mailbox dialog box, 1405, 1405
Add Mirror dialog box, 861, 861
Add more client drivers option, 1114
Add more ports option, 1114
Add Network Adapter dialog box, 1159, 1159
Add Network Place Wizard
for Windows 2000 Professional workstations, 1142, 1142
for Windows XP workstations, 1136, 1138-1139
Add Network Share Alias Automatically option, 1418
Add New Application Pool dialog box, 1342—1343, 1343
Add New Connection option, 1300
Add New Hardware Wizard, 1132
Add New option, 1506, 1508
Add New Quota Entry dialog box, 902, 902
Add Newsgroup dialog box, 1380
add option in netdom, 621-622
Add or Remove a Role option, 1242
Add Port option, 1121
Add Port screen, 1070, 1070
Add Printer Driver Wizard, 1123
Add Printer Wizard
for client connections, 1086—1090, 1086, 1088—1090
for print server installation, 10651069, 1065-1069
for shared printers, 1072—-1073, 1072-1073
Add Protocol option, 1160
Add RAS Device dialog box, 1632, 1632
Add/Remove Programs dialog box
for IIS, 1306
for publishing, 995, 1013-1014, 1014
restricting, 775
Add/Remove Snap-in dialog box, 57-59, 58, 60, 558, 663
Add/Remove Templates dialog box, 772, 773
Add/Remove Windows Components tool
for DHCP, 306
for IIS, 1078
Add Scheduled Task option, 1658
Add Standalone Snap-In dialog box, 58, 558, 663

Add Standard TCP/IP Printer Port Wizard, 1070-1071,
1070-1071

Add tab in Software Console, 1054—1055, 1054—1056
Add to a Group option, 709
Add to Domain option, 114
Add Upgrade Package dialog box, 1005, 1005, 1033, 1033
Add User or Group option, 733
Add workstations to domain right, 734
Additional Port Information Required screen, 1071, 1071
AddPrinterConnection method, 1095
Address Assignment Range screen, 275, 275
Address Assignment tab, 279, 279
Address Leases folder, 325, 325
Address Range Assignment screen, 1600, 1600
address ranges

in NAT, 275, 275, 278-279, 279

in RRAS, 1600, 1600
Address Resolution Protocol (ARP), 199
Address tab, 694, 695
addresses

IP. See IP addresses

MAC, 196-198, 304-305, 485
addusers utility, 705
AddWindowsPrinterConnection method, 1095-1096
Adjust for Best Performance option, 1489
ADM files (administrative templates)

folder for, 746

group policies for, 772776, 773—-774, 776
Admin Pack tools, 686
ADMINS share, 955-956
administrative installs

process, 1019-1020, 1020-1021

updating, 1021-1024, 1022-1023
administrative/resource model, 619
administrative shares, 955-956
administrative templates (ADM files)

folder for, 746

group policies for, 772-776, 773-774, 776
Administrative Templates folder, 772-774, 778
Administrative Templates node, 765, 767
Administrator account, 684, 689—690

locking out, 1439

renaming, 685, 1440-1441
Administrator Password screen, 129-130, 129
administrators

ADMT for, 631

for domains, 235-236

for encryption, 895

forest-wide, 525-535, 525-526, 531-535

passwords for, 113, 129-130, 236

for Sysprep program, 186

in trusts, 620
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Administrators group, 685
nesting in, 714715
rights in, 719
Administrators Have Full Control; Other Users Have Read
and Write Access option, 918
Administrators Have Full Control; Other Users Have
Read-Only Access option, 918
Administrators properties dialog box, 714-715, 715
adminpak.msi file, 4
publishing, 1008-1014, 1009-1014
redeploying, 1014-1015, 1015-1016
AdminPassword setting, 134
ADMT (Active Directory Migration Tool), 618, 629
for ACLs, 640641
example, 629-630
migration process with, 633—640, 639640
setup for, 630-633, 633
testing migration with, 637638
for trusts, 630
adprep command, 614—615
ADSL (Asymmetric Digital Subscriber Line), 1584
Advanced Attributes dialog box
for encryption, 893-894, §93
for Indexing Service, 1420, 1420
Advanced Certificate Request screen, 672, 672
Advanced Connection Properties dialog box, 1590-1591
Advanced Delivery dialog box, 13941396, 1395
Advanced Deployment Options dialog box, 1004, 1004
Advanced Features option, 540-542
Advanced Options menu, 1549-1550
for boot logging, 1553-1554
for Debugging mode, 1554
for Last Known Good Configuration, 1551-1553, 1552
for Safe Modes, 1550-1551
for VGA mode, 1553
Advanced Research Projects Agency (ARPA), 190-191
Advanced Restore Options screen, 1534-1537, 1535, 1537
Advanced Schedule Options dialog box, 1512, 1513
Advanced Security Settings dialog box for routing,
1653-1654, 1653
Advanced Security Settings for dialog box
for auditing, 952, 952, 1104-1107, 1105, 1107
for ownership, 946-950, 947-949
for permissions, 731, 937, 939, 943-944, 943-945
for Terminal Services, 1268, 1269
Advanced Security Settings for Computers dialog box, 172
Advanced Settings dialog box
for Internet gateways, 1623-1624, 1623
for network binding order, 219
Advanced tab
for DDNS registrations, 430, 430

for DHCP classes, 318, 319
for DNS
queries, 451
round-robin, 393, 393
for ICS, 269-270, 269-270, 272
for Internet gateways, 1622-1623, 1622
for permissions, 931, 937
for printers
hours, 1098, 1099
logging, 1124, 1124
searches, 1074, 1076
spooling, 1062, 1117, 1117
for SMTP server domains, 1398, 1398
for software deployment, 1000-1001, 1001, 1010, 1011
for Terminal Services, 1487
for trace logs, 1468, 1468
for WINS
logging and burst mode, 351-352, 352
replication, 354-356, 359-355
for zone transfers, 414
Advanced TCP/IP Settings dialog box, 238-243, 238, 240, 242
for automatic metrics, 248
for DDNS registrations, 436
for NFA, 1674, 1675
for NLBC, 300-301, 301
for RAS, 1591-1592, 1592
Advanced Web Site Identification dialog box, 1320, 1320
Adpvertise only if the OS understands MSI Files option, 1049
.aero domain, 371
AHs (Authentication Headers) in IPSec, 282
Alert Logs folder, 14691470
alerts, logs for, 1468-1472, 1469-1471
Alias (CNAME) tab, 399—400, 400
aliases
for FTP sites, 1356—1358, 1356—1358
for SMTP servers, 1396-1397
in Web sharing, 977-978
for Web sites, 1334—1335, 1335
Aliases (CNAME) records
in DNS, 398-400, 400
in zone file format, 425
All Files and Programs That Users Open From the Share Will
Be Automatically Available Offline option, 984
All ICMP Traffic filter, 286
All IP Traffic filter, 286
All Other DNS Domains option, 455
All Tasks option, 1017
All Unassigned option, 1314
All Users directory, 797
All Users folder, 8301—-802
All Users Have Read-Only Access option, 918



Allow Access option, 1601

Allow All Computers Which Successfully Authenticate
to Relay option, 1392

Allow Anonymous Access to This Web Site option, 1316

Allow Anonymous Connections option, 1352

Allow Both Nonsecure and Secure Dynamic Updates
option, 407

Allow Client Posting option, 1372

Allow Control Messages option, 1373

Allow Dynamic Updates option, 427

Allow Feed Posting option, 1373

Allow Incoming Mail to be Relayed to This Domain
option, 1397

Allow Inheritable Permissions from Parent to Propagate to
This Object option, 931-932, 937, 941

Allow Logon to Terminal Server option, 1260

Allow Only Anonymous Connections option, 1352

Allow Other Network Users to Connect through This Computer’s

Internet Connection option, 270, 272, 1622
Allow permissions for shares, 924-925, 933
Allow Posting option, 1377

Allow Print Spooler to Accept Client Connections policy, 1111

Allow Printers to be Published policy, 1109

Allow Processing Across a Slow Network Connection option,

783,785

Allow <Protocol>-Based Remote Access and Demand Dial
Connections option, 1606

Allow Pruning of Published Printers policy, 1109

Allow Servers to Pull News Articles from This Server
option, 1373

Allow the Focus of the Group Policy to Be Changed option, 748

Allow the User to Customize Views option, 75

Allow This Number of Users option, 915

Allow Time Zone Redirection option, 1264

AllowAllPaths option, 1561

AllowR emovableMedia option, 1561

AllowWildCards option, 1561

#ALTERNATE command, 346

Alternate Phone Numbers dialog box, 1593, 1594

Always Available Offline option, 985

Always move new import media to the Backup media pool
option, 1510

Always Update DNS option, 429

American Registry for Internet Numbers (ARIN), 200

Amount of Time Clients Cache This Referral in Seconds
setting, 967

analog modems for RAS, 1582-1583

Analysis Report dialog box, 878-879, §79

Analyze Computer Now option, 744

AND operator in Indexing Service queries, 1423

angle brackets (<>) for tags, 162

ALLOW ACCESS OPTION ¢ ARCHIVE BITS

Anonymous access

in ADMT, 631

for NNTP servers, 1375

for SMTP servers, 1390
anonymous FTP, 1351-1352, 1363, 1365
ANONYMOUS LOGON group, 722
answer files, 125—135, 126—132
Anyone Who Uses This Computer option, 1621
Apache package, 1303
APCs (asynchronous procedure calls), 1454
APIPA (Automatic Private IP Addressing) feature, 264

APIs (Application Programming Interfaces), 337-338, 904

APNIC (Asia Pacific Network Information Center), 200
Append Data permission, 927, 929
Append or replace existing backup sets option, 1503
appending with backups, 1528
Apple Clear Text option, 1185-1186
Apple Clear Text or Microsoft option, 1186
Apple Encrypted option, 1185-1186
Apple Encrypted or Microsoft option, 1186
Apple System Profiler program, 1174, 1174
AppleShare Client, 1176
AppleShare IP (ASIP), 1219
AppleTalk operating system

disabling, 1200, 1201

features, 1176—1178
Application Data folder

in folder redirection, 767-768

in user profiles, 798
Application logs, 1474
Application Name setting, 1324
application order of group policies, 755-757, 756
application partitions, 13
Application Pool setting, 1324
application pools, 1339-1340

creating, 1342-1344, 1343

properties for, 1340-1342, 1340-1342

Application Programming Interfaces (APIs), 337-338, 904

Application Properties dialog box, 1477, 1478
applications
deployment. See software deployment
group policies for, 603
Task Manager for, 1482, 1482
in Terminal Services. See Terminal Services
in Web site security, 1324
Applications subkey, 1284—1285, 1285, 1287
Applications tab in Task Manager, 1482, 1482
Apply Group Policy option, 1010
Apply Group Policy permission, 602
APPS folder, 913
archive bits, 1504
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ARIN (American Registry for Internet Numbers), 200
ARP (Address Resolution Protocol), 199
ARPA (Advanced Research Projects Agency), 190-191
ARPAnet, 190-193, 191, 370
ascii command, 1367
ASCII files in FTP, 1367
Asia Pacific Network Information Center (APNIC), 200
ASIP (AppleShare IP), 1219
ask.html file, 1424
Ask Me Before Synchronizing the Items option, 991
ASP (Active Server Pages) for SMTP servers,
1400-1401
ASR (automated system recovery) disks
creating, 15551556
using, 1566-1567
asr.sif file, 1556
asrpnp.sif file, 1556
Assign Drive Letter or Path screen
for primary partitions, 845, 845
for RAID 5, 866, 866
for volumes, 856, 8§57
assigning
login scripts, 725
MSI packages, 10141015, 1015-1016,1018-1019, 1018
permissions, 933-941, 934-940
software, 995
Associate a New Answer File to an Existing Image
option, 169
asterisks (*)
in Indexing Service queries, 1423
with net use, 957
Asymmetric Digital Subscriber Line (ADSL), 1584
asymmetric encryption, 656—658
asynchronous procedure calls (APCs), 1454
AT command, 1510
at signs (@) in NTBackup, 1528
atomic permissions, 928-929
ATRN retrieval, 1398, 1398
attacks on Web sites
detecting, 14361437
deterring, 1437-1440
Attempt Direct Delivery before Sending to Smart Host
option, 1396
attrib command, 1559
attributes in replication, 579-580
Audit Object Access Properties dialog box, 951, 951
Audit Policy folder, 606, 607, 631
auditing, 603—-604
in ADMT, 631
kinds of, 604—606
log management in, 607-611

printers, 1104-1107, 1105-1107

shared folders, 950-953, 951-952

steps in, 606—609, 607-608
Auditing Entry for dialog box, 1106, 1106
Auditing tab, 952, 952, 1104-1107, 1105
Authenticated Access control, 1327—-1328
AUTHENTICATED USERS group, 722
authentication, 27-31, 475

account and password information for, 27-28

biometric devices for, 1499

for certificates, 655—658

domain controllers for, 476477

in FSM, 1185-1186

in IPSec, 283

for Macintosh with Windows, 1224

in NetWare, 1673-1676

for NNTP servers, 1374—1376, 1375

for POP3 servers, 1402—1403

for printers, 10801081

for RAS, 1604—1605, 1604, 1612

for routing, 1652-1654, 1653

for SMTP servers, 1389-1390, 1390

for telnet, 1408—1409

in UAM, 1199-1202, 11991202

for Web sites, 1327-1329, 1327
Authentication and Access Control settings, 1326
Authentication dialog box, 1389-1390, 1390
Authentication Headers (AHs) in IPSec, 282
Authentication Methods dialog box

for NNTP servers, 1374—1375, 1375

for printers, 10801081, 1081

for RAS, 1604—-16085, 1604

for Web sites, 1327-1329, 1327
Authentication Methods tab, 290, 291
AUTHINEFO protocol, 1375
Author mode

in MMC, 51, 57,77

policies for, 778
authoritative restores, 1539
authoritative servers in DNS, 375
authorization, 475

for database programs, 478—479

DHCP servers, 307-309, 308

RIS, 151-152, 151-152
Authorize DHCP Server dialog box, 151, 151, 308-309, 308
Authorize option, 151
Auto-install This Application by File Extension Activation

option, 1003

autoexec.bat file, 1165
autoexec.nt file, 1557
autoloaders, DAT, 1515



automated system recovery (ASR)) disks
creating, 15551556
using, 1566-1567
Automatic Cacheing for Documents setting, 989
Automatic Metric option, 248
automatic operations
backups, 1524-1527
Offline Files caching, 984
printer installation, 1094-1098
Terminal Services logons, 1246
Automatic Private IP Addressing (APIPA) feature, 264
Automatically Backup System Protected Files with the System
State option, 93
Automatically Dial This Initial Connection option, 1637, 1640
Automatically Log Off Users When Logon Hours Expire
option, 698
Automatically Publish New Printers in the Active Directory
policy, 1109
AutoPartition setting, 134
AutoRun feature, 142—143
Available Bytes counter, 1451
available hours for network printers, 1098-1099, 1099
Avg Disk Queue Length counter, 1453
Avg Disk sec/ Transfer counter, 1453

B

B channels, 1583
B node in NetBIOS, 340-341
Back up files and directories right, 734
Back up migrated remote storage data option, 1503
Back up the contents of mounted drives option, 1509
background

printing in, 1116

priority for, 1487
backslashes (\) for server names, 34
Backup application, 1499, 1500
backup argument in NTBACKUP, 1525
Backup.bkf file, 1502
backup domain controllers (BDCs), 494
Backup Job Information dialog box, 1510, 1511
Backup Log tab, 15085, 1506
Backup Operators group, 481, 685, 719
Backup or Restore screen, 1500, 1500
Backup or Restore Wizard, 1499-1504, 1500-1502
Backup Reports dialog box, 1531-1532, 1531
Backup Type, Destination, and Name screen, 1502, 1502
Backup Type tab, 1504—1505, 1504
Backup Utility dialog box, 1510-1513, 1511, 1514
backups, 1499

Active Directory, 1536

automating, 1524-1527

AUTOMATED SYSTEM RECOVERY (ASR) DISKS ¢ BASIC DISKS| 1683

DNS, 471
file selection for, 1506—1508, 1507—1508
General tab for, 1509-1510
logging types for, 1505, 1506
Offline Files as, 988—989
procedures for, 1499-1504, 1500-1502
in recovery plans, 1570-1571
for Registry, 93, 1529
restoring, 1532
Active Directory, 1536-1540, 1537
authoritative, 1539
configuration settings, 1536
file selection for, 1533—1536, 1535
techniques for, 15321536, 1533
viewing logs for, 1536
RSM for, 1515-1516, 1516
libraries in, 1517-1518
media in, 1518-1519, 1518, 1521-1524
media pools in, 1519-1521, 1520-1521
physical locations in, 1516, 1516
saving options for, 1510
scheduling, 1510-1515, 1511-1513
strategies for, 1527
differential, 1529—1530
weekly, 1527-1529
subadministrators for, 481
types of, 1504-1505, 1504
viewing logs from, 1531-1532, 1531
BACP (Bandwidth Allocation Control Protocol), 1607
Bad Applications, 1285-1286
bad sectors, 881-885
Badmail directory, 1389, 1398-1399
Badmail Directory setting, 1389
Balance option, 1491
Ballmer, Steve, 42
Baltimore certificate authority, 660
bandwidth
controlling, 487
for RAS, 1576-1580
for replication, 498
for Terminal Services, 1284
Bandwidth Allocation Control Protocol (BACP), 1607
Bandwidth Allocation Protocol (BAP), 1607
bandwidth throttling, 1312-1313, 1321
Banner message for FTP sites, 1353
BAP (Bandwidth Allocation Protocol), 1607
Basic Authentication
for NNTP servers, 1375
for SMTP servers, 1390
for Web sites, 1328
basic disks

converting dynamic to, 858
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converting to dynamic, 852-855, 854855
deleting, 849
dividing, 837-838
vs. dynamic disks, 835-837
extending, 849-851
Basic option in software deployment, 999, 1031
Basic Rate Interface (BRI), 1583
batch command, 1559
batch files for backups, 1529
BATCH group, 722
BDCs (backup domain controllers), 494
“Because of a network error, the session will be disconnected”
error message, 1253
Best Available Using DDC option, 1246
.bin files, 1364
binary circular files, 1463
binary command, 1366
binary data type, 85
binary files
in FTP, 1364, 1366
for logs, 1463
BIND system, 471-472, 551-552
binding, network, 218-219
biometric authentication devices, 1499
BIOS, preparing, 98-99
bitmaps in Setup, 140
.biz domain, 371
bks argument in NTBACKUP, 1525
BLG files, 1463
Block Policy Inheritance option, 750, 760-761, 794
blocking transmissions, IPSec for, 281, 294
boot disks
creating, 1557
with NTES, 100
boot.ini file
on boot disks, 1557
defaults in, 108—109, 115, 117
deleting, 118
[boot loader] section, 117
boot partitions, 852-853
boot process, 1548
Advanced Options menu in, 1549-1550
for boot logging, 1553-1554
for Debugging mode, 1554

for Last Known Good Configuration, 1551-1553, 1552

for Safe Modes, 1550—-1551
for VGA mode, 1553
hardware in, 1548—1549
Registry key construction in, 91
boot records, fixing, 1565
boot sectors, fixing, 1565
bootable CD-ROM drives, 98

BootP protocol
benefits of, 304-305
in DHCP, 304-305, 330, 333
bottlenecks, System Monitor for
CPU, 1453-1454
disk, 1454—1455
memory, 1449-1453
network, 1455—1457
brackets ([])
in scripts, 134
in ZAP files, 1037
branch offices, 10
installing, 11
logon caches for, 12
replication control for, 11-12
branding information, 136-137
[Branding] section, 136
breaking mirror sets, 863, 888
BRI (Basic Rate Interface), 1583
broadcasts
for browse lists, 32
in DHCP, 330, 333
IP addresses, 204
routing tables, 253
with shared folders, 549
Browse a Common Web Site to Find Printers option, 1112
Browse for a Group Policy Object dialog box, 748, 749
Browse for computers dialog box, 1247, 1248
Browse for Printer screen, 1073, 1073, 1089, 1089
browse lists, 31—34, 33—34
viewing, 37-38
workgroups for, 34-37
browse masters, 32
Browse permission, 1317
browse services, 32
Browse the Network to Find Printers policy, 1112
Browser, replacement for, 487
browsers for print management, 1126
brute force attacks, 1498
$B$S separator page function, 1119
built-in groups
local, 718-721, 718
special, 722
Builtin container, 688—689, 718, 718
burst mode in WINS, 352
Bypass traverse checking right, 734
Bytes Total/sec counter, 1456

C

C$ share, 955
C shell, 724



/c switch
in CHKDSK, 885
in EFSINFO, 895
-c switch in nbtstat, 364
CA Identifying Information screen, 670, 670
CA Type screen, 669, 669
Cable Modem NIC Properties dialog box, 276, 277
cable modems, 1584
information needed for, 262
for intranet connections, 224—225
ISP connections for, 268—-269
Cache Bytes counter, 1490
cache.dns file, 373
Cache folder, 1546
CachedLogonsCount key, 816
caches
for branch office logons, 12
centralizing, 452—457, 453—454
client-side. See Offline Files
for credentials, 815
in DNS resolution, 443—446
in RDP, 1234
for shares, 914
tuning, 1490-1491, 1491
for user profiles, 816-817
for Web sites pages, 1330
caching-only DNS servers, 445-446, 446
call command, 726
Callback options, 1602
caller ID service, 1602
CALs (client access licenses)
cost of, 102—-103
for Terminal Services, 1272—1273
Cancel All Print Jobs option, 1077
canonical names, 399
cartridges in RSM, 1518
CAs (certificate authorities), 660661, 1413
creating, 668—670, 669-670
for issuing certificates, 673, 673
requesting certificates from, 670-673, 671-672
retrieving certificates from, 673—675, 674675
trust in, 666—668, 675—676, 675-676
case sensitivity in FTP, 1366
catalog.wei file, 1416-1417
catalogs in Indexing Service
contents of, 1419-1421, 1420
creating, 1419, 1419
querying, 1421-1429, 1422
standard, 1419
categories for software deployment, 1031, 1031
/ categories switch in WinMSD, 1547
Categories tab, 1001, 1002, 1006, 1006, 1033, 1033

/CSWITCH e CERTIFICATES

Category filtering option, 1479
/ category switch in WinMSD, 1547
CCM (Change and Configuration Management), 736
cd command
in FTP, 1364—-1365
in Recovery Console, 1559
CD image format, 146
CD-ROM discs
in RSM, 1518, 1518
in unattended installations, 121
CD-ROM images for RIS, 166-169, 167-168
cdup command, 1364—1365

centralized application deployment, Terminal Services for,

1226-1227

centralized caches, 452—457, 453—-454
centralized logons, 478—479
Cerf, Vinton, 192
certificate authorities (CAs), 660-661, 1413

creating, 668—670, 669—670

for issuing certificates, 673, 673

requesting certificates from, 670-673, 671-672

retrieving certificates from, 673—675, 674675

trust in, 666—668, 675—676, 675-676
Certificate Authority snap-in, 673, 673
Certificate Database Settings screen, 670, 670
Certificate dialog box, 675-676, 675
Certificate Export Wizard, 896
Certificate Issued screen, 674, 674
Certificate Manager, 664—665, 669—665, 674
Certificate Path tab, 675-676, 675
Certificate Revocation Lists (CRLs), 681-682
Certificate Services database, restoring, 1536
Certificate Services dialog box, 669, 669
Certificate Summary screen, 1413, 1414
certificate trust lists (CTLs), 679680
certificates, 653—655

contents of, 660

for e-mail, 677678

encryption in, 658—659

exporting and importing, 896-897

in IPSec authentication, 283, 677

issuing, 673, 673

keys for, 655—658

MMC for, 663—665, 669—665

obtaining, 660-661

in Outlook, 665

PK1, 654

requesting, 670-673, 671-672, 1411-1413,

1411-1414

retrieving, 673—675, 674-675

self-signed, 666—667

stores for, 662—663
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trust issues in, 666—668, 675—676, 675—676
types of, 661-662
for Web browsers, 678—680
Certificates add-in, 893, 896
Certificates folder, 664, 893, 893, 896
-cf switch in typeperf, 1466
/cg switch in rsm, 1519
Change and Configuration Management (CCM), 736
Change Domain Controller option, 560
Change Drive Letter and Path option, 889
Change Icon dialog box, 664
Change local printer name option, 1114
change logon command, 1288, 1298
Change Logon Password dialog box, 1164
Change Network Configuration option, 1167
Change network printer name option, 1114
Change Office User Settings screen, 1028, 1029
Change Other Passwords option, 1155
Change Password dialog box, 1140
Change permission for shares, 922
Change Permissions permission
for printers, 1104
for shares, 927, 929
change port command, 1288
Change port time-outs option, 1114

Change Primary DNS Suffix When Domain Membership

Changes option, 237
Change Profile Type dialog box, 820, 820
Change Schema Master dialog box, 560, 561

Change the system time Properties dialog box, 733, 733

Change the system time right, 734
change user utility, 1282, 1288
Change Windows Password dialog box, 1155, 1156

Change Zone Replication Scope dialog box, 439—440, 439

Change Zone Type dialog box, 417, 417
changers in RSM, 1517
channels in RDP, 1234-1235, 1235
characterization data file, 1061
charts in System Monitor
counters for, 1448—1457
creating, 1447-1448, 1447-1448
saving, 14581459, 1459
chdir command, 1559
Check Disk Local Disk dialog box, 883884, 884
Check Names option, 172
Check Now option, 883
Check on a Pending Certificate option, 673
Check Published State policy, 1109
Check Status option, 972-973
checksum headers, 211
/ checkupgradeonly switch in winnt32, 122

Child Domain Installation screen, 544—-545, 545
child domains, 501

creating, 544546, 544—545

in DNS namespace, 369-370, 371, 374-375
CHKDSK command, 832

from command prompt, 884-885

from Explorer, 883-884, 8§84

operation of, 882-883

in Recovery Console, 1559
CHOICE action, 180
choice.osc file, 180—-181
Chooser, 1189-1190
ciadv.msc service, 1417
CIDR (Classless Inter-Domain Routing), 208-211
CIFS (Common Internet File System), 1673, 1676

CIMOM (Common Information Management Object Model)

database, 786

cipher command, 894, 897
Cisco 1602 router, 260
Citrix product, 1211
Class A, B, and C IP addresses, 200-202, 201
Class C networks, subnetting in, 206—208
classes for DHCP

user, 320-322, 321

vendor, 318-320, 319
Classic emulator, 1209
Classless Inter-Domain Routing (CIDR), 208-211
clean installs, 104, 107—-108
clean migration, 616-619
cleaning out

Active Directory, 643—644

Offline Files, 991-992
Clear Log option, 1477
Clear This Database before Importing option, 744
clearing logs, 608
Click Here for Support Information option, 1014
client access licenses (CALs)

cost of, 102—-103

for Terminal Services, 1272—-1273
Client Connection Wizard, 1247
“Client could not connect to the terminal server”

error message, 1253

Client Devices tab, 1093—-1094

Client for Microsoft Networks service, 1151, 1153, 1154, 1158

Client for NetWare client, 1662

Client Installation Wizard, 161-162, 177-183

Client (Respond Only) policy, 285

client-server computing, 479-480, 1578-1580

Client service, 114

Client Service for NetWare (CSNW), 1664-1669,
1665-1669
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Client Settings tab, 1094
Client Side Extension (CSE) DLLs, 746
Client32, 1669-1673, 1670-1673
clients, 1151
caches on
in DNS resolution, 443—446
in Offline Files. See Offline Files
connecting. See connecting clients
in DDNS registrations, 428
DHCP, 326327
leases for, 327-328
scope options for, 312-314, 313-314
for e-mail, 1406—1407
for FTP sites
command-line, 1365—-1367
graphical, 1367
mail, 223
NetWare. See NetWare
network printer connections, 1083
from DOS, 1083—1084
from Internet, 1090-1092, 1091
in Terminal Server environment, 1092—1094
from Windows 3.x, 1084—1086, 1084—1085
from Windows 95/NT, 1086, 1086—1087
from Windows 2000 and XP, 1087-1090,
1088—1090
RAS, 1609-1616, 1610-1615
RIS for, 158—159, 158
software for, 23
Terminal Services. See Terminal Services
thin, 12301231
client sessions in, 1235-1236
RDP for, 1234-1235
terminal servers for, 1231-1234
WINS, failure modes in, 347
cls command, 1559
Cluster Operation Mode setting, 300
Cluster Parameters tab, 299-300, 299, 302
clusters, 868, 873, 875
cmd.exe shell, 1550
/emd switch in winnt32, 122
cmdcons command, 1555
/cmdcons switch in winnt32, 122
cmdlines.txt file, 142—144
CNAME (Aliases) records
in DNS, 398-400, 400
in zone file format, 425
Code Red weasels, 1415
Cogswell, Bruce, 925
collaboration, 1368
.com domain, 222, 371

COM ports
mapping, 1094
for printing, 1064, 1115
for RAS, 1585
combining domains, 503—504
comma-delimited (.CSV) log files, 1463
command line
for connecting to shared folders, 956-958
formatting from, 874-875
for FTP clients, 13651367
improvements in, 14
for profile information, 1262-1263
for Terminal Services, 1288-1289
unattended installation from, 122—125
command sources for taskpad views, 71
Command Type screen, 67, 67
commands in ZAP files, 1037
comments
for log files, 1463
for printers, 1068, 1068
for scopes, 309
for shares, 914
in ZAP files, 1037
Commit Charge section in Task Manager, 1482
Commit Limit counter, 1451
Committed Bytes counter, 1452
committing
memory, 1450
transactions, 832
Common Information Management Object Model (CIMOM)
database, 786
Common Internet File System (CIES), 1673, 1676
Common Queries tab, 922
common shares, 955956, 955
Common Unix Printing System (CUPS), 1215-1219,
1216-1219
Company Information screen, 1276, 12761277
compatibility
of filenames, 870
of hardware, 98, 111, 1581
compatibility scripts, 1282-1283
Compatible template, 742
compatws.inf template, 742
Completing the Active Directory Installation Wizard screen,
521, 521
Completing the Add Printer Wizard screen, 1069, 1069
Completing the Add Standard TCP/IP Printer Port Wizard
screen, 1071, 1071
Completing the Backup or Restore Wizard screen, 1502, 1502
Completing the Create Partition Wizard screen, 846, 847
Completing the Delegation of Control Wizard, 539, 540
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complex passwords, group policies for, 761-762
compmgmt.msc program. See Computer Management tool
Components folder, 1543, 1543
[Components] section, 133-135, 175
compression
for backups, 1528
and encryption, 894
in RRAS, 1608
Compute selection information before backup and restore
operations option, 1509
computer accounts
for domains, 101-102, 114—115, 170
software deployment to, 997
computer browsers, 32
Computer Configuration node, 765
group policies for. See group policies and GPOs
vs. User Configuration, 773
Computer Location policy, 1110
Computer Management tool
for administrators, 186
components of, 52—54, 53
for disk failures, 890-892, §90—891
extensions for, 60
for FSM, 11841185, 1184-1185
for groups, 492, 492
for Indexing Service, 1417, 1417, 14211423, 1422
for Macintosh shares, 1194—1195, 1195, 1197, 1198
for Remote Access Auto Connection Manager service,
1595, 1596
for shares and shared folders, 916—919, 917-919
for user accounts, 683—686, 684
Computer Name Changes dialog box
for domains, 236, 236
for system, 377
for Windows XP workstations, 1135-1136, 1135-1136
Computer Name tab
for domains, 235, 235
for system, 377
for Windows XP workstations, 1134, 1135
computer names
Active Directory for, 485-486
in DNS, 235-236, 235, 368, 377
in installation, 113, 129, 129
underscores in, 230
for Windows XP workstations, 1134—1136, 11351136
Computer Names screen, 129, 129
Computer option for filtering, 1479
/computer switch in WinMSD, 1547
computers
assigning MSI packages to, 1018-1019, 1018
Macintosh, 1174-1175, 1174

Computers container, 496—497, 688—-639
Computers folder, 167
Concurrent connection and idle timeout setting, 1387
concurrent license mode, 915-916
conditional forwarding, 8-9, 460-464, 461
-config switch
in tracerpt, 1472
in typeperf, 1466
config.sys file, 1170, 1557
configuration
Dfs replicas, 968-971, 969971
1IS
default, 1308, 1308
global, 1309-1310, 1309-1310
multiuser environment applications, 1279
network printers, 1113-1115, 1113
port settings, 1115-1117, 1116
separator pages, 1117-1120, 1118
RAS
clients, 1609-1616, 1610-1615
servers, 1603—1609, 1604, 1606—1608
restoring, 1536
saving, 1546-1548
TCP/IP, testing, 229-232, 230-232
user profiles, 799-801, 799-801, 806-809, 807
WINS servers, 350-352, 351-352
workstations
DOS, 11651169, 1166—-1169
Windows 9x and Me, 1150-1152, 1150-1152
‘Windows 2000 Professional, 1141
Windows for Workgroups, 1158-1162, 1158-1161
Windows NT, 1144—1146, 1144-1146
Windows XP, 1132-1134, 1133—1134
Configuration screen, 256, 256, 273, 273, 1598, 1598
Configuration tab
for FSM, 11851186, 1186
for workstations, 11501151, 1150, 1152
Configure a DNS Server option, 380
Configure and Enable Routing and Remote Access option, 255,
331, 1598
Conﬁgure Computer Now option, 744
Configure device - WAN Miniport (PPTP) dialog box,
1630, 1630
Configure Device dialog box, 1645, 1645
Conﬁgure DHCP Options screen, 312, 313
Configure File Server for Macintosh option, 1185, 1185
Configure LPT Port dialog box, 1122, 1122
Configure Options option, 316
Configure Port option, 1122
Configure Port Usage dialog box, 1632, 1633
Configure Replication Wizard, 969-970, 969-970
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Configure Routing and Remote Access option, 273
Configure Windows Services dialog box, 1221, 1222
Configure Your Server Wizard for Terminal Services,
1242-1244, 1243
Confirm Password setting, 685
conflicts, 117
with ADMT, 637, 637, 639-640, 640
credentials, 958
permissions, 941
routing information, 251-252
in schema, 561-562
synchronization, 987-988, 9838
Conflicts/! Sharing folder, 1542
Connect access type, 1270
Connect As option, 1148-1149
Connect Client Drives at Logon option, 1263
Connect Client Printers at Logon option, 1094, 1264
Connect dialog box, 1084, 1084
Connect Network Drive dialog box, 32, 33, 37, 1162, 1163
Connect Network Printer dialog box, 1085, 1085
Connect to Another Computer option
for Event Viewer logs, 1474
for management, 53
for shares, 916
for tasks, 66, 68
Connect to Domain Controller dialog box, 563, 563
Connect to Printer dialog box, 1086, 1087
Connect to Server dialog box, 1212-1213, 1212—-1213
Connect to the Internet option, 1589
Connect to the Network at My Workplace option, 1614, 1639
Connect Using a Dial-up Modem option, 265, 1589
Connect Using a Different Username option, 1139
Connect Using a Modem, ISDN Adapter or Other Physical
Device option, 1647
connecting clients, 1129
domains, workgroups, and Active Directory in, 1130-1132
DOS workstations, 1164—1165
configuration, 1165-1169, 1166—1169
disk sets for, 1165
network resource access, 1169—1170
passwords for, 1171
software for, 1130
Windows 9x and Me workstations, 1149—-1150
Active Directory access in, 1156-1157
configuring, 1150-1152, 1150-1152
domains for, 1152—1154, 1153—1154
logon problems, 1157
network resource access in, 1154—1155, 11541155
passwords for, 1155, 1156
‘Windows 2000 Professional workstations, 1140—-1141
configuration, 1141
domain passwords for, 1144

domains for, 1141
network resource access, 1141-1143, 1142—1143
Windows for Workgroups workstations, 1158
configuring, 1158-1162, 1158-1161
network resource access, 1162—1163, 1162—1163
passwords for, 1164
security access, 1163
Windows NT workstations, 1144
Active Directory access in, 1149
configuring, 1144—1146, 1144-1146
domain passwords for, 1149
domains for, 11461147, 1147
network resource access in, 1148—1149, 1148
Windows XP workstations, 1132
configuration, 1132-1134, 1133-1134
domain passwords for, 1140
domains for, 11341136, 1135—-1136
network resource access, 1136—1139, 1137-1140
Connection Availability screen, 266, 267, 1617, 1618,
1640, 1640
Connection dialog box, 1621
Connection Manager, 1246
Connection method screen, 1275, 1275
Connection Name screen, 265, 266
Connection settings for FTP sites, 1350
Connection Time-out setting for NNTP servers, 1372
Connection Type screen, 1647, 1647
connections
client. See connecting clients
for FTP sites, 1350
ICS. See ICS (Internet Connection Sharing)
intranet
cable modems and DSL, 224-225
dumb terminal, 224
LAN, 224
PPP, 224
terminal, 225-226, 226
ISP, 264269, 265-268
network. See networks and networking
for NNTP servers, 1372, 1376
persistent, 261, 1651
for print services. See printer connections
for RAS
Internet, 1588—1597, 1589—1594
private networks, 1616-1620, 1617-1620
scheduling, 1657-1658
VPN. See VPNs (Virtual Private Networks)
for RDP clients, 1247—-1253, 1248—1252
for SMTP servers, 1387, 1390-1391, 1391
Terminal Services, troubleshooting, 1252—-1253
for Web sites, 1321
for Windows-based terminals, 1246
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Connections folder, 1094, 1264, 1266 /copydir switch in winnt32, 122
Connections settings, 1321 copying
connectivity, Active Directory for, 484-485 account templates, 705
Connectivity folder, 1546 encrypted files, 894
console root in MMC, 52, 52 images, 187-188
Console tab, 76, 76 $SOEMS for, 141
console tree in MMC, 52, 52 permissions, 931
Console Tree option, 74 user profiles, 8306-808
consoles, 5S0-51 /copysource switch in winnt32, 122
creating, 5661, 57-61 corrupted NTES volumes, logs for, 869
in RDP, 1236 Counter Logs folder, 1463
Recovery. See Recovery Console counters in System Monitor, 1446—1448
consolidated enterprise resources, Dfs for, 976 logs for, 1460-1467, 1461-1462, 1471
contacts selecting, 1448-1457
Active Directory for, 546-547 for Terminal Services, 1240
distribution groups for, 710-711 country domains, 222, 371-372
containers cprofile command, 1288
in NDS, 1663 CPUs
vs. OUs, 723 print, 10621063
Content folder, 1546 requirements for, 96
Content Location settings, 1353-1354 System Monitor for, 1453—-1454
Content Ratings dialog box, 1330-1331, 1331 for Terminal Services, 1238—1239
context menus, 688, 693 tuning, 1486—1487, 1488
contextless logins, 16711672, 1672 for Windows terminals, 1241
Control Panel crashes in replication, 577578
for Desktop icons, 46 Create a Computer Account in the Domain option, 1147
profile settings for, 799 Create a New Certificate option, 1412
controllers Create a New Demand-Dial Interface option, 274
in disk duplexing, 840 Create a New MST File option, 1025
domain. See domain controllers (DCs) Create a pagefile right, 734
Conversion Successful dialog box, 1046-1047, 1047 Create a token object right, 734
Convert Details dialog box, 854, 854 Create Computer Account option, 114—115
Convert to Basic Disk option, 858 Create Files permission, 927-928
Convert to Dynamic Disk dialog box, 854, 854 Create Folders permission, 927
convert utility, 875 Create IP Security Policy option, 290
converting Create New Domain screen, 514, 514
basic disks to dynamic, 852-855, 854-855 Create New Object-(Group) dialog box, 171
dynamic disks to basic, 858 Create New Object Wizard, 690-693, 691—693
FAT to NTES, 875-876 Create permanent shared objects right, 734
Cookies folder, 798 Create Shortcut option, 1139, 1143, 11438
.coop domain, 372 Create Volume option, 860
copiers, drive-to-drive, 145, 184-185 CREATOR OWNER group, 722
Copy All Installation Files from the Setup CD option, 107 creators for Macintosh files, 1188
Copy backups, 1505 credentials
copy command, 1560, 1564 cached, 815
Copy Installation Files from This Folder option, 107 conflicts in, 958
copy-on-write data sharing, 1233 for FTP sites, 1357
/COPY switch in tsprof, 1262 CRLs (Certificate Revocation Lists), 681-682
Copy To dialog box, 186187, 187, 806, 807 CSE (Client Side Extension) DLLs, 746
Copy To option, 806, 808 CSNW (Client Service for NetWare), 1664-1669, 1665—1669

Copy to This Folder on My Hard Drive option, 107 CSPs (cryptographic service providers), 892—-893
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.CSV (comma-delimited) log files, 1463

CSVDEEXE program, 705

CTLs (certificate trust lists), 679-680

CUPS (Common Unix Printing System), 1215-1219,
1216-1219

Current Disk Queue Length counter, 1455

Current Sessions settings, 1350

CurrentControlSet key, 83-84, 1551

CurrentVersion key, 86, 86

Custom Configuration screen, 256-257, 257

Custom Errors tab, 1331-1332, 1332

Custom HTTP Headers option, 1331

Custom Installation Wizard, 1025-1029, 1025-1029

custom settings, 114

Custom Support URL in the Printer Window’s Left Pane
policy, 1110

Customize option, 688

Customize Desktop option, 46

Customize View dialog box, 74-75, 75

customizing MSI packages, 1025-1030, 1025-1029

D

D channel, 1583
$D separator page function, 1119
DS share, 955
/d switch
in cipher, 894
in net use, 958
in NTBACKUP, 1526
daemons, 1382
Daily backups, 1505
damaged files, replacing, 15641565
DAT drives, 1515
Data Encryption Standard (DES), 699
data recovery services, 1570
[Data] section, 132, 134
data types
in Registry, 84—85, 84
for spool files, 1062
Database and Log Folders screen, 516, 516
Database Verification tab, 351, 351
databases for security, 743-744
Datacenter Server, 2, 42
dates in separator pages, 1119
dbgtrace command, 12838
DC security.inf template, 742
DCPROMO program
for cleaning out Active Directory, 643
troubleshooting, 522-524
working with, 512-522, 512-521

DCs. See domain controllers (DCs)
DDC (Display Data Channel), 1246
DDI (Device Driver Interface) commands, 1061
DDNS (dynamic DNS), 324, 426427, 551-554
and Active Directory-integrated zones, 416
dial-ups from, 408—409
operation of, 427
registrations in
with DHCP, 429
scavenging, 429—434, 430, 432—433
with static IP addresses, 428
triggering, 427-428
vs. WINS, 434435
security in, 435436, 440-441
Debug programs right, 734
/debug switch in winnt32, 122
Debugging mode, 1554
decrypting files, 898, 8§99
Default Active Directory Path When Searching for Printers
policy, 1112
default.asp file, 1325
Default Backup Path setting, 351
Default BOOTP class, 320
Default Domain Controller Policies policy, 631
Default Domain Policy, 762
Default Domain Policy Options dialog box, 750, 751
Default-First-Site-Name, renaming, 590
default.htm file, 1325
DEFAULT key, 90-91
Default Moderator Domain setting, 1373
Default Printer screen, 1089, 1090
Default Properties dialog box, 1376-1377, 1376
Default Routing and Remote Access class, 320-321
Default to Main Client Printer option
for redirection, 1094
for Terminal Services clients, 1264
Default User class, 320-321
Default User folder, 186, 797
Default User profile, 801, 1259
DefaultAppPool pool, 1342
defaults
gateways
DHCEP for, 312
in routing, 250-252, 250
IPSec policies, 285
printers, 1089, 1091
quota limits, 900-901
routers, 198
routes and router addresses, 204
user profiles, 808-809, 814, 825
deferred procedure calls (DPCs), 1453
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Define These Policy Settings option, 631
Define This Policy Setting option, 755, 762
Define This Policy Setting in the Template option, 743
Define User Class option, 320
defining
network printer port settings, 1115-1117, 1116
NNTP expiration notices, 1379-1380, 1380-1381
share permissions, 921-924, 921-923
sites, 591, 591
subnets, 591-592, 591
virtual directories
for FTP sites, 1356—1358, 13561358
for Web sites, 13351337, 1335—1337
defrag tool, 880-882
Defragment Now button, 877
defragmenting
Active Directory database, 641-642
disks, 876—882, 8 77-879
del command, 1560
Delegate Control option, 763
Delegated Domain Name screen, 419, 419
delegation
in Active Directory planning, 652
advanced, 540-543, 541-543
in DNS, 374-375, 383, 419—-421, 419—421
for domains, 481—483
group policy administration, 762-764, 763
NS records for, 396—397
in OUs, 537-544, 538—540
Delegation of Control Wizard, 538—540, 538—540,
763-764, 763
Delegation tab, 794
Delete Cached Copies of Roaming Profiles policy, 815
Delete Logical Drive option, 849
Delete Owner option, 357
Delete Partition option, 849
Delete permission, 927, 929
Delete Port option, 1121
Delete Root option, 974
Delete Subfolders and Files permission, 927, 929
Delete Taskpad View option, 66
Delete Volume option, 857, 867
deleting. See also removing
Dfs child nodes, 974
Dfs roots, 974
disks
basic, 849
dynamic, 857, 858
GPOQOs, 753
Indexing Service catalogs, 1419
mirror sets, 862—863, 862—863

partitions
in installation, 109—110
Recovery Console for, 1565-1566

print server ports, 1121-1122

printers, 1077

Registry entries, 1054-1055, 1055

replica members, 971

stripe sets, 860, 867

taskpad view menus, 74

taskpad views, 66

temporary folders, 1265

unused accounts, 1499

user profiles, 815-816

WINS records, 358—-359
Delivery tab, 13921396, 1392
DELPROF.EXE utility, 816
Demand-Dial Interface Wizard, 1646—1650, 1646—1650
Demand-Dial Routing Connections option, 1646
Denied Access option, 1082
Deny Access dialog box, 1082, 1082
Deny Access option, 1601
Deny access to this computer from the network right, 734
Deny logon as a batch job right, 734
Deny logon as a service right, 734
Deny logon locally right, 734
Deny permissions, 924—925

for files and directories, 941-943, 942

inheritance with, 933
Department of Defense (DoD), 190
deploy.cab, 125, 136
Deploy Software dialog box, 999, 1013, 1013,

1031, 1031

deployment. See software deployment
Deployment tab, 1003—1004, 1004, 1031, 1032
DES (Data Encryption Standard), 699
description bars

clearing, 75, 688

contents of, 688
Description tab, 288
descriptions

for ADM files, 773, 774

for IPSec filters, 288

for printers, 1068, 1068

in shared folders, 548

in Software Console, 1050

for taskpad views, 64

for tasks, 69, 71

for users, 694

in zone files, 423
Desktop

improvements in, 14—15



in redirection, 767-768
restoring icons on, 46—48, 46—47
in user profiles, 700, 798, 801
Desktop Items dialog box, 46, 47
Desktop Printer Utility, 1202-1205, 1203-1205
Destination Address screen, 1637, 1638
“destination host unreachable” message, 250
details pane, 52, 52
Device Driver Interface (DDI) commands, 1061
device drivers
interrupts for, 1454
for modems, 1587
for network print services, 1061, 1085-1086, 1085
NIC, 183184, 1130
$SOEMS for, 141-142
for printers, 1066, 1093, 1122-1124, 1123
Device Manager for NICs, 1132
devices in System Tools node, 54
Dfs. See Distributed File System (Dfs)
DHCP (Dynamic Host Configuration Protocol), 303—-304
and Bootp, 304-305, 330, 333
on client side, 326—327
DDNS registrations with, 429
for DOS workstations, 1167
installing, 306, 307
for Internet gateways, 1625
for Macintosh computers, 11791180, 1179-1180
monitoring, 325-326, 325-326
multi-DHCP networks, 335-336
operation of
DHCPOFFER messages in, 328-329, 329
lease expiration in, 334-335
lease signing in, 334, 339-335
proposed IP addresses in, 329, 329
reservations in, 317-318, 317
responses in, 333, 333
routers in, 330-333, 331-332
for OS X client, 1210-1211, 1210
for RAS clients, 1611
for RIS, 151, 151
scopes in. See scope
servers for, 264
authorizing, 307-309, 308
configuring, 323-325, 323-324
for printers, 1083
for RAS, 1598-1599, 1606
rebuilding, 326
for Terminal Services, 1245
user classes for, 320-322, 321
uses for, 305-306
vendor classes for, 318—320, 319
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for Windows NT workstations, 1145
for Windows XP workstations, 1132—1134
DHCP.BIN file, 327
DHCP Relay Agent object, 332
DHCP relay agents, 330-333
DHCP Relay tab, 330, 331
DHCP User Classes dialog box, 321, 321
DHCPACK messages, 328, 334, 334
DHCPDISCOVER messages, 328-329, 328, 335
DHCPIPAddress key, 327
DHCPOFFER messages, 328-329, 329
DHCPREQUEST messages, 328, 333, 333
Diagnostics tab, 1657
dial-in, permissions for, 1601-1603, 1602
Dial In Credentials screen, 1649, 1649
Dial-In tab, 1601-1602, 1602
Dial Out Credentials screen, 1650, 1650
Dial-out Hours dialog box, 1655, 1655
Dial-up Connection option, 1614
Dial-Up Networking (DUN)
for clients, 1609—1612, 1610—1612
in RAS, 1574
for VPNs, 1633—-1639, 1634-1638
Dial-Up Networking dialog box, 1609, 1610
dial-ups
from dynamic DNS, 408-409
for persistent connections, 261
Dialing Hours option, 1655
DIALUP group, 722
dictionary attacks, 1439, 1497
differential backups, 1505, 1529-1530
Diffie, Whitfield, 656
Digest authentication
for printers, 1080
for Web sites, 1327
digests, 657
digital certificates. See certificates
Digital Subscriber Line (DSL), 1584
information needed for, 262
for intranet connections, 224—225
ISP connections for, 268—-269
dir command, 1560
direction in trust relationships, 619-620, 627, 627
Direction of Trust screen, 627, 627
directories, 1564
in MSI package creation, 1044, 1044
for NNTP servers, 1370
for groups, 1377-1378
properties for, 1376-1377, 1376
virtual, 1381-1382, 1381
SOEMS for, 141

1693
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permissions for. See permissions
for SMTP servers, 1398—1400
SSL for, 1414—1415, 1414
structure of, 882—883
virtual
for FTP sites, 1356—1358, 1356—1358
for NNTP servers, 1381-1382, 1381
for Web sites, 1334—1337, 1335-1337
for WebDav, 1338—-1339
Directories and Files to Exclude dialog box, 1044, 1044
Directory Browsing option, 1324
directory-enabled networking, 487
Directory Listing Style setting, 1354
Directory Pruning Interval policy, 1110
Directory Pruning Priority policy, 1110
Directory Pruning Retry policy, 1110
Directory Security tab, 679
for certificates, 1411
for FTP sites, 1354—1355, 1355
for printers, 1080, 1080
for Web sites, 1326—1329, 1326
Directory Service Client for Windows, 1131,
1156-1157
Directory Service in NetWare, 1663
Directory Service log, 1474
Directory Service Migration Tool (DSMT), 1662
directory services, 475476, 605, 686
Directory Services Administrator. See Active Directory Users
and Computers tool
Directory Services Restore Mode, 641-642
Directory Services Restore Mode Administrator Password
screen, 520, 520
DIRECTORYNAME.MAN file, 817
Disable Automatic Configuration option, 1167
disable command, 119, 1560, 1563
Disable Connection option, 1266
Disable NetBIOS over TCP/IP option, 241
Disable Recursion option, 451
/disable switch in change logon, 1298
Disable This GPO option, 1034
Disable volume Shadow option, 1503
Disabled option
for group policies, 750
for printer policies, 1108
DisableDynamicUpdate entry, 436
disabling
AppleTalk, 1200, 1201
floppy drives, 1497
GPOs, 999-1000
1IS, 1431
peer-to-peer sharing, 35
RDP protocol, 1297

routing metrics, 248, 249
services, 1562—1564
unused accounts, 1499
Web site services, 1434—1436
disaster recovery. See recovery
Disconnect access type, 1270
Disconnect Network Drive option, 1162
Disconnect option, 1297
disconnected sessions, 1257—1258
disconnecting
from Dfs root, 974, 974
Terminal Services sessions, 1297
DiscoZ discovery file, 1041-1047, 1041-1047
Disk Defragmenter tool, 876880, §78
disk duplexing, 840, 840
disk failures, recovering from, 890-892, 890-891
disk groups, 836
Disk Management tool, 829
for basic disks, 835—836
converting dynamic to, 858
converting to dynamic, 852855, 854-855
deleting, 849
for disk installation, 844
for dynamic disks, 835-837
converting basic to, 852-855, 854-855
converting to basic, 858
creating, 855-857, 855-857
deleting, 857, 858
extended partitions in, 830-831
features of, 843—844
free space vs. unallocated space in, 831
for logical drives, 838, 846-849, 5§48
for mirror sets, 839—840, 840, 861-864, §61-863
mounted drives in, 831-833, 8§32
partitions in, 837-838
logical, 830
primary, 844—846, 845—846
physical disks vs. logical partitions in, 830
for RAID, 833—-835, 864—868, 865-867
SLEDs in, 833
for stripe sets, 840-841, 841, 860, 860
for stripe sets with parity, 841-843, §42
for volumes, 838—839, 839, 858-859, 8§59
Disk Partitioning and Installation Location Selection screen,
109-110
% Disk Time counter, 1453, 1455
Disk Tools folder, 61
diskpart command, 119, 843
damage from, 1566
for extending basic partitions, 849-851
purpose of, 1560
for scripts, 909-910



disks and disk drives
basic
converting dynamic to, 858
converting to dynamic, 852-855, 854-855, 887
deleting, 849
vs. dynamic disks, 835-837
dynamic. See dynamic disks
floppy
boot, 100, 1557
disabling, 1497
filenames on, 870
formats for, 856, 857, 868—-872
hidden shares for, 955
installing, 844
logical, 838
maintaining
CHKDSK for, 882—885, 884
defragmenting, 876-882, 877-879
disk geometry and file formats in, 868
encryption, 892—898
formatting, 868-872
managing. See Disk Management tool
monitoring, 1454-1455
in MSI package creation, 1043—-1044, 1043—1044
quotas, 899
managing, 903-904
operation of, 899
setting up, 900-903, 900-902
Remote Storage, 908—-909
requirements for, 96-97
scripts for, 909-910
for SIS, 149-151
VSS for, 904-907, 905, 907
Display Data Channel (DDC), 1246
display protocols for thin clients, 1231, 1234
[Display] section, 133-134, 175
Display Statistics option, 325
Display tab
for Desktop icons, 46, 46
for Remote Desktop, 1248, 1249
Display the Full Path in the Title Bar option, 48
Distributed File System (Dfs), 959-961, 960
child node deletions in, 974
node status checks for, 973-974, 973
replicas for
configuring, 968-971, 969-971
member management in, 972-973, 973
process, 972-973, 972
root for, 963—966, 963—966
connecting and disconnecting from, 974, 974
links for, 966—968, 967-968
physical, 975-976, 975
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stand-alone vs. fault-tolerant, 962
terminology in, 961-962
uses of, 976
distributing
MMC tools, 77
user profiles, 825-826
distribution groups, 710-711
Distribution Share screen, 128, 128
distribution shares, 137—140
DLLs (dynamic link libraries)
CSE, 746
for spooler, 1061
DMA folder, 1542
DNS (Domain Name Service), 221-222, 366-367,
485-486
and Active Directory, 549555, 554, 652-653
architecture of, 464
open, 464—465
split-brain. See split-brain DNS
with BIND, 471-472
for depromo and logon problems, 522-524
delegation in, 374-375, 383, 419-421, 419-421
disaster recovery in, 470-471
dynamic. See DDNS (dynamic DNS)
fault tolerance in, 391, 392—-394, 410412
forwarding in, 452
centralizing caches for, 452—457, 453—454
conditional, 8-9, 460—464, 461
grayed out, 457-458
for security, 458—459
setting up, 455—457
for IIS, 1306
importance of, 367
for Macintosh computers, 1179-1180,
1179-1180
name resolution in. See DNS name resolution
names and namespace in, 368
hierarchy in, 369-370, 371
second-level domains in, 373—374
third-level domains in, 374—375
top-level domains in, 371-373, 549-550
for NLBC, 298
with RAS, 1658
record types in. See record types in DNS
servers. See DNS servers
static entries in, 234
subdomains in, 369, 374—375, 418422,
418—421
for Terminal Services, 1245
for test domains, 510-512
and WINS, 240-241, 363

zones in. See zone files; zones
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DNS Delegation Wizard, 419
DNS name resolution, 442, 480
caches in, 443—446
HOSTS in, 442443
preferred DNS servers in
authoritative DNS servers found by, 450-452
cache searches by, 445-452, 446
zones in, 446—449
DNS namespace, 368-369
hierarchy in, 369-370, 371
second-level domains in, 373—374
third-level domains in, 374—375
top-level domains in, 371-373, 549-550
DNS Registration Diagnostics screen, 517-518,
517-518
DNS Server Addresses in Order of Use field, 239
DNS Server log, 1474
DNS servers, 222
authoritative, 375
DHCP for, 312-313
for Internet gateways, 1626-1627
IP addresses for, 377, 389
preferred
authoritative DNS servers found by, 450452
cache searches by, 445-452, 446
zones in, 446—449
requirements for, 376-377
secondary, 412—413, 413
setting up, 375-382, 388-389, 388
software for, 378
synchronizing, 411-412
testing, 380-381
troubleshooting, 381-382
DNS snap-in, 379-380, 379
DNS Suffix and NetBIOS Computer Name dialog box, 237,
237,377
DNS tab, 238-239, 238, 324, 324, 429
DNSCMD.EXE command, 457
Do not allow advertising option, 1049
Do Not Apply During Periodic Background Processing
option, 783
Do Not Delete Temp Folder Upon Exit option, 1265
Do Not Dial the Initial Connection option, 1637
Do Not Display in Add/Remove Programs option, 1003
Do not display option to be Absent option, 1049
Do Not Logon to Domain option, 1167
Do Not Require Kerberos Preauthentication option, 699
Do Not Save Changes to This Console option, 75
Do Not Share This Folder option, 914
Do Not Use Recursion option, 459
Do Not Use Temp Folders Per Session option, 1265

documentation

in recovery, 1567-1568

servers, 117
Documents and Settings directory, 796-797, 797
documents in scripts, 136
Documents tab, 1325-1326, 1325
DoD (Department of Defense), 190
dollar signs ($)

for hidden shares, 953—954

for separator pages, 1118-1119
H#DOM suffix in LMHOSTS, 345
Domain Admins group, 631, 714-715, 721
Domain authentication in NetWare, 1673—-1674
domain-based Dfs, 962
Domain Computers group, 721
Domain Controller Default Security template, 742
Domain Controller Security Policy tool, 732-733, 1161
Domain Controller Type screen, 513, 513
domain controllers (DCs), 439

with Active Directory, 494

for authentication, 476477

changes to, 650

communications with, 513-514

creating accounts on, 684

DNS for, 367

FSMO:s for, 494, 565-567

as global catalog servers, 530, 531532

for global groups, 493

for logins, 507-508

memory for, 509

NTDS.DIT for, 29

SAM on, 556

in security, 30

SRV records for, 523-524

upgrading, 102

for WINS servers, 358
Domain Controllers container, 688
Domain Controllers group, 721
Domain Controllers OU, 688
domain Dfs root type, 963
Domain Guests group, 721
domain local groups, 492—493, 712-713
Domain Name and DNS Servers screen, 314, 314
Domain Name Service. See DNS (Domain Name Service)
/domain option with net user, 705-706
Domain Selection screen, 635, 635
Domain Users group, 715, 721
domainlist.xml file, 646—-647
domains. See also domain controllers (DCs)

for Active Directory, 488-490

first, 509—522, 512521



names of, 651-652
in planning, 651-652
second, 522—524, 544-546, 544—545
in client connections, 1130-1132
collections of. See forests; trees
combining, 503—504
delegation for, 481-483
in DNS, 382-384, 383
second-level, 373—374
third-level, 374375
top-level, 371-373, 549-550
functional levels for, 597—598, 597
global catalogs for, 495
group policies for, 601
in installation, 101-102
joining, 234-237, 236
names and naming contexts, 516, 651-652
DHCP for, 312-313
FSMO:s for, 557, 563—564, 563
renaming, 12, 644-649
for TCP/IP, 233-239, 235-237
NETDOM tool, 621-624
passwords for, 1140, 1144, 1149
for POP3 servers, 1404—1405, 1404
search order for, 239
in security, 29-30
for SMTP servers, 1385-1386, 1385, 1390-1391, 1391,
1396-1398, 1396
split-brain DNS for, 470
in SRV records, 403—404
in TCP/IP, 220, 234239, 235-237
trusts for, 477—478
for Web sites, 1328, 1329
for workstations
Windows 9x and Me, 1152—-1154, 11531154
Windows 2000 Professional, 1141
Windows NT, 1146-1147, 1147
Windows XP, 1134—-1136, 1135-1136
Domains/OUs tab, 753-754, 754
Don’t Detect My Modem; I Will Select from a
List option, 1586
Don’t Run Specified Windows Applications option, 775
DOS applications in Terminal Services, 1279-1280
DOS workstation connections, 1164—1165
configuration, 1165-1169, 1166—1169
disk sets for, 1165
network resource access, 1169-1170
passwords for, 1171
DOSKBD utility, 1280
dotted quad notation, 196198
downlevel systems, 516
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Download a CA Certificate, Certificate Chain, or CRL option,
676, 676
Download Missing COM Components policy, 781
DPCs (deferred procedure calls), 1453
DR DOS, 1664
drive copier programs, 145, 184—185
Drive Image Pro, 145
drive letters, 830-831, 866, 889—-890
Driver Rollback feature, 17
Driver Verifier feature, 16—17
drivers
interrupts for, 1454
for modems, 1587
for network print services, 1061, 1085-1086, 1085
NIC, 183-184, 1130
$SOEMS for, 141-142
for printers, 1066, 1093, 1122-1124, 1123
Drivers.cab file, 150
Drivers tab, 1123-1124, 1123
DriverSigningPolicy setting, 184
drives. See disks and disk drives
Drop directory, 1398-1400
DS Client, 1131, 1156-1157
.ds domain, 550
/ds switch in NTBACKUP, 1526
DSAMSC tool. See Active Directory Users and Computers tool
DSADD.EXE program, 705
/dsdel option in DNSCMD.EXE, 457
DSL (Digital Subscriber Line), 1584
information needed for, 262
for intranet connections, 224—225
ISP connections for, 268—269
DSMOD.EXE program, 705-706
DSMT (Directory Service Migration Tool), 1662
dual-boot systems, 869
/dudisable switch in winnt32, 122
dumb terminal connections for intranets, 224
DUN (Dial-Up Networking)
for clients, 1609—1612, 1610—1612
in RAS, 1574
for VPNs, 1633-1639, 1634—1638
duplexing, disk, 840, 840
/ duprepare switch in winnt32, 123
/dushare switch in winnt32, 123
dwords, 84-85
Dynamic Bandwidth Control Using BAP or BACP option, 1607
dynamic content for Web sites, 1337-1338, 1338
dynamic disks, 855
vs. basic disks, 835—837
converting basic to, 852-855, §54-855, 887
converting to basic, 858
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creating, 855-857, 855-857
deleting, 857, 858
dividing, 838-839, 8§39
for mirror sets, 839-840, 840, 861-864, 8§61-863
moving, 887-889
in setup, 886—-887
stripe sets, 860, 860
for system recovery, 891-892, 8§91
dynamic DNS. See DDNS (dynamic DNS)
Dynamic/ Foreign disks indicator, 8838
Dynamic Host Configuration Protocol. See DHCP (Dynamic
Host Configuration Protocol)
dynamic link libraries (DLLs)
CSE, 746
for spooler, 1061
Dynamic Update screen, 387, 387, 407
dynamic updates, 106
Dynamically update DNS A and PTR records option, 324

E

e-commerce online stores, 25
e-mail, 25
ASP for, 1400-1401
certificates for, 661-662
clients for, 1406—1407
names for, 222-223
PKI for, 677—678
POP servers for, 1401-1402
domains and mailboxes for, 1404—1405, 1404—-1405
free, 5
setting up, 1402—-1404, 1402—-1403
protocols for, 1382-1383
security for, 1407
SMTP servers for. See SMTP servers
SE separator page function, 1119
/e switch
in cipher, 894
in winnt, 125
ECC (error correcting code) memory, 96-97
Edit Alias dialog box, 977-978, 978
Edit DWORD Value dialog box, 1286, 1286
Edit Phonebook Entry dialog box
for RAS clients, 1609-1612, 1610, 1612
for VPNs, 1633, 1633
Edit printer configuration settings option, 1114
Edit separator pages option, 1115
Edit Service dialog box, 276-278, 277
Edit String window, 86, 86
Edit Taskpad View option, 66

Edit user or group permissions to the printer option, 1114

editing
device port settings, 1115
group policies, 764
log settings, 1470
mandatory profiles, 1260
MMC tools, 77
MSI packages, 1047-1055, 1047-1056
NTUSER.DAT file, 809
print server port time-outs, 1122
Registry
danger in, 87-89
remote, 92
scheduled jobs settings, 1514
taskpad views, 66
Terminal Services permissions, 1268
EDU domain, 222
Effective Permissions tab, 943-944, 943—945
for delegation, 541-542, 542
for printers, 1104, 1105
EES certificates, 680—681
EFS Recovery Agent, 655, 662, 897-898
EFSINFO utility, 895
EIDE drives, synchronous, 97
ejecting tapes, 1522-1524
Ellis, James, 656
emergency repair disks (ERDs)
creating, 1555-1556
using, 1566-1567
EME (Enhanced Metafile) printer data, 1062—-1063
empty root AD design, 505-507
Enable a Basic Firewall on This Interface option, 279
Enable Authentication option, 1185-1186
Enable Automatic DHCP Configuration option, 1160
Enable Automatic Partner Configuration option, 354
Enable Automatic Scavenging of Stale Resource Records
option, 430
Enable Bandwidth Throttling option, 1321
Enable Basic Name and Address Services option, 275
Enable Burst Handling option, 352
Enable Certificate Trust List option, 680
Enable Client Certificate Mapping option, 1415
Enable Client Certificate Mapping to Windows User Accounts
option, 1375
enable command, 119, 1560, 1563
Enable computer and user accounts to be trusted for delegation
right, 734
Enable Content Expiration option, 1330
Enable/Disable Referral option, 973
Enable DNS for Windows Name Resolution option,
363, 366
Enable Document Footer option, 1326



Enable IP Routing option, 254, 1605-1606
Enable Library option, 1517
Enable LMHOSTS option, 366
Enable Logging option

for FTP sites, 1350

for NNTP servers, 1372, 1377

for SMTP servers, 1387

for Web sites, 1321
Enable NetBIOS over TCP/IP option, 241
Enable Offline Files option, 981, 983
Enable printer pooling option, 1115
Enable Round Robin option, 393
Enable SSL Client Authentication option, 1375
Enable Universal Group Membership Caching option, 530
Enable Web Content on My Desktop option, 1128
Enable Windows Sharing option, 1220
Enabled option for printer policies, 1108
enabling

file access auditing, 950-953, 951-952

Offline Files, 981-983, 981-982

Remote Administration mode, 1299, 1299

RIS for clients, 158159, 158

services, 1562—1564

VSS, 905-906, 905

Web site dynamic content, 1337-1338, 1338
Encapsulating Security Payload (ESP), 281-282
Encrypt Contents to Secure Data option, 898
Encrypt the Administrator Password option, 130
Encrypted Authentication (CHAP) option, 1605
Encrypted Password File authentication, 1403
encryption, 892

decrypting files, 898, 899

enforcing, 895-896, 895

in IPSec, 281-282

with Kerberos, 29

key protection in, 896-897

in NetWare, 1674

operation of, 892-893, 893

of passwords, 27-28, 699

process of, 893-894

recovering encrypted files, 897-898

for routing, 1652—-1654, 1653

in SSL, 658—-659, 1409, 1413

for Terminal Services client connections, 1266—-1267
Encryption Details sheet, 898, 8§99
Encryption File screen, 632, 633
encryption keys, protecting, 896897
End Process option, 1294
End User License Agreement (EULA), 106, 128-129
Enforce Password History option, 777
enforcing encryption, 895-896, 8§95
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Enhanced Metafile (EMF) printer data, 1062-1063
Enter Commands and Parameters screen, 67, 68
Enter new category dialog box, 1031, 1031
Enterprise Admins group, 503, 714715, 722
Enterprise Admins Properties dialog box, 534, 534
Enterprise Edition, 1, 3
Enterprise folder, 665
enterprise resources, consolidating, 976
Entire Network option, 1136, 1139, 17140, 1148
entities in certificates, 660
ENUM IMAGES action, 179
Environment tab

for printer redirection, 1093—1094

for profiles, 826

for Terminal services, 1263—1264, 1263
environment variables

list of, 1544

in scripts, 177
Environment Variables folder, 1544
environmental hazards, 1496
ERD Commander program, 113
ERDs (emergency repair disks)

creating, 1555-1556

using, 1566-1567
error correcting code (ECC) memory, 96-97
Error events in Event Viewer, 1476, 1479
Error Information tab, 788
Error Mapping Properties dialog box, 1332
errors and error handling

in filesystems, 884-885

inIP, 211

in TCP, 212213

in TCP/IP, 194

in Web sites, 1331-1332, 1332
ESP (Encapsulating Security Payload), 281-282
Ethernet addresses, 196
Eudora e-mail client, 1406
EULA (End User License Agreement), 106, 128-129
Event ID option, 1479
Event Log category, 771
Event Properties dialog box, 1476
Event Source option, 1479
Event Viewer, 1445

discarding data in, 1477, 1478

for disk quotas, 901

filtering data in, 1477-1480, 1478

logs in, 1473-1474

for printers, 1125

reading data in, 1475-1476, 1478

remote event data in, 1474—1475, 1474—1475

saving and retrieving data in, 1480, 1480
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Event Viewer folder, 382, 1474
EventComb tool, 610-611, 610
events
logon, 604
logs for
in recovery, 1568
in System Tools node, 54
types of, 14731474
in System Tools node, 54
Everyone group, 722
Exchange, distribution groups with, 710
Exclude Files tab, 1506-1507, 1507
Exclude Path dialog box, 1508, 1508
exclusive OR (XOR) arithmetic, 842
Executable Environment for Applications process, 1232
executable files in FTP sites, 1364
Execute File permission, 927-928
Execute mode in Terminal Services, 1281-1282
/execute option
in change user, 1282
in rendom.exe, 648
Execute permission, 1317
Execute Permissions permission, 1324
expand command, 1560
Experience tab, 1251-1252, 1252
expiration
DHCP leases, 334—335
NNTP servers, 1379-1380, 1380—1381
users, 699
Explain button in System Monitor, 1448
Explain tab
for ADM files, 773, 774
for group policies, 1108
Export option
for certificates, 896
for system information, 1547
exporting
certificates, 896
private keys, 896
quotas, 903
extend command, 850-851
Extend Volume option, 858
Extend Volume Wizard, 858-859, 859
extended partitions, 830-831, 837-838
Extended View for ADM files, 773, 774
extending basic partitions, 849-851
Extensible Authentication Protocol (EAP) option, 1604
extensions
for backup file exclusions, 1506—1507
for Computer Management, 60
for log files, 1463

for Macintosh files, 1187—1188

in MMC, 51
External Port Number for This Service setting, 1625
external trusts, 621
extract command, 1560, 1564

F

$F separator page function, 1119
/f switch
in CHKDSK, 885
in NTBACKUP, 1525
-f switch in typeperf, 1466-1467
Failed events in Event Viewer, 1476
Failed indicator, 867
Failed Redundancy indicator, 888
Failure Audit option, 1479
failure recovery in TCP/IP, 193
fans, 1549
FAT (file allocation table), 869
FAT and FAT32 filesystems, 100, 109-110, 868-872
converting to NTFS, 875-876
vs. NTFS, 871-872
on system partition, 872
fault tolerance
Dfs for, 960-962
in DNS, 392394, 393, 410-412
for e-mail, 401
in Registry, 90-91
fault-tolerant systems and areas
Dfs, 960—962
dynamic disks, 891-892, 891
roots and root shares, 963
on volumes, 832—833
Favor advertising option, 1049
Favor parent option, 1049
Favor source option, 1049
Favorites folder, 798
Favorites menu in MMC, 52
[FavoritesEX] section, 136, 175
FaxServerOperators group, 649
Features tab, 1074-1075
file allocation table (FAT), 869
File and Print Sharing option, 114

File and Printer Sharing for Microsoft Networks properties

dialog box, 1491, 1491

File and Printer Sharing for Microsoft Networks service,
1442, 1491, 1491

File Associations tab, 1187

file-based applications in RAS, 1578-1580

File Extensions tab, 1001, 1002



File Manager, 1162, 1162
File Migration Utility (FMU), 1662
File Replication Service log, 1474
File Replication System (FRS), 968
File Server for Macintosh (FSM), 1181
installing, 1182-1190, 1182-1187, 1189-1190
with OS x, 1209
File Server for Macintosh Properties dialog box, 1185-1186, 1186
file servers, benefits of, 24
file services in Web site security, 1436, 1442
File System category, 771
File Versions folder, 1546
files and filesystems. See also disks and disk drives
available, 847
choosing, 100
converting, 875-876
copying, 141
FAT and FAT32, 868—872
finding, Indexing Service for. See Indexing Service
fixing errors in, 884—885
formats for, 868
in formatting, 873-874
long filenames for, 870
migrating. See migration
in NetWare, 1664
NTES, 869-872
permissions for. See permissions
replicating. See replication
sharing. See shares and shared folders
in Software Console, 1051, 1051
transferring. See FTP sites
Files and Programs From the Share That Will Not Be
Available Offline option, 984
Files Open counter, 1456
Files view in Software Console, 1051, 1051
Filter tab, 1477, 1478
filtering
Event Viewer data, 1477-1480, 1478
in Indexing Service, 1416
in IPSec, 283—284, 286—288, 286-288, 292—-296, 295
policies, 601-602, 757-760, 758—760, 794
Find a Printer in the Directory option, 1089
find.asp file, 1424—1426
Find dialog box for Registry, 87, 87
Find Printers dialog box, 1074—1075, 1074-1076
Find Shared Folders dialog box, 1138, 1138
Find Users, Contacts, and Groups dialog box, 1138, 1138
Finder program, 1188
finding
Indexing Service for. See Indexing Service
MMC tools, 56

FILE MANAGER ¢ FORESTS

Registry keys, 87
servers, 31-38, 33-34, 479-480
firewalls
for ICS, 271-272
with NAT, 278-279, 280
PAT as, 216217
for Web sites, 1437
first domains for Active Directory, 509-522, 512-521
First Name setting, 690
FirstCountMsgQPeeksSleepBadApp value, 1286
fixboot command, 119, 1560, 1565
fixmbr command, 119, 1560, 1565
Flags value, 12861287
flat images for RIS, 146, 166-169, 167-168
flattemp command, 1288
Flexible Single Master of Operators. See FSMOs (Flexible
Single Master of Operators)
floplock utility, 1497
floppy disks and drives
boot
creating, 1557
with NTES, 100
disabling, 1497
filenames on, 870
flow control in TCP, 212
FMU (File Migration Utility), 1662
Folder Name screen, 164, 164
Folder Options dialog box
for cache settings, 983
for Offline Files, 981-982, 982
for online resources, 1128
Folder Path screen, 917, 917, 1196, 1196
Folder Redirection folder, 755
folders
encrypting, 894
home, 701
mounting partitions to, 831-332, 8§32
options for, 48—49
OUs as, 496—497
redirecting, 767-769, 769-770
sharing, Sec shares and shared folders
footer files, 1326
For Fast Searching option, 1421
Force shutdown from a remote system right, 734
Forced Hardware folder, 1542
foreground processes, 1487
ForeignSecurityPrincipals container, 688
forest-to-forest trusts, 9—10
forest trusts, 621
forests, 502—507, 502
administrators for, 525—535, 525-526, 531-535
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functional levels for, 598—600, 599, 612
global catalogs for, 495
in in-place migration, 613
roots in, 525
synchronization in, 569-571
transitive trusts for, 625—628, 626
forks in Macintosh computers, 1187-1188
<FORM> command, 180
form settings for print servers, 1120, 1121
format command, 1560, 1566
Format dialog box, 873, 874
Format Local Disk dialog box, 873, 8§73
Format New Volume dialog box, 873, 8§74
Format Partition screen, 846, 846
Format Volume screen
for formats, 856, 857
for RAID 5 volumes, 866, 8§66
formats, file, 856, 8§57, 868—872
formatting
disks
formats for, 868—872
tools for, 872875, 873
partitions, 110
primary, 840, 846
Recovery Console for, 1565-1566
Forms tab, 1120, 1121
forward lookup zones, 384-385
Forward Lookup Zones folder, 457458
forward name resolution, 384
forward records in DDNS registrations, 429
forward slashes (/)
in FTP sites, 1364
in HTML, 162
Forwarders tab, 454-455, 457, 461, 461
forwarding agents, 305
forwarding in DNS, 452
centralizing caches for, 452—457, 453—454
conditional, 8—9, 460—464, 461
grayed out, 457—458
for security, 458459
setting up, 455—457
FQDNs (Fully Qualified Domain Names)
in DNS, 369, 397-398
for SMTP servers, 1395
fragmented disks, 876882, 877-879
frame relay
for persistent connections, 262
for RAS, 1586
Free media pool, 1519-1521
free space
fragmentation of, 879
vs. unallocated space, 831

freeing memory, 1451
Freeze Display button, 1458
fresh installs, 104, 107—108
Friendly Description and Help Text screen, 155-156, 156,
164, 165
From a Specified Range of Addresses option, 1600
FrontPage Server extensions, installing, 1332-1333,
13331334
FRS (File Replication System), 968
FSM (File Server for Macintosh), 1181
installing, 1182-1190, 1182-1187, 1189-1190
with OS x, 1209
EFSMOs (Flexible Single Master of Operators), 494, 556
importance of, 557-558
roles of, 558
domain naming, 557, 563-564, 563
infrastructure and PDC, 565-567
RID pool, 564-565, 565
schema, 558-563, 559
transferring, 567-569, 567
ftonline tool, 836
FTP servers, IIS for, 1305
FTP Site Access Permissions screen, 1347—1348, 1348
FTP Site Content Directory screen, 1356, 1357
FTP Site Creation Wizard, 13461349, 1346—1348,
1360-1362, 1361
FTP Site Description screen, 1346, 1346
FTP Site Home Directory screen, 1347, 1348
FTP sites, 1344—1345
client types for
command-line, 1365-1367
graphical, 1367
creating, 1345-1349, 1346—1348
for file transfer, 1359—-1363
organization of, 1363-1364, 1364
properties for, 1349-1351, 1349
Directory Security tab, 1354-1355, 1355
Home Directory tab, 1353-1354, 1354
Messages tab, 13521353, 1353
Security Accounts tab, 1351-1352, 1352
user isolation with, 1360, 1361
virtual directories for, 1355—1359, 13561358
FTP Sites Properties dialog box, 1344—1345, 1345
FTP User Isolation screen, 1347, 1347, 1360, 1361
FTP User Sessions dialog box, 1350-1351, 1351
FTPDir property, 1360, 1362
FTPRoot property, 1360, 1362
Full Control permission, 922, 930, 942
Full Name setting, 690
Full Security option, 1266
full zone transfers, 414
FullUnattend setting, 134



Fully Automated option, 127

Fully Qualified Domain Names (FQDNSs)
in DNS, 369, 397-398
for SMTP servers, 1395

functional levels
in Active Directory, 596—600, 597
in in-place migration, 612

G

/g switch in NTBACKUP, 1525-1527
garbage collector and tombstone lifetimes, 1539
Gateway service, 1662
gateways. See also routers
default, 250-252, 250, 312
DHCP for, 312-313
information needed for, 262
RAS for, 1575, 16201627, 1622—-1626
WAN connection options for, 260262, 260
Windows 2003 Server as, 259—-260
GC (global catalog) servers
creating, 531, 532
domain controllers as, 530-531, 531—532
GCs (global catalogs)
purpose of, 713
and schema, 562—-563
SRV records for, 523
and universal groups, 494-496, 713
and UPN suffixes, 527-529
GDI (Graphics Device Interface), 1061
[General] section, 137
General tab

Active Directory—integrated zones, 416417, 417,437, 437

alert logs, 1469-1470, 1469

backups, 1509-1510

counter logs, 1460-1462, 1461
DDNS registrations, 432

DHCP, 316-317, 317, 323-324, 323
encryption, 893, 398

folder options, 48

group policies, 750-751, 750-751
groups, 706, 708

Internet connections, 1593, 1593
NNTP servers, 1371-1372, 1371
packages, 1002—-1003, 1003

printers, 1128

Remote Desktop clients, 1248, 1249
RSOP, 788, 789

SMTP server domains, 1397, 1397
SMTP servers, 1386—1387, 1386
software deployment, 999, 1000, 1031, 1032

FULLY AUTOMATED OPTION ¢ GRANTED ACCESS OPTION

System log, 1477, 1478

Terminal Services connections, 1266—1267, 1267

trace logs, 1467
users, 694, 694
Windows Services, 1221, 1222

General view in Software Console, 1048—1051, 1048—1050

Generate Abstracts option, 1417
Generate RSOP Data option, 789
Generate security audits right, 734
Generation tab, 1417, 1418
get command, 1367
Get Dfs Referral messages, 975
getmac command, 196
Ghost product, 145, 487
global catalog (GC) servers
creating, 531, 532
domain controllers as, 530-531, 531532
global catalogs (GCs)
purpose of, 713
and schema, 562—-563
SRYV records for, 523
and universal groups, 494-496, 713
and UPN suffixes, 527-529
global groups, 491, 710
domain controllers for, 493
working with, 712
Global Policy Creator Owners group, 763—764
Global Unique IDs (GUIDs)
for adapters and connections, 327
for GPOs, 767
in GPOTOOL, 791-792
for RIS, 162
in UTD entries, 586
glue records, 421, 424-425
GOV domain, 222
GPCs (Group Policy Containers), 746, 791
GPEDIT.MSC console, 686
adding, 748
for exporting settings, 771
focusing, 747-748, 748
folder for, 781, 781
opening, 749
for printers, 1108
gpfixup.exe program, 645, 649

GPMC (Group Policy Management Console), 15, 793-794,

793—794,999, 1000, 1010
GPOs. See group policies and GPOs
GPOTOOL tool, 791-792
GPRESULT tool, 791
GPTs (Group Policy Templates), 791
Granted Access option, 1082

1703
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graphical-based setup, 111-115 for MMC management, 778-781, 779-781
graphical clients for FTP, 1367 for passwords and account lockout, 776777
Graphics Device Interface (GDI), 1061 for scripts, 765767, 766-767
graphs in System Monitor for security, 769771, 772
counters for, 1448—1457 Group Policies tab, 755756, 756
creating, 1447-1448, 1447-1448 Group Policy Containers (GPCs), 746, 791
saving, 1458-1459, 1459 Group Policy Creator Owners group, 721
Greenberg, Steve, 1227 Group Policy Editor, 1112
grounding, 1495 Group Policy folder, 665
Group Account Migration Wizard, 634-637, 634—637 Group Policy Management Console (GPMC), 15, 793-794,
group memberships for user accounts, 701-703, 704 793—794, 999, 1000, 1010
Group option, 706 Group Policy Objects (GPOs). See group policies and GPOs
Group Options screen, 636, 636 Group Policy Refresh Intervals for Users/Computers/Domain
group policies and GPOs, 735-736 Controllers option, 782
in Active Directory, 437, 493, 600-603, 652 Group Policy Security Settings, 771
applying, 745 Group Policy Slow Link Detection Properties dialog box,
benefits of, 736 785, 785
concepts in, 745-746 Group Policy snap-in, 6806, 745
creating, 749755, 750-754 adding, 748
delegating administration of, 762-764, 763 for exporting settings, 771
filtering, 601-602, 757-760, 758—760 focusing, 747-748, 748
GPMC for, 793794 folder for, 781, 781
inherited and cumulative, 747, 760-761 opening, 749
logging in for, 602 for printers, 1108
for network printers, 1108-1113, 1709, 1111 Group Policy tab, 793, 793
objects for, 747-749, 748-749 access to, 779
order of, 755757, 756 for domains, 750, 750
for packages, 603, 755 for group policies, 752-753, 753
for passwords, 761-762 for printers, 1112
performance with, 794-795 in software deployment, 998, 998, 1010, 1010
policies for, 781-784, 783-784 for users and computers, 765
vs. profiles, 700 Group Policy Templates (GPTs), 791
purpose of, 603 group scheduling servers, 25
refresh intervals for, 747 Group Selection screen, 635, 635
Registry for, 792 group template user profiles, 818—-819
removing, 602 groups, 706
for rights, 732-733 Active Directory for, 490
over slow links, 784—785, 785 changes to, 649-650
for software deployment. See software deployment inside groups, 491-496, 492—494
vs. system policies, 486, 600601, 737-738 size of, 496
templates for, 738-745, 741 built-in
troubleshooting, 785-786 local, 718-721, 718
GPOTOOL for, 791-792 special, 722
GPRESULT for, 791 contents of, 714, 714
Registry for, 792 creating, 706-709, 707-709
RSOP for, 786-791, 787-790 distribution, 710-711
simplicity in, 792-793 location of, 686—687
for user accounts, 747749, 748749 login scripts, 723
for user and computer configuration, 765, 765 assigning, 725
for administrative templates, 772~776, 773774, 776 example, 725-729

for folder redirection, 767—769, 769770 languages for, 723-725



for machine accounts, 713—714
nesting, 714-717
in NetBIOS, 341-343
for NNTP servers, 1377—1379, 13781379
vs. OUs, 500, 722-723
permissions for, 941
policies for. See group policies and GPOs
removing users from, 703
replication of, 10
scope of, 711-714
security
built-in, 718-721, 718
vs. distribution, 709-711
working with, 714-717, 715-717
size of, 714
user rights in, 732-735, 733
groupware, 1368
Guest account, 684—685, 689—-690
renaming, 685
for Web sites, 1437, 1441
Guests group, 685, 720
GUI, 4546
Desktop icons and Start Menu, 4648, 46—47
familiarity with, 40
folder options, 48—49
/guiddisplay switch in rsm, 1517
GUIDs (Global Unique IDs)
for adapters and connections, 327
for GPOs, 767
in GPOTOOL, 791-792
for RIS, 162
in UTD entries, 586
[GUIRunOnce] section, 134-135, 144
[GUIUnattended] section, 132, 134
Gutenberg Project, 1365-1366

H

H node in NetBIOS, 340-341
$H separator page function, 1119
HAL.DLL (Hardware Abstraction Layer), 140
handheld PCs for Terminal Services, 1242, 1246—1247
Handles count, 1481
hard disks. See disks and disk drives
hard-linked partitions, 886—887
hard page faults, 1451
hardware
in boot process, 15481549
conflicts in, 117
for Macintosh computers, 11731175, 1174
for network connections, 25

preparing, 98
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RAID, 834-835
for RAS, 1581
cable modems, 1584
direct options, 1584-1585
DSL, 1584
frame relay, 1586
ISDN, 1583
modems, 1582—-1583, 1656—-1657
X.25, 1586
Registry for, 80
requirements for, 96-98
for Terminal Services
client, 1240-1242
server, 1238—1239
Hardware Abstraction Layer (HAL.DLL), 140
Hardware Compatibility List (HCL), 98, 111, 1581
Hardware Resources folder, 1541-1542, 1542
Hardware Tool window, 58—61, 59, 61
hash command, 1366
hash functions, 657, 1439, 1674
/he switch in NTBACKUP, 1526
HCL (Hardware Compatibility List), 98, 111, 1581
headers
in scripts, 134
in TCP/IP, 194
Health tab, 1341-1342, 1341
Hellman, Martin, 656
help
for command prompt, 1550
in MMC, 50
for Recovery Console, 119
HELP command, 119
help desk support, Terminal Services for, 1229-1230
hex suffixes in LMHOSTS, 344—345
hfnetchk.exe program, 1432
hidden shares, 953-954, 954
Hide File Extensions for Known File Types option, 48
Hide Protected Operating System Files (Recommended)
option, 48, 985
hiding
description bars, 75, 688
taskpad view menus, 75
hierarchies
in DNS namespace, 369-370, 371
domains, 501-502
NNTP server groups, 1377-1379
high-water marks in replication, 581, 583-584
Highly Secure Domain Controller template, 742
Highly Secure Workstation template, 742
hisecdc.inf template, 742
hisecws.inf template, 742
histograms in System Monitor, 1446—1447
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hives, 82, 89-91
HKCU branch, 1281
HKEY_CLASSES_ROOT subtree, 82, 90-91
HKEY_CURRENT_CONFIG subtree, 82
HKEY_CURRENT_USER subtree, 8283, 90-91
HKEY_LOCAL_MACHINE subtree, 82—83, 36,
86, 89-91
HKEY_USERS subtree, 82, 90-91, 809-810, 809
HKLM branch, 1280-1281, 1286
home directories
for application pools, 1343, 1343
for FTP sites, 1347, 1348, 1353—1354, 1354
for Terminal Services clients, 1259-1261, 1261
for Web sites, 1323—1325, 1323
Home Directory tab
for application pools, 1343, 1343
for FTP sites, 1353—1354, 1354
for Web sites, 1323—1325, 1323
home folders, 701
Host Domain screen, 963, 964
host header names, 1315-1317, 1316
host names, Internet, 219-220
DNS for, 221-222
e-mail names in, 222-223, 222
HOSTS file for, 220-221
Host Parameters tab, 300, 300, 302
host (A) records in DNS, 390-394, 391
Host Server screen, 964, 964
hosts
in DNS, 370
in intranets, 197
for multiple virtual Web sites, 1315-1320
in remote-control, 1580
in TCP/IP, 194
HOSTS file
in DNS resolution, 361-363, 362, 442—443
limitations of, 220-221, 370
hot start servers, 1568
hotfixes for security, 1431-1433
hotkey combinations in Terminal Services, 1295
HTTP (HyperText Transfer Protocol)
ports for, 1315
for printing, 1078
HTTP Header tab, 1330-1331, 1330
HTTP server, IIS for, 1304—-1305
hub-and-spoke design, 356-357, 356
hubs, 269
hybrid attacks, 1498
HyperText Transfer Protocol (HTTP)
ports for, 1315
for printing, 1078

1

1/0 folder, 1542
$I separator page function, 1119
/i switch
in CHKDSK, 885
in MSIEXEC, 142, 1057
I Want to Choose the Installation Partition During Setup
option, 107
1386 directory, 105
extending, 139-140
SOEMS for, 140
for RIS files, 154, 155
IANA (Internet Assigned Numbers Authority), 200
ICANN (Internet Corporation for Assigned Names and
Numbers), 200, 221-222, 370-372
ICF (Internet Connection Firewall), 271-272, 1624
icons
Desktop, 4648, 46—47
for tasks, 69, 69
ICS (Internet Connection Sharing), 215-217, 263
activating, 269-270, 269-270
duplicating, 273275, 273-275
firewalls for, 271-272
internal network connections in, 264
for Internet gateways, 1622-1623, 1623
intranet machine configuration, 271-272
ISP connections in, 264—269, 265-268
limitations of, 272—-273
and NAT, 272-275, 273-275
and port mapping, 276278, 277
troubleshooting, 279-280
Identification Changes dialog box, 1147, 1147
[Identification] section, 134—135, 175
Identification settings for FTP sites, 1350
Identification tab, 1153, 1153
Identify the paper source option, 1115
Identity tab, 1342, 1342
Idle Time setting, 1512
Idle Time Before Hanging Up setting, 1595
IIS (Internet Information Services), 1078, 1303. See also
Web sites
configuration
default, 1308, 1308
global, 1309-1310, 1309-1310
functions of, 1304—1306
installing, 1306-1308, 1306—-1307
managing, 56
security in, 679680, 739
turning off, 1431
IIS 5 isolation modes, 1304



IIS Certificate Wizard, 1411-1413, 1411—-1414
IIS Log File Format, 1387
IIS.MSC tool, 56, 1310
IIS Temporary Compressed Files directory, 1311
1IS_WPG group, 1342
iisapp.vbs script, 1343
iiscnfg command, 13381339
iisftp.vbs script, 1360, 1362
tisftpdr.vbs script, 1359
iisvdir.vbs script, 1337
iisWeb.vbs script, 1317
images, system
creating, 163-164, 164—165
delivering, 169
limiting, 173
Sysprep for, 187-188
Images directory, 173
Images tab, 167, 167
Import Certificate Wizard, 896
Import media pool, 1519, 1521
Import MediaPresent dialog box, 1521, 1521
Import Policy option, 772
importing
certificates, 896-897
quotas, 903
security templates, 771-772, 772
IMS (Internet Mail Service) program, 1402
IN keyword, 423
in-place migration, 611
preparing for, 612
pros and cons of, 616
from Windows 2000, 614—616
from Windows NT, 612-614, 613
#INCLUDE command, 346
Include OLE Information When Deploying Applications
option, 1001
Incoming Forest Trust Builders group, 720
Increase quotas right, 734
Increase scheduling priority right, 734
Incremental backups, 1505
incremental zone transfers, 414
Index Files with Unknown Extensions option, 1417
index.html file, 1325
Index News Content option, 1377
Index This Resource option, 1324
Indexing Service, 1415-1416
catalogs in
contents of, 1419—1421, 1420
creating, 1419, 1419
standard, 1419

documentation for, 1416
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managing, 1417-1419, 1417-1418
operation of, 1416-1417
permissions in, 1421
querying
from Manage Computer, 1421-1423, 1422
troubleshooting, 1429
from Web, 1423—-1429
InetOrgPerson object, 546
inetsry tool, 56
infinite loops in replication, 582
.info domain, 372
Information events in Event Viewer, 1475, 1479
Information Properties dialog box, 1478
infrared RAS connections, 1585
infrastructure
FSMO:s for, 565-567
for RIS, 149
inheritance
in Active Directory planning, 653
group policies, 747, 760-761
permissions, 931-933, 931-933, 937
Inheritance Overrides dialog box, 1312, 1312
Initial Connection dialog box, 1639, 1639
Initial Settings screen, 153, 154
Initials setting, 690
Install Microsoft Windows Network option, 1158
Install mode in Terminal Services, 1281-1282
Install New Modem screen, 15861587, 1587—1588
Install New Modem wizard, 1586—1587
/install option in change user, 1282
install.osc file, 181-182
Install Printers screen, 131, 132
Install This Application at Logon option, 1003
Install This CA Certification Path option, 676
Install This Certificate link, 674
installation
applications in multiuser environments, 1281-1284, 1282
branch offices, 11
Client32, 1669-1670, 1670
DHCP, 306, 307
disks, 844
FrontPage Server extensions, 1332-1333, 1333-1334
FSM, 1182-1190, 1182-1187, 1189—1190
hardware. See hardware
1IS, 13061308, 1306—1307
printers, 1065-1069, 1065-1069, 1094-1098
RAS, 15861588, 1587-1588, 1598—-1601, 1598-1601
Recovery Console, 1555, 1555
RIS, 152—-153, 153
software. See software deployment

UAMs, 11911194, 1191-1194
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‘Windows 2003, 95
BIOS preparation in, 98-99
ﬂlesystems in, 100
graphical-based setup, 111-115
hardware preparation, 98
network connections and options in, 101-104
partitioning in, 99
planning and preparation, 95-96
post-installation procedures, 116-117
preinstallation procedures, 105-108, 106
with RIS. See RIS (Remote Installation Services) tool
server names in, 100—101
Sysprep for, 184-188
system hardware requirements for, 96-98
text-based setup, 108-111
troubleshooting, 117-120
unattended. See scripts; unattended installation
WINS, 348-349, 349-350
Installation Source Files Location screen, 155, 155
Installers group, RIS for, 171-173
instances in System Monitor, 1446, 1473
Integrated Windows Authentication
for NNTP servers, 1375
for SMTP servers, 1390
integrated zones. See Active Directory—integrated zones
integration with NetWare. See NetWare
Intellimirror, 736
inter-site replication, 593-596, 593-595
Inter-Site Topology Generator (ISTG), 596
INTERACTIVE group, 722
interface, user, Terminal Services for, 1229
Interface column in routing table entries, 247
Interface Metric setting, 248
Interface Name screen, 1646, 1646
Internal Port setting, 1625
internal security threats, 1442
Internet. See Web sites
Internet Account Information screen, 266, 267, 1589, 1589
Internet Assigned Numbers Authority (JANA), 200
Internet Connection Firewall (ICF), 271-272, 1624
Internet Connection screen, 264, 265
Internet Connection Sharing (ICS). See ICS (Internet
Connection Sharing)
Internet connections, RAS for, 1574-1576, 1588—1597,
1589—1594
Internet Corporation for Assigned Names and Numbers
(ICANN), 200, 221-222, 370-372
Internet Explorer
restricting, 775
scripts for, 136
Internet Explorer folder, 1545-1546

Internet gateways, 1620-1627, 1622—-1626
Internet host names, 219-220
DNS for, 221-222
e-mail names in, 222-223, 222
HOSTS file for, 220-221

Internet Information Services (IIS), 1078. Sec also Web sites

configuration
default, 1308, 1308
global, 1309-1310, 1309-1310
functions of, 1304—-1306
installing, 1306—1308, 1306-1307
managing, 56
security in, 679680, 739
turning off, 1431
Internet Information Services folder, 1078
Internet Information Services Manager, 679
Internet Mail Service (IMS) program, 1402
Internet Packet Exchange / Sequenced Packet Exchange
(IPX/SPX) protocol
for CDNW, 1664, 1666
support for, 26
Internet printing
connections for, 1090-1092, 1091
for printer setup, 1094
Internet Printing Protocol (IPP), 1078
Internet Protocol (IP), 195, 195
error checking in, 211
routers in, 195-196, 198-200
routing in, 198-200
subnets in, 195-196
Internet Protocol (TCP/ IP) Properties dialog box,
228-229, 229
for Internet gateways, 1626-1627, 1626
for private networks, 1619-1620, 1620
for Windows XP workstations, 1133, 1134
Internet service providers (ISPs)
in ICS, 264—269, 265-268
for Internet connections, 1589—1592
Internetwork Packet Exchange (IPX) protocol, 101
% Interrupt Time counter, 1454
interrupts and IRQs for device drivers, 1454
interserver communications, 956
intranets, 223—224, 485-486
connections for
cable modems and DSL, 224-225
dumb terminal, 224
LAN, 225
PPP, 224
terminal, 225-226, 226
ICS configuration for, 271-272
IP addresses for, 203, 226227



IP (Internet Protocol), 195, 195
error checking in, 211
routers in, 195—-196, 198—-200
routing in, 198-200
subnets in, 195-196
IP Address and Domain Name Restrictions dialog box,
1082-1083, 1082, 1328-1329, 1329
IP Address and Port Settings screen
for FTP sites, 1346—1347, 1346
for Web sites, 1314, 1314
IP Address Assignment screen, 1598-1599, 1599
IP Address Range screen, 309, 310
IP addresses, 196, 485
CIDR in, 208-211
Class A, B, and C, 200-202, 201
DDNS registrations with, 428
DHCP for. See DHCP (Dynamic Host Configuration
Protocol)
Ethernet, 196
for FTP sites, 1346-1347, 1346, 1350, 13541355
for Internet gateways, 1623, 1625-1627
for intranets, 226—227
multiple, 242-243, 242
in NAT. See NAT (Network Address Translation)
for NLBC, 300-302, 301
for NNTP servers, 1368-1369, 1371
for printers, 1082-1083, 1204-1205, 1205, 1217, 1218
quad format for, 196-198, 197
for RAS, 1590-1591, 1598-1600, 1599-1600, 1611
for RIS, 149
routable and nonroutable, 202—-203
for routing, 1649
for SMTP servers, 1384—1385, 1390-1391, 1391
special, 203—-204
static, 227-229, 228-229, 298, 428
subnet masks in, 205-206
subnetting in, 206—-208
for Terminal Services, 1245
for VPNs, 1633, 1636-1638, 1640
for Web sites, 1314, 1314, 1328-1329, 1329, 1438
IP Filter List dialog box, 286, 287
IP Filter List tab, 290, 291
IP Filter Properties dialog box, 287-288, 287,
295-296, 295
IP folder, 594
IP leases in DHCP, 327-328
duration of, 311-312, 312-313
expiration of, 334-335
signing, 334, 334-335
IP routing in RRAS, 257
IP Settings tab, 242-243, 242, 248, 300-301, 301

IP (INTERNET PROTOCOL) ¢ ISPS (INTERNET SERVICE PROVIDERS)

IPC$ share, 956
ipconfig /all command, 229-231, 230
for DHCP, 334, 335
for IP addresses, 327
for MAC addresses, 305
for NLBC, 301-302, 301
for routing, 255, 255
for Windows XP workstations, 1134
for WINS, 347
ipconfig / displaydns command, 361, 443—444
ipconfig /flushdns command, 361, 444-445
ipconfig /registerdns command, 435, 438, 522
ipconfig /release command, 327, 335
ipconfig /renew command, 322, 327, 335
ipconfig /setclassid command, 322
IPP (Internet Printing Protocol), 1078
IPSec, 280281, 654
actions in, 283, 288-290, 288—-289
authentication in, 283
features in, 296
filters in, 283—284, 286288, 286288, 292296, 295
NAT Traversal in, 7
for PKI, 677
policies in, 284-286, 284
rules in, 283, 285, 290-296, 290-292, 295
for transmissions
blocking, 281, 294
encrypting, 281-282
permitting, 282, 295
signing, 282
in Windows, 284—292, 284, 286—292
IPSec Policy Wizard, 290
Ipsecmon program, 292
IPV6 addresses, 202
IPX (Internetwork Packet Exchange) protocol, 101
IPX/SPX (Internet Packet Exchange / Sequenced Packet
Exchange) protocol
for CDNW, 1664, 1666
support for, 26
IRQs folder, 1542
/is switch in NTBACKUP, 1526
ISAPI Filters tab, 1322—-1323, 1322
ISDN
for persistent connections, 262
for RAS, 1583
Isolate Users option, 1359
Isolate Users Using Active Directory option, 1360
isolation modes, 1304
ISPs (Internet service providers)
in ICS, 264269, 265-268
for Internet connections, 1589—1592

1709
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ISTG (INTER-SITE TOPOLOGY GENERATOR) ¢ LIFE-CYCLE MANAGEMENT

ISTG (Inter-Site Topology Generator), 596
Items to Backup screen, 1501, 1501

Items to Synchronize dialog box, 986, 986
iterative queries vs. recursive, 451452

TUSR accounts, 1433

J

/j switch in NTBACKUP, 1525
JavaScript language, 724
job numbers in separator pages, 1119
join option in netdom, 622-623
joining
domains, 234237, 236
machines to domains, 622—623
workgroups, 36
JScript language, 723-724
junction points, 1535

K

Kahn, Robert, 192
KCC (Knowledge Consistency Checker) program,
573-574, 574
Keep Only the Version on My Computer option, 988
KeepRasConnections registry key, 1656
Kerberos authentication, 283
for networks, 29-31
for printers, 1080
Kernel Memory section in Task Manager, 1482
key files, 1283
key option in ADMT, 632
keyboard shortcuts with RDP clients, 1250-1251
keyboards, RDP drivers for, 1236
keys
certificate, 655—658
Registry, 83—84, 87
keywords in shared folders, 549
kixin.scr script, 727-729
kixlogin.bat script, 726-727
KiXtart language, 723-725
Knowledge Base articles, 1225
Knowledge Consistency Checker (KCC) program,
573-574, 574

L

$L separator page function, 1119
/1 switch

in CHKDSK, 885

in NTBACKUP, 1526

/L switch in MSIEXEC, 1057
LOphtCrack utility, 1497
L2F (Layer 2 Forwarding), 1628

L2TP (Layer 2 Tunneling Protocol), 1628-1642, 1629-1641

LAN and Demand-Dial Routing option, 1644
LAN connections for intranets, 225
LAN Manager, 42—43
language monitors, 1064
languages, scripting, 723-725
LANMANNT BMP, 43
laptop computers
dynamic disks on, 852
encryption for, 896897
Last Known Good Configuration, 85, 1551-1553, 1552
Last Name setting, 690
Layer 2 Forwarding (L2F), 1628

Layer 2 Tunneling Protocol (L2TP), 1628-1642, 1629-1641

led command, 1365
LCP (Link Control Protocol) extensions, 1608
LDAP (Lightweight Directory Access Protocol), 479,
586, 687
Lease Duration screen, 312, 312
leases in DHCP, 327-328
duration of, 311-312, 312-313
expiration of, 334-335
signing, 334, 334-335
Least Recently Used (LRU) algorithm, 1234
legacy systems, 339
logon scripts, 767
security in, 31
libraries
DLL
CSE, 746
for spooler, 1061
in RSM, 1517-1518
License Agreement, 128-129, 128
[LicenseFilePrintData] section, 133-134
licenses, 113, 128—129
in installation, 102—104
for shared folders, 915-916
in Terminal Services, 1271
activation in, 1274—1278, 12741278
application licensing, 1278-1279
client connections, 1265
model, 1271-1272, 1271
session licensing, 1272—1274
Terminal Services Licensing tool, 1274-1278,
1274-1278
TSCALs, 1238
Licensing program screen, 1276, 1278
life-cycle management, 976
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Lightweight Directory Access Protocol (LDAP), 479,
586, 687
Limit Connection Size option, 1373
Limit Message Size To setting, 1383
Limit Number of Outbound Messages per Connection To
setting, 1388
Limit Number of Recipients per Message To setting, 1388
Limit Post Size option, 1372
Limit Session Size To setting, 1383
Limit Web site connections option, 1321
limited broadcast addresses, 250
Link Control Protocol (LCP) extensions, 1608
link fault tolerance, 961
link tracking method, 814-815
links
for Dfs, 966—968, 967-968
for group policies, 745, 752
for taskpad views, 7375, 75
Links tab, 752
list command, 849-850
List Folder permission, 927-928
List Folder Contents permissions, 930
list partition command, 850
Listed Options Are Correct option, 1169
listsve command, 119, 1560, 1563
LMHOSTS file, 241, 343—-346, 349
in DNS resolution, 361-363, 362
for trusts, 624—625
Load and unload device drivers right, 734
load balancing with MetaFrame, 12371238
Load Hive dialog box, 810, 8§10
Load Hive option, 92, 810, 810
Loaded Modules folder, 1545
loading profiles, 826
local Active Directory replication, 571572
crashes in, 577-578
frequency of, 573
high-water marks and up-to-date value in, 581, 583-584
infinite loops in, 582
KCC program in, 573574, 574
loops in, 572-574, 572
meshes in, 574-575
with multiple domain controllers, 584—586, 585
with one-domain controllers, 579
steps in, 586-587
topologies in, 575-576, 576577
update sequence numbers in, 579—580
Local Area Connection option, 333
Local Area Connection Properties dialog box
for AppleTalk, 1200, 1201
for CNSW, 1664—1666, 1665, 1667

for FSM, 1182, 1183
for IP addresses, 228, 228
for NFA, 1674
for NLBC, 299, 299
for Windows XP workstations, 1133, 1133
Local Area Network (LAN) Routing Only option, 1644
Local authentication in NetWare, 1673—1674
Local Computer folder, 665
Jocal domain, 549-550
local groups, 491, 710-714
built-in, 718-721, 718
domain, 492-493, 712-713
machine, 492, 492
Local or Network Printer screen, 1065, 1065, 1087, 1088
Local or Network tab, 1072
Local Path field, 1323
Local Policies category, 771
“Local policy of this system does not allow you to log in
interactively” error message, 1252
local profiles, 823
Local Resources tab, 1250, 1250
Local Security Policy tool (SECPOL.MSC), 284285,
606-607, 686, 732-733, 738
Local Security Settings dialog box
for auditing, 606, 607, 951, 951
for policies, 284285, 284
for user rights, 732-733, 733
Local Settings folder, 798
Local User option, 812, 813
Local User Properties dialog box, 812, 813
Local Users and Groups, 54, 491, 492
Local Windows Accounts authentication, 1403
localhost-Security_LOG.txt file, 611
LocalTalk networks, 1177
LocalUser directory, 1359
Locate Your Printer screen, 1087—1088, 1088
Location and Comment screen, 1068, 1068
Lock pages in memory right, 735
locking out Administrator account, 1439
lockout policies
group policies for, 776778
for Web sites, 1440
Log Access option, 1377
Log Detailed Events option, 351
.LOG extension, 90-91
log files. See logs and logging
Log Files tab, 14621463, 1462
Log Off option, 1486
Log on as a batch job right, 735
Log on as a service right, 735
Log On at Startup option, 1161
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LOG ON LOCALLY RIGHT ¢ M (MIXED) NODE

Log on locally right, 735
Log On tab, 1207, 1207

Log On to Windows NT Domain option, 1153
Log On to Windows NT or LAN Manager Domain option, 1161

Log Visits option
for FTP sites, 1354
for Web sites, 1324
logging. See logs and logging
logging in. See logons
Logging Level setting, 1404
logging mode in RSOP, 786
logging off, scripts for, 603, 723
Logging tab for Windows Services, 1221
logical drives, 838, 846—849, 848
logical operators in queries, 1423
logical partitions vs. physical disks, 830
LOGIN action, 178
login scripts, 701, 723
assigning, 725
example, 725729
group policies for, 603
languages for, 723-725
login.bat script, 725726
Logoff access type, 1270
logoff command, 1288
logofts, scripts for, 603, 723
Logon access type, 1270
logon command, 119, 1560
logon function in net, 1170
logon hours for users, 697-698, 697—698
Logon/Logoff tab, 990, 990
Logon Message setting, 1185
logon names
in separator pages, 1119
UPN: for, 526—527
Logon Properties dialog box, 766, 766
logon servers, 29, 478—479
Logon Workstations dialog box, 698, 698
logons
under Active Directory, 507-508
auditing, 604
branch office caches for, 12
centralized, 478—479
contextless, 1671-1672, 1672
for group policies, 602
scripts for, 701, 723
assigning, 725
example, 725-729
group policies for, 603
languages for, 723-725
and security, 28

smart cards for, 655
with Sysprep, 186187, 187
troubleshooting, 522-524

%LOGONSERVER % environment variable, 825

logos in Setup, 140

logs and logging. Sec also Event Viewer; Performance Logs and

Alerts tool
in auditing, 607-611, 608, 610
backup
levels in, 1528
types of, 1505, 1506
viewing, 1531-1532, 1531
boot, 1553—1554
for DDNS scavenging, 434
for DHCP, 323
for disk quotas, 901
for events
in recovery, 1568
in System Tools node, 54
types of, 14731474
for FTP sites, 1350
for modems, 1657
for NNTP servers, 1372, 1377
for POP3 server, 1404
for print servers, 1124-1125, 1124
in recovery, 1568
restore, 1536
for SMTP servers, 1387
transaction
in Active Directory, 516
in NTFS, 832
size of, 885
for Web sites, 1321, 1437
in WINS, 351
Iong filenames, 870
lookup zones in DNS, 384-385
loopback addresses, 203, 234

loops in replication

local Active Directory, 572-574, 572, 582

WINS, 357

LPT ports, 10831084
mapping, 1094
for printers, 1115

LRU (Least Recently Used) algorithm, 1234

M

M (Mixed) node, 340-341
in Active Directory, §96-598
for groups, 716
and universal groups, 494—495



/m switch
in MSIEXEC, 1024
in NTBACKUP, 1526
in winnt32, 123
MAC (Media Access Control) addresses
BOOTP server for, 304—305
on NICs, 196198, 485
%MACHINEDOMAIN% environment variable, 177
machines
accounts for, 170
groups for, 490-496, 492, 713-714
names for, 341-343
Macintosh computers, 1173
DHCP and DN for, 1179-1180, 1179-1180
file sharing
FSM for, 1182-1190, 1182—1187, 1189—-1190
Server 2003 server shares, 1181, 11941198
OS X clients, 1211-1214, 12121213
shared volumes, 1199-1202, 1199-1202
UAM installation, 1191-1194, 11911194
hardware, 1173-1175
operating systems, 1175-1178
OS X client integration, 12091210
DHCP for, 1210-1211, 1210
file sharing, 12111214, 1212-1213
printing for, 1214-1219, 12141219
printer sharing, 1202
with AppleTalk-enabled printers, 1202-1203, 1203
Desktop Printer Utility for, 1203—1205,
1203—-1205
with non-Postscript printers, 1206
Print Server for Macintosh service for, 1206—1209,
1206—1209
security in, 1176
server integration with, 1219-1224, 1220-1223
macshare folder, 1197-1198, 1198
Magnifier tool, 107
mail clients, 223
Mail Exchange (MX) records
adding, 401-402, 401
for fault tolerance, 401
for flexibility, 400
in zone file formats, 425-426
Mail Exchange (MX) tab, 401402, 401
mail router, 222
mailboxes, 1404—1405, 1404—1405
mailex.asp program, 1400-1401
Main MMC Window, 52, 52
mainframes, 1230-1231
Make Available Offline option, 983, 985
Make Default option, 1091

/M SWITCH ¢ MASTER/RESOURCE MODEL

Make New Connection dialog box, 1612-1613, 1613
Make New Connection wizard, 1635-1637, 1635—1636
/makelocalsource switch in winnt32, 123
.man files, 816, 1260
man in the middle attacks, 512
Manage auditing and security log right, 735
Manage Authorized Servers dialog box, 151, 151, 308, 308
Manage Documents permission, 1104
Manage Filter Actions tab, 288, 288
Manage IP Lists and Filter Actions dialog box, 286-290,
286, 288
Manage Policy Links permission, 763
Manage Printers permission, 1104
Manage WMI Filter dialog box, 759-760, 760
Manage Your Server page, 116
Manage Your server tool, 1242
Managed By tab, 708
Managing Multiple Remote Access Servers screen,
1600-1601, 1601
mandatory profiles, 700, 816-818
shared, 825
summary, 824
for Terminal Services clients, 1260
in Windows 95/98, 827
in Windows NT, 827
manual caching for Offline Files, 984
map command, 1560, 1566
Map Network Drive dialog box
for hidden shares, 954, 954, 956
for Windows NT workstations, 1148—1149, 1148
for Windows XP workstations, 1139, 1139
Map Network Drive option, 1139, 1143, 1148, 1155
mapping
certificates, 680, 1415
for MIME, 1309-1310, 1310
ports, 276278, 277
for printers, 1093—-1094
shared folders, 911, 912, 954, 954, 956
for Terminal services, 1264, 1264
volumes, 832—833
for Windows NT workstations, 1148—-1149,
1148, 1155
for Windows XP workstations, 1139, 1139
in WINS, 349, 350
market share, Windows 2003 server, 39
Masquerade Domain setting, 1395
Master Boot records (MBRs), 831, 835, 887
master browsers, 32
Master DNS Servers screen, 412, 413
master file table (MFT), 883
master/resource model, 619-620



1714
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masters in Dfs replication, 971-972
Maximize Data Throughput for File Sharing option, 1491
Maximize Data Throughput for Network Applications
option, 1491

Maximum Connections message, 1353
Maximum Hop Count setting, 1394
Maximum option in software deployment, 999—1000
Maximum Password Age setting, 755, 777
MBRs (Master Boot records), 831, 835, 887
md command, 1560, 1564
Media Access Control (MAC) addresses

BOOTP server for, 304—305

on NICs, 196198, 485
Media folder, 1518
media in RSM, 1518-1519, 1518, 1521-1524
media pools in RSM, 1519-1521, 1520-1521
member management in Dfs, 972-973, 973
Member Of tab

for groups, 708

for user accounts, 701-703, 702
member servers, 30
Members tab, 172

for Enterprise Admins Properties, 534, 534

for groups, 707
memory

for DNS forwarders, 455

for domain controllers, S09

requirements for, 96-98

sharing, 1233-1234

System Monitor for, 1449-1453

for Terminal Services, 1239

virtual

operation of, 1449-1450
tuning, 1488-1489, 1489

for Windows terminals, 1241
Memory folder, 1542
memory leaks, 1279, 1451
Merge Mode option, 784
merging domains, 651
meshes in replication, 574575
Message access type, 1270
messages

certificates for. See certificates

for print servers, 1124-1125, 1124

in Terminal Services Manager, 1293-1294, 1293
Messages tab

for FTP sites, 1352—1353, 1353

for SMTP servers, 1387—-1389, 1389
Messenger service, 343, 1439
<META> commands, 178—183

<META SERVER> command, 181
metadata cleanup, 643
MetaFrame for Terminal Services, 12361238
metrics in routing table entries, 247-249, 249, 252
MFT (master file table), 883
Microsoft Certificate Services dialog box, 671-676,
671-672, 674, 676
Microsoft clearinghouse, 1271
Microsoft Database Engine (MSDE), 5
Microsoft Disable NetBIOS Option, 319
Microsoft Encrypted Authentication (MS-CHAP) option,
1604-1605
Microsoft IIS Log Format, 1350
Microsoft LAN Manager, 42—43
Microsoft License Pak (MLP), 1273
Microsoft Management Console. See MMC (Microsoft
Management Console)
Microsoft Message Queue, 546
Microsoft Office XP Setup dialog box, 1020, 1021
Microsoft Only option, 1185
Microsoft Open License program, 1273
Microsoft Point-to-Point Compression (MPPC)
protocol, 1608
Microsoft Release DHCP Lease on Shutdown Option, 319
Microsoft saved consoles (MSCs), 5051
Microsoft SharePoint Administrator, 1333
Microsoft Software Installer packages. See MSI (Microsoft
Software Installer) packages
Microsoft TCP/IP Properties dialog box
for DHCP relay agents, 330, 331
for workstations, 1145, 1145
Microsoft UAM Volume folder, 1184, 1184
Microsoft UAM Volume Properties dialog box, 1189, 1189
Microsoft Windows Network dialog box, 1160, 1160
Microsoft Windows Remote Boot Disk Generator dialog box,
159, 160
Migrate Group SIDs to Target Domain option, 636
migration, 611
ADMT for, 618, 629
for ACLs, 640641
example, 629-630
migration process with, 633—-640, 634—640
setup for, 630633, 633
testing migration with, 637638
for trusts, 630
clean, 616—-619
in-place, 611
preparing for, 612
from Windows 2000, 614-616
from Windows NT, 612-614, 613
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NETDOM for, 621
for domains, 621-624
LMHOSTS for, 624—625
for transitive forest trusts, 625—628, 626
with NetWare, DSMT for, 1662
permissions in, 617618
SID histories in, 617-618
trust relationships in, 619629
migration tools for combining elements, 505
MIL domain, 222
MIME (Multipurpose Internet Mail Extensions)
adding and removing types, 1331
mappings for, 1309-1310, 1310
MIME Types dialog box, 1310, 1310
Minimum Password Age option, 777
Minimum Password Length option, 777
mirror sets, 839—840, 8§40
breaking, 863, 888
creating, 861-862, 861
deleting, 862-863, §62—863
guidelines for, 864
for system recovery, 891-892, 8§91
Mirrored option, 288, 295
Missing indicator, 888
Mixed (M) node, 340-341
in Active Directory, 596-598
for groups, 716
and universal groups, 494-495
mkdir command, 1560, 1564
MKS Toolkit, 724
MLP (Microsoft License Pak), 1273
MMC (Microsoft Management Console), 49
benefits of, 49-50
for certificates, 663—665, 664—665
consoles in
Computer Management, 52—54, 53. See also Computer
Management tool
creating, 5661, 57-61
distributing, 77
editing, 77
packaging, 75-77, 76
taskpad views in. See taskpad views
extensions, 779781, 780
group policies for, 778781, 779-781
limitations of, 50
new features in, 50
terminology for, 50-52, 52
tools in, 54—56
Mobile Sync screen, 990
ModemLog_modemname.txt file, 1657

modems
log files for, 1657
for persistent connections, 261-262
for RAS, 1582-1583, 1656—1657
Modems tab, 1586, 1657
moderated newsgroups, 1373, 1379
Modifications tab, 1006, 1007, 1034, 1034
Modify firmware environment values right, 735
Modify permissions, 930
molecular permissions, 929-930
monitoring
DHCP, 325-326, 325-326
system. See Event Viewer; Performance Logs and Alerts
tool; System Monitor
monitors, print, 1063—-1064
more command, 1560
More Info link, 1128
Most Fragmented Files window, 879-880
mounted drives, 831-833, §32
MountedDevices key, 889
mounting partitions to folders, 831-832, 832
Move dialog box, 709, 709
move option in netdom, 623
Move Successful Number to Top of List option, 1593
MOVETREE command, 709
moving
dynamic disks, 887-889
encrypted files, 894
in FTP, 1364—-1365
groups, 709, 709
paging files, 1488-1489
servers, 592—-593, 593
tapes, 1522
user accounts into OUs, 536—537
MPPC (Microsoft Point-to-Point Compression)
protocol, 1608
mr900i router, 260
MS-NET tool, 42
.msc extension, 50
MSCs (Microsoft saved consoles), 5051
MSDE (Microsoft Database Engine), 5
MSDOSInitiated setting, 134
msg command, 1288, 1293-1294
MsgQBadAppSleep TimeInMillisec value, 1286
MSI (Microsoft Software Installer) packages, 994
administrative installs, 1019—-1024, 1020—1023
assigning, 1018-1019, 1018
creating, 1041-1047, 1041-1047
customizing, 1025-1030, 1025-1029
editing, 1047-1055, 1047-1056
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publishing, 1008-1014, 1009-1014
redeploying, 1014-1015, 1015-1016
removing, 1016-1018, 1017
testing, 1057-1058, 1057
Windows Installer for, 994-995
WinINSTALL LE for, 1038—-1041
MSIEXEC tool, 142, 1022—-1024, 1057
msinfo32.exe tool, 15471548
MSMQ Queue Alias object, 546
MSP files, 994
msrdpcli.exe program, 1244
MST files
for Office XP deployment, 1030-1034, 1030—1034
with Windows Installer, 994
multi-DHCP networks, 335-336
multi-WINS networks, 352
replication in, 355-357, 355-356
server numbers in, 352—353
updating servers in, 354—355, 354
multidomain structures
forests for, 502—507, 502
vs. organizational units, 498—499
split-brain DN for, 470
trees for, 501-502
multihomed computers
for routers, 198, 254-255, 254
for WINS servers, 357—358
Multilink Connections option, 1607
multimaster replication, 488—489
vs. single-master, 555-556
for zones, 437—438
multiple domain controllers, replication with,
584-586, 585
Multiple Names Found dialog box, 1102, 1102
multiple permissions for shared folders, 941
multiple taskpad tools, 62—63, 62
multiple virtual Web sites, 1317-1318
multiprocessor-capable machines, 1238—1239
Multipurpose Internet Mail Extensions (MIME)
adding and removing types, 1331
mappings for, 1309-1310, 1310
multiuser environments, applications in, 1279
choosing, 1279-1280
compatibility scripts for, 1282-1283
hand-tuning, 1284
installing, 1281-1284, 1282
Registry for, 1284-1287, 1285-1286
usernames for, 1287
.museum domain, 372
MX (Mail Exchange) records
adding, 401-402, 401

for fault tolerance, 401
for flexibility, 400
in zone file formats, 425—426
My Computer
for folder options, 48
icon for, 46, 47
for My Network Places, 1136, 1137
My Document Properties dialog box, 769, 769—-770
My Documents folder, 767-769, 798
My Network Places, 38
icon for, 46, 47
for Windows 2000 workstations, 1142, 1142
for Windows XP workstations, 1136, 1137
My Use Only option, 1640

N

$N separator page function, 1119

-n switch in nbtstat, 341, 347

/n switch in NTBACKUP, 1525

NACK (negative acknowledgments) in DHCP, 328

NAI files, 1047

Name, Description, and Settings screen, 917, 917,
1196, 1196

Name and Address Translation Services screen, 274—275, 274

Name and Organization dialog box, 111
.name domain, 372
name resolution, 339, 485
DN for, 442, 480
caches in, 443—446
HOSTS in, 442443
preferred DNS servers in, 445452, 446
in NetBIOS, 363-366, 365
in TCP/IP, 220
for Terminal Services, 1245
in WINS, 360-363, 362
name server (NS) records
in DNS, 396-398, 397-398
in zone file format, 424—425
Name Server (NS) tab, 398, 398, 420, 420
name servers for delegation, 420, 420
Name Servers screen, 420, 420
Name Servers tab, 397, 397
Name Your Printer screen, 1067, 1067
named pipes, 956
names
administrators, 236, 685, 1440-1441
alerts, 1469
application pools, 1343
Default-First-Site-Name, 590
demand-dialed interfaces, 1646-1647, 1646



Dfs roots, 964-965, 965
in DNS, 368—-369
hierarchy in, 369-370, 371
second-level domains in, 373-374
third-level domains in, 374-375
top-level domains in, 371-373, 549-550
domains, 516, 644—649, 651-652
DHCP for, 312-313
FSMOs for, 557, 563-564, 563
renaming, 12
for TCP/IP, 233-239, 235-237
in DOS workstation setup, 1167, 1167
e-mail, 222-223, 222
FTP sites, 1346

NAMESPACES ¢ NET TIME COMMAND

Narrator tool, 107
NAT (Network Address Translation)

address ranges and firewalls in, 278-279, 279-280

vs. ICS, 272

and ICS, 273-275, 273-275

with IPSec, 296

NAT Traversal, 5—7

vs. PAT, 217

in routing, 263

troubleshooting, 279-280
NAT /Basic Firewall Properties dialog box,

279, 279

NAT Internet Connection screen, 274, 274
National Research and Education Network
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Guest account, 685 (NREN), 192

Indexing Service catalogs, 1419 National Science Foundation, 192

log files, 1460, 1463 Native File Access (NFA), 1662, 1664, 1673—-1676,
in NBT, 341-343 1675-1676

in NetBIOS, 341-343 Native File Access Pack (NFAP), 1673

NetWare, 1664 Native mode

newsgroups, 1377, 1379 in Active Directory, 5§96-598
NNTP servers, 1368 for groups, 716-717, 717

packages, 1002 and universal groups, 494—495, 713
printers, 1067, 1215, 1217 NBT (NetBIOS over TCP/IP) protocol,
in Registry, 8385, 84 339-343, 1674

NBT proxy in RRAS, 7-8

nbtstat -A command, 342

resolving. See name resolution
reverse Jookup zones, 384

scopes, 309, 309 nbtstat -c command, 364

server, 100-101 nbtstat -n command, 341, 347

services, 1625 nbtstat -R command, 364

shares, 914, 1067, 1188, 1196, 1196 NCP (Network Control Protocol), 192

sites, 591 NCSA Common Log File Format, 1387

split-brain DNS for, 470 NDIS drivers, 1166

tapes, 1522, 1528 NDIS.SYS file, 1554

taskpad views, 64 NDRs (non-delivery reports), 1389

tasks, 69, 71 NDS (Novell Directory Service)

Terminal Services connections, 1246 operation of, 1663

trace logs, 1467 security for, 31

trees, 652 NEAR operator in queries, 1423

underscores in, 550 negative acknowledgments (NACK) in DHCP, 328

users, 526—527, 690—691. See also usernames negative caching, 444

zone files, 424 NegativeCacheTime entry, 444
namespaces, 501 Negotiate Security option, 288

DNS, 368-369 Neighborhood tab, 1221, 1222

hierarchy in, 369370, 371
second-level domains in, 373—-374
third-level domains in, 374-375 net.exe program, 1169-1171
top-level domains in, 371-373, 549-550 net logon command, 1170
unifying, 485-486 NET Passport Authentication option, 1328
Naming Conflicts screen, 640, 640
naming contexts, 575

nested groups, 714-717
.net domain, 222, 371

net password command, 1171
net time command, 569-570



NET USE COMMAND ¢ NETWORK INTERFACE CARDS (NICS)

net use command, 957
accounts for, 957
clients for, 337
for credential conflicts, 958
for different accounts, 957
vs. ping, 336
for shares, 1170
for WANSs, 958
net use Ipt1 command, 10831084
net user command, 705-706
net view command, 337
for browse lists, 33—-34, 34, 37
for DOS clients, 1170
for printers, 1083
NetBEUI (Network Basic Input/Output System Extended
User Interface) protocol, 26, 101
NetBIOS (Network Basic Input-Output System)
name resolution sequence in, 363-366, 365
names in, 485486, 515-516
and Winsock, 338
NetBIOS Domain Name screen, 515-516, 515, 545, 545
NetBIOS over IPX/SPX protocol, 1664
NetBIOS over TCP/IP (NBT) protocol, 339-343, 1674
NETDOM tool, 621
for domains, 621-624
LMHOSTS for, 624—625
for transitive forest trusts, 625—628, 626
NetHood folder, 798
NETLOGON directory, 517, 726
NETLOGON.DNS file, 552
NETLOGON share, 956
netsh command, 326, 378, 389
netsh diag gui command, 232, 232
netstat command, 246
NetWare, 1661-1662
Client32, 1669-1673, 1670-1673
CNSW, 1664—1669, 1665-1669
Directory Service, 1663
filesystems, 1664
migration with, 1662
NFA, 16731676, 1675-1676
NetWare Directory Service (NDS)
operation of, 1663
security for, 31
NetWare or Compatible Network dialog box,
1667, 1668
Network Address Translation (NAT)
address ranges and firewalls in, 278-279, 279-280
vs. ICS, 272
and ICS, 273-275, 273-275
with IPSec, 296

NAT Traversal, 5—7
vs. PAT, 217
in routing, 263
troubleshooting, 279-280
Network and Dial-Up Connections window
for multihomed computers, 254-2585, 254
for network binding order, 219
Network applet
for DHCP relay agents, 330
for routers, 254
network-aware software, 337
Network Basic Input-Output System (NetBIOS)
name resolution sequence in, 363-366, 365
names in, 485-486, 515-516
and Winsock, 338
Network Basic Input/ Output System Extended User
Interface (NetBEUI) protocol, 26
network binding, 218-219
Network Client Administrator utility, 1164—1165
Network Configuration Is Correct option, 1169
Network Configuration Operators group, 720
Network Connection applet
for private networks, 1617, 1618
for Windows XP workstations, 1132, 1133
Network Connection Type screen
for Internet connections, 264, 265
for VPN, 1637, 1637, 1639, 1639
for Windows XP, 1615, 1615
Network Connection window, 270, 270
Network Connection Wizard
for gateways, 1621
for private networks, 1616-1620
for VPNs, 16371638, 16371638
Network Connections dialog box
for gateways, 1622
for Internet connections, 1588—1589, 1589
Network Connections folder, 1544
Network Control Panel, 1150-1152, 1150, 1152
Network Control Protocol (NCP), 192
Network Credentials screen, 544, 544
network default user profiles, 824
Network dialog box, 1150, 1151-1153
Network Directory setting, 1323
Network Drivers dialog box, 1159-1160, 1159
network-enabled printers, connections for, 1069-1072,
1070-1071
NETWORK group, 722
Network Identification tab, 237, 1141
network interface cards (NICs)
drivers for, 183—-184
MAC addresses for, 485



multiple IP addresses for, 242-243, 242
for RIS, 147
in routers, 198
for Terminal Services, 1239
for Windows 9x and Me workstations, 1150-1151, 1151
for Windows XP workstations, 1132, 1133
network-interface printers, 1060
Network Load Balancing (NLB), 1-2
Network Load Balancing Clusters (NLBC), 296-297
DNS entries for, 298
preparing for, 297-298
setting up, 298-302, 299-301
static IP addresses and server software for, 298
Network Load Balancing properties dialog box, 299-300,
299-300
Network Neighborhood, 487
for browse lists, 37
for printers, 1086, 1087
for workstations, 1155, 1155
Network News servers. See NNTP (Network News) servers
network numbers in IP addresses, 204
Network Printer option, 1072
network protocols, 1130
network resources for workstations
DOS, 1169-1170
Windows 9x and Me, 1154—1155, 1154—1155
Windows 2000, 1141-1143, 1142-1143
Windows for Workgroups, 1162-1163, 1162-1163
Windows NT, 1148-1149, 1148
Windows XP, 11361139, 1137-1140
Network Setup dialog box, 1158-1160, 1158
Network Solutions company, 370
Network Support Program, 41
Networking Components screen, 130, 130
[Networking] section, 134—135
Networking tab
for Internet connections, 15901591, 1591
for network information, 1484, 1485
for private networks, 1619, 1619
for routing, 1654
networks and networking
client software on, 23—24
connections and options for
component selection for, 102
domain controller upgrades in, 102
domain membership in, 101-102
in installation, 101—-104
physical, 25
protocols for, 101
server licensing in, 102-104
upgrades vs. fresh installs, 104

NETWORK-INTERFACE PRINTERS ¢ NEW OBJECT-USER DIALOG BOX | 1719

encryption across, 893
IP address blocks for, 200-202, 201
monitoring, 1455-1457
printers on. See printer connections; printers and
print services
protocols for, 26
purpose of, 21-23
security for, 27-31
server names in, 31-38, 33—34
server software on, 23—24
Task Manager for, 1484, 1485
Windows 2003 server benefits for, 39—41
Networks dialog box, 1158, 1158
New Address Range dialog box, 1600
New Alert Settings option, 1469
New Alert Settings From option, 1469
New Answer File or Installation Image screen, 167, 167
New Authentication Methods Properties dialog box,
292, 292
New Class dialog box, 321, 321
New Connection Wizard
for Internet connections, 264—268, 265-267,
1589-1590, 1589
for private networks, 1617-1618, 1617-1618
for RAS, 1614-1615, 1615
for VPNs, 1639-1641, 1639—1641
New Delegation Wizard, 419-420, 419420
New Desktop Printer dialog box, 1204, 1204
New Dfs Root Wizard, 963—-965, 963—965
New Domain Name screen, 515, 515
New Domain option, 1404
New Filter Action Properties dialog box, 288, 289
New Forwarder dialog box, 461, 461
New Group Policy Object policy, 751
New Link dialog box, 966-967, 967
New Log Settings option, 1460, 1467
New Log Settings From option, 1462, 1467
New Logical Drive option, 847848
New Mailbox option, 1405
New Newsgroup Wizard, 1377-1379, 1378
New NNTP Expiration Policy Wizard, 1380, 1380-1381
New NNTP Virtual Directory Wizard, 1381-1382, 1381
New NNTP Virtual Server Properties dialog box,
1373-1375, 1374
New NNTP Virtual Server Wizard, 1368-1371,
1369-1370
New Object-Group dialog box, 537, 537, 706, 707
New Object-Shared Folder dialog box, 547, 548
New Object-User dialog box
for passwords, 533, 533
for user accounts, 526, 526, 690—693, 691—693
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NEW OR EXISTING ANSWER FILE SCREEN ¢ NORMAL RESTORES

New or Existing Answer File screen, 126, 126
New Partition Wizard
for logical drives, 846849, 848
for primary partitions, 844-846, 845-846
New Port option, 1121
New Quota Entry option, 901
New Replication Partner option, 354
New Reservation dialog box, 317-318, 317
New Resource Record dialog box
for CNAME records, 399—400, 400
for MX records, 401—402, 401
for NS records, 397-398, 398
for PTR records, 408, 408
New Root option, 963
New Rule Properties dialog box, 290, 291
New Scope Wizard, 309-316, 309-310, 312-315
New Security Method dialog box, 288-290, 289
New Share dialog box, 914, 915
New Share option, 914, 916, 1195, 1195
New Site option, 591
New SMTP Domain Wizard, 1396-1397, 1396
New SMTP Virtual Server Wizard, 1383—1386,
1383-1385
New Static Mapping dialog box, 349, 350
New Static Route option, 258
New Target dialog box, 968, 969
New Task Wizard, 6673, 67-70, 72, 74
New Taskpad View Creation Wizard, 63—64, 65
New Taskpad View option, 71
New User dialog box, 685, 685
New User option, 186, 685
New Volume option
for dynamic disks, 855
for mirror sets, 860
for RAID 5 volumes, 864
New Volume Wizard
tor dynamic disks, 855-857, 855-857
for RAID 5 volumes, 864—868, 865—867
for stripe sets, 860, 860
New Zone Wizard
for creating zones, 385-387, 385-387
for reverse lookup zones, 407, 407
for secondary DN servers, 412-413, 413
news servers. See NNTP (Network News) servers
NFA (Native File Access), 1662, 1664, 1673-1676,
1675-1676
NFAP (Native File Access Pack), 1673
.nfo extension, 1546
/nfo switch in WinMSD, 1547
NICs (network interface cards)
drivers for, 183—184

MAC addresses for, 485
multiple IP addresses for, 242-243, 242
for RIS, 147
in routers, 198
for Terminal Services, 1239
for Windows 9x and Me workstations,
1150-1151, 1151
for Windows XP workstations, 1132, 1133
Nimda worm, 410
NLB (Network Load Balancing), 1-2
NLBC (Network Load Balancing Clusters),
296-297
DNS entries for, 298
preparing for, 297-298
setting up, 298-302, 299-301
static IP addresses and server software for, 298
NNTP (Network News) servers, 1368
creating, 1368-1371, 1369-1370
directories for, 1370
for groups, 1377-1378
properties for, 1376-1377, 1376
virtual, 13811382, 1381
expiration notices for, 13791380, 1380-1381
groups for, 1377-1379, 1378-1379
IIS for, 1305
port for, 1368-1369, 1371
properties for
Access tab, 1373-1376, 1374
directory, 1376-1377, 1376
General tab, 1371-1372, 1371
Security tab, 1373, 1374
Settings tab, 13721373, 1372
No, Use Routing and Remote Access to Authenticate
Connection Requests option, 1601
No Override option, 750, 760-761, 794
no-refresh intervals for DDNS registrations, 429—432
NoCopyPrompt option, 1561
node status checks for Dfs, 973—974, 973
nodes
in Active Directory, 5§96-598
in NetBIOS, 340-341
noise.enu file, 1423
noise words in queries, 1423
non-delivery reports (NDRs), 1389
non-paged pools, 1450
nonroutable addresses, 202-203, 216
nonseed routers, 1177
/noreboot switch in winnt32, 123
Normal backups, 1504—1505
normal names in NetBIOS, 341
normal restores, 1538



Not Configured option, 1108
NOT operator in queries, 1423

notifications for zone transfers, 415—416, 415

Notify dialog box, 415416, 415

Novell Client for Windows, 1669-1673, 1670-1673

Novell Directory Service (NDS)
operation of, 1663
security for, 31
Novell Login dialog box, 1670-1671, 1670
Novell NetWare, 1661-1662
Client32, 1669-1673, 1670-1673
CNSW, 1664—1669, 1665-1669
Directory Service, 1663
filesystems, 1664
migration with, 1662
NFA, 1673-1676, 1675-1676
NREN (National Research and Education
Network), 192
NS (name server) records
in DNS, 396-398, 397-398
in zone file format, 424—425
nslookup command, 380, 382
in DNS, 511
reverse lookup for, 406407, 407
for SRV records, 523-524
NT. See Windows NT
NT Advanced Server, 43
NT LAN Manager (NTLM), 1409
NTBackup program, 93
automatic backups with, 1524-1527
strategies for, 1527
differential backups, 1529-1530
weekly backups, 1527-1529
NTBTlog.txt file, 1553-1554
NTCONFIG.POL file, 487, 600, 737
NTDetect file
on boot floppies, 1557
deleting, 118
NTDS.DIT file
for accounts, 686
defragging database for, 642
for domains, 30, 488
for passwords, 27, 29
vs. SAM, 476
NTDS Settings folder
for forcing replication, 584—585
for GC servers, 531, 532
for loops, 574, 574

NTDS Settings Properties dialog box, 531, 532

NTDS Site Settings object, 530

NTDS Site Settings Properties dialog box, 530

NOT CONFIGURED OPTION e OBJECTS

ntdsutil utility for Active Directory
cleaning out, 643-644
defragging database for, 641-642
for FSMOs, 567
NTES filesystem, 100, 109-110, 869-872
converting FAT to, 875-876
encryption in, 892
decrypting files, 898, 899
enforcing, 895-896, 895
key protection in, 896—-897
operation of, 892893, 893
process of, 893-894
recovering encrypted files, 897-898
extending volumes in, 859
vs. FAT and FAT32, 871-872
for mounted drives, 831-832
permissions for, 739, 1433-1434
for servers, 509
transaction logs in, 832
NTESDOS utility, 925
NthCountMsgQPecksSleepBad App value, 1286
NTLDR file
on boot floppies, 1557
deleting, 118
NTLM (NT LAN Manager), 1409
ntpquery.exe tool, 571
NTPRINT.INF file, 1092
NTUSER.DAT file
editing, 809
in Registry, 799
renaming, 816
NTUSER.MAN file, 816-817
null modems, 1585
Number of Seconds before Forward Queries Time
Out setting, 455
NWLink IPX/SPX protocol, 1664, 1666

(o)

-o switch

in tracerpt, 1472

in typeperf, 1466
/o switch in MSIEXEC, 1023
Object tab for permissions, 543, 543

atomic, 938, 938

deny, 942, 942

editing, 939, 939

inheritance, 932, 933
objectionable material, 1330-1331, 1331
objects

auditing access of, 604—605
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OBTAIN AN IP ADDRESS AUTOMATICALLY OPTION e ORGANIZATIONAL UNITS (OUS)

group policy. See group policies and GPOs
permissions for, 729-731, 730-731
in System Monitor, 1446
in zone files, 423
Obtain an IP Address Automatically option, 229, 264
Obtain an IP Address from a DHCP Server option, 330
Obtain DNS Server Address Automatically option, 229
ODBC Logging format
for FTP sites, 1350
for SMTP servers, 1387
$OEMS$
for bitmaps and logos, 140
for cmdlines.txt, 142—144
for directories and copying files, 141
for drivers, 141—142
for 1386, 141
for RIS, 173
[OEM_Ads] section, 140
OEMPnPDrivers command, 141, 184
OEMPnPDriversPath command, 141, 184
OEMPreinstall setting, 134, 175
OEMSkipEula setting, 134
OEMSkipWelcome setting, 134
off-line media in RSM, 1517
Office XP, deploying, 1030-1034, 10301034
Office XP Resource Kit, 1025
Offline Files, 914, 979
accessing, 987
as backups, 988-989
caching in, 983985, 984
cleaning out, 991-992
enabling, 981-983, 981-982
operation of, 980
preparation for, 986-987, 986-987
problems with, 987
synchronizing, 986992, 986, 988, 990-991
Offline Files Settings dialog box, 985
Offline Files Status dialog box, 989, 989
Offline Files tab, 982-983, 982
offline replica members, 972-973, 973
Offline Settings dialog box, 983—-984, 984
Offline Settings option, 914
OLE Registration folder, 1545
on-demand dialing, 262
On Idle tab, 991, 991
one-domain controllers, replication with, 579
110 Alert sensor, 1549
one-way functions, 657, 1674
one-way trusts, 620
online replica members, 972-973, 973
online resources for printer troubleshooting, 1128

Only for Myself option, 1639
Only Secure Updates option, 440
Only the Files and Programs That Users Specify Will Be
Available Offline option, 984
Open as Web Folder option, 1338
Open dialog box for software deployment, 1012, 1012
Open Database dialog box, 743-744
Open License Authorization, 1273
Open Log File option, 1480
Open Shortest Path First (OSPF) protocol
for routing, 253
TCP/IP support for, 200
Open the MSI File screen, 1025, 1025
Open the MST File screen, 1025, 1026
Open Transport service, 1176
opening system information files, 1546-1547
Operating System Compatibility screen, 512-513, 513
operating system updates, deploying, 1034-1036,
1035-1036
operating systems for Macintosh computers, 1175-1178
Operations Manager tool, 609
Operations Master dialog box, 565, 565
Operations Master option, 560
operations masters, 55§
contacting, 688
FSMOs as. See FSMOs (Flexible Single Master of
Operators)
Options dialog box
for backups, 1504-15085, 1504
file exclusions, 1506—1507, 1507
General tab, 1509-1510
logs, 1505, 1506
for group policies, 998-999, 999
for MMC tools, 76, 76
Options tab
for Internet connections, 1593—1595, 1594
for routing, 1652, 1652
OR operator in queries, 1423
order
of domain searches, 239
of group policies, 755-757, 756
of network binding, 219
.org domain, 222, 371
Organization tab, 696, 696
Organizational Unit Selection screen, 636, 636
organizational units (OUs), 496
for accounts, 688
in Active directory, 496-500, 651-652
creating, 5§36-537, 537
delegating in, 537-544, 538—540
as folders, 496—497



%ORGNAME% ENVIRONMENT VARIABLE ¢ PASSWORD PROPERTIES DIALOG BOX

group policies for, 601
vs. groups, 500, 722-723
moving user accounts into, $36—-537
vs. multiple domains, 498-499
for policies, 497498
for subadministrators, 497
for subdomains, 535—540, 537-540
%ORGNAME% environment variable, 177
ORK.msi file, 1025
orphaned files, 884
OS/2 operating system, 42
OS X client integration, 1209-1210
DHCP for, 1210-1211, 1210
file sharing, 1211-1214, 1212-1213
printing for, 12141219, 1214-1219
osauto.osc file, 181
.osc files, 178
oschoice.osc file, 181-183
OSPF (Open Shortest Path First) protocol
for routing, 253
TCP/IP support for, 200

Other Network File and Print Services dialog box, 1182,

1182, 1206, 1206
Other Tools folder, 61
OUgs. See organizational units (OUs)

Outbound Connections for SMTP servers, 1394, 1394

Outbound Security dialog box, 1393-1394, 1393

Outgoing Trust Authentication Level-Local Forest screen,

628, 628
Outlook
certificates in, 665
e-mail client, 1406
Outlook Express e-mail client, 1406
overhead in TCP/IP, 194
overwriting logs, 608
Owner tab
for printers, 1107, 1108
for shared folders, 946—950, 947, 949
ownership and shared folders permissions, 945-950,
946-950
oxpsp2a.exe service pack, 1021

P

P node in NetBIOS, 340-341

/p switch in NTBACKUP, 1525-1527

packages, 994
Categories tab for, 1006, 1006
Deployment tab for, 1003—1004, 1004
General tab for, 1002—1003, 1003
group policies for, 603, 755

for MMC tools, 75-77, 76
Modifications tab for, 1006, 1007

MSIL. See MSI (Microsoft Software Installer) packages
for Office XP deployment, 1030-1034, 1030—1034

Security tab for, 1006, 1007
Upgrades tab for, 1004—1005, 1005
packet filtering, 292-296, 295
packet signing, 1161-1162
packet switching, 224
page faults, 1451
page table entries (PTEs), 1450
paged pools, 1450
Pages Input/sec counter, 1452
Pages Output/ sec counter, 1452
Pages/ sec counter, 1452
paging files
location of, 1488—1489, 1489
for virtual memory, 1450
paper jams, 1127
parallel cable for RAS, 1585
parallel ports
mapping, 1094
for printers, 1064, 1083-1084, 1115
parentheses () in queries, 1423
parity
in memory, 96
stripe sets with, 841-843, 8§42
partitions
application, 13
creating, 99, 109-110
extended, 830-831, 849-851
hard-linked, 886—887
logical, 830
for mirror sets, 861
in NetWare, 1664
primary, 837-838, 844-846, 845-846
Recovery Console for, 1565-1566
for servers, 509

systern

in converting basic disks to dynamic, 852-853

disk quotas on, 900
FAT filesystem on, 872
tables for, 831

passfile.dll file, 761
passive opens, 214
passprop.exe utility, 1439
Password Never Expires option, 693, 699
Password Options screen, 638, 638
Password Policy folder, 755, 762
Password policy options, 777
Password Properties dialog box, 1155, 1156
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PASSWORDS ¢ PERL2EXE UTILITY

passwords
administrator, 113, 129-130, 236
in ADMT, 632, 633, 638, 638
for domains, 1140, 1144, 1149
for DOS workstations, 1171
for e-mail clients, 1407
encrypting, 27-28, 699
with FSMOs, 566
for FTP sites, 1351-1352, 1361, 1361, 1365
group policies for, 755, 761-762, 776-777
for Guest, 690
for Internet gateways, 1621
for local default Administrator account, 130
logon, 478-479
migrating, 618
in NetWare, 1664, 1674—1675
for NNTP servers, 1375
policies for, 1498
resetting, 481, 705-706
for server protection, 1497-1499
sniffers for, 28
storing, 27-28
for telnet, 1408—1409
for UAMs, 1191
for users, 533, 685, 692—693
for virtual directories, 1337
vulnerability of, 1497-1499
for Web sites, 1328, 1437-1438
for Windows 9x and Me workstations, 1155, 1156
for Windows for Workgroups workstations, 1164
for Windows XP workstations, 1135, 1136
Passwords Must Meet the Complexity Requirements
option, 762, 777
PAT (port address translation)
as firewalls, 216217
vs. NAT, 217
Path Header setting, 1372
paths
for MMC tools, 56
for newsgroup postings, 1372
for shortcuts, 814—815
for Terminal Services, 1259-1261, 1260, 1284
for user profiles, 808
for virtual directories, 1336
PC-based clients for Terminal Services, 1241-1242, 1244
PCI cards
for RIS, 147
for Terminal Services, 1239
PCL (Printer Control Language), 1202
PCL.SEP separator page, 1118

PDCs (primary domain controllers), 102
FSMO:s for, 494, 565-567
SAM on, 556
peer-to-peer sharing, 35
Pegasus e-mail client, 1406
Pending Certificate Request screen, 1413, 1413
Per-seat licensing, 102-103, 1265
Per-server licensing, 103
Per Session licensing, 1265
per-user profiles, 827
Perflogs folder, 1462
Perform Reverse DNS Lookup on Incoming Messages
option, 1396
performance
with group policies, 794-795
with mitror sets, 864
in TCP/IP, 194
in Terminal Services, 1238—1239, 1301
tuning, 1443
processor power, 1486—1487, 1488
system cache, 1490-1491, 1491
Task Manager for, 1480-1486, 1481-1485
tools for. See Event Viewer; Performance Logs and
Alerts tool; System Monitor
troubleshooting, 1472-1473
virtual memory, 14881489, 1489
visual effects, 1489—-1490, 1490
with VPN, 1642—1643
Performance Log Users group, 720
Performance Logs and Alerts tool, 1444, 1459
logs in
alert, 1468-1472, 1469-1471
counter, 1460-1467, 1461-1462, 1471
creating, 1460
editing settings for, 1470
trace, 1467—1468, 1467-1468, 1472
viewing, 1471-1472, 1471
in System Tools node, 54
Performance Monitor, 1436. See also System Monitor
Performance Monitor Users group, 720
Performance Options dialog box, 1488—1489, 1488, 1490
Performance tab
for application pools, 1340, 1341
in Task Manager, 1481, 1481
for Web sites, 1321, 1322
periods (.)
in DNS names, 367
in filenames, 870
Perl language, 723-724
Perl2Exe utility, 724



Perlscript engine, 724
Permission Entry for dialog box
for atomic permissions, 938-939, 938-939
for defining permissions, 1102, 1103, 1268, 1269
for deny permissions, 942-943, 942
for low-level permissions, 731, 732
for resetting passwords, 543, 543
Permission Entry for Computers dialog box, 172
permissions, 30—-31, 490
for delegation, 540-543, 542—543
for dial-in RAS, 1601-1603, 1602
for FTP sites, 1347—1349, 1348, 1354, 1357-1358,
1358,1362
for groups, 719, 732-735, 733
in Indexing Service, 1421
for Macintosh files, 1197, 1197
in migration, 617-618
for network printers, 1098-1104, 1099-1104
for NTES, 739, 14331434
for Registry, 91-92
restoring, 1535
vs. rights, 732
for shares and shared folders, 913, 918
assigning, 933-941, 939-940
atomic, 928-929
conflicting, 941
Deny, 941-943, 942
effective, 943—944, 943-945
inherited, 931-933, 931-933, 937
molecular, 929-930
multiple, 941
ownership in, 945-950, 946950
share, 920925, 921-923
types of, 925-927, 927
for Terminal Services client connections, 1267—1270,
1268-1269
for users, 729-731, 730-732
for virtual directories, 1337, 1337
for Web sites, 1317, 1328
Permissions screen
for Active Directory, 519, 519
for Macintosh files, 1197, 1197
for shared folders, 918, 918
Permissions tab, 946, 948
for printers, 11001101, 1101
for Terminal Services client connections, 1267—-1270,
1268-1269
Permitted Snap-Ins folder, 779
Permitted to Use information option, 806
permitting transmissions, IPSec for, 282, 295
persistent connections, 261, 1651
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/persistent switch in net use, 1083—1084
Personal folder, 798
Phone & Modem Options applet, 1586
Phone Number to Dial screen, 265, 266
phone numbers for Internet connections, 1589,
1593, 1594
phrases in queries, 1422
Physical Certificate Stores option, 664
physical disks vs. logical partitions, 830
physical locations in RSM, 1516, 1516
Physical Memory section in Task Manager, 14811482
physical network connections, 25
physical root for Dfs, 975-976, 975
physical security, 1494
pickname.osc file, 182-183
Pickup directory, 1398—1400
PICS (Platform for Internet Content Selection), 1330
PIDs (process IDs), 1290-1293, 1291
ping utility, 231-232
vs. net use, 336
for speed detection, 784
pinned files and folders, 981, 981, 985, 987, 989-990
Pipeline router, 260
pipes, 956
PKI (Public Key Infrastructure) certificates, 283, 654
for e-mail, 677678
EFS, 680—631
1PSec for, 677
revoking, 681-682
for Web browsers, 678—680
planning for recovery, 1567-1571
planning mode in RSOP, 786
Platform for Internet Content Selection (PICS), 1330
platters, 868
Plug-and-Play devices, 98-99
detecting, 111
printers, 1066
PocketPC operating system, 40—41
Point-to-Point Protocol (PPP)
for intranets, 224
for RAS, 1597
Point-to-Point Tunneling Protocol (PPTP)
development of, 1628
for VPN, 1628—-1642, 16291641
pointer (PTR) records
in DDNS registrations, 429
in DNS, 405-410, 407-408
Pointer (PTR)) tab, 408, 408
POLEDIT.EXE program
for registry, 799, 799
for user profiles, 812-814, 813
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policies
auditing, 605
group. See group policies and GPOs
in IPSec, 284286, 284
OUs for, 497—498
for passwords, 1498
system, 486, 498, 600-601, 737-738
Policy Processing Options option, 783
politics, 481, 483484
Pool Non-paged Failures counter, 1456
pools
application, 1339-1340
creating, 1342—1344, 1343
properties for, 1340-1342, 1340-1342
non-pages, 1450
printer, 1115-1116
POP3 (Post Office Protocol), 222, 1383
servers for, 1401-1402
domains and mailboxes for, 1404—1405,
1404-1405
free, 5
setting up, 1402—1404, 1402-1403
POP3 Server Port setting, 1404
POP3 Service, 1402, 1402
port address translation (PAT)
as firewalls, 216—217
vs. NAT, 217
port monitors for printing, 1064
ports and port numbers
for FTP sites, 1346-1347, 1346, 1350, 1367
for Internet gateways, 1625
mapping, 276-278, 277
for modems, 15871588, 1588
for NNTP servers, 1368-1369, 1371
for POP3 servers, 1404
for printers, 1064, 1066, 1069-1072, 1070-1071,
1083-1084, 1115-1117, 1116, 11211122, 1122
for RAS, 1585, 1608—-1609, 1608
for routing, 1645
for SMTP servers, 1384-1385
in SRV records, 404—405
in TCP/IP, 213-215
for VPNs, 1629-1630, 1629, 1632
for Web sites, 1315-1317
Ports Properties dialog box, 1608—1609, 1608,
1629-1630, 1629
Ports tab, 1115-1116, 1116, 1121
post-installation procedures, 116-117
Post Office Protocol (POP3), 222, 1383
servers for, 1401-1402
domains and mailboxes for, 1404—1405, 1404—-1405

free, 5
setting up, 1402—1404, 1402-1403
Postscript Printer Description (PPD) files, 1204, 1204,
1208, 1209
Postscript Printer Language, 1202
pound signs (#) for separator pages, 1119
power protection, 1495-1496
power strips, 1496
power usage, 12271228
Power Users group, 685, 721
/POWERDOWN option in tsshutdn, 1298
PPD (Postscript Printer Description) files, 1204, 1204,
1208, 1209
PPP (Point-to-Point Protocol)
for intranets, 224
for RAS, 1597, 1607, 1607
PPP TCP/IP Settings screen, 1611, 1611
PPTP (Point-to-Point Tunneling Protocol)
development of, 1628
for VPN, 1628—1642, 16291641
PPTP Configuration dialog box, 1632, 1632
#PRE command, 345-346
Pre-Populate Printer Search Location Text policy, 1110
Pre-Windows 2000 Compatible Access group, 720
Preboot Execution Environment (PXE) protocol
for RIS, 159-163, 169
support for, 98, 121, 147
prebuilt routes and route addresses, 245-246
Precedence tab, 788, 789
preconfigured user profiles, 806-809, 807, 814
preferred DNS servers
authoritative DNS servers found by, 450-452
cache searches by, 445-452, 446
zones in, 446—449
preinstalling service packs, 139-140
preshared keys in PKI, 283, 292
pretty names for newsgroups, 1379
Prevent Access to the Command Prompt policy, 775
Prevent Removable Media Source for Any Install
policy, 775
Previous Client Installation Screens Found screen, 168, 168
Previous Versions feature, 904
Previous Versions tab, 906-907
PRI (Primary Rate Interface), 1583
.pri domain, 550
primary DNS servers
in fault tolerance, 410—412
synchronization, 411-412
primary domain controllers (PDCs), 102
FSMO:s for, 494, 565-567
SAM on, 556



primary partitions, 837—-838, 844—846, §45—846
Primary Rate Interface (PRI), 1583
primary restores, 1538
Primary Server setting, 396
primary WINS servers, 347, 349, 354-357
Print Center window, 1214—1215, 12141215
print devices, 1059-1060
Print Directly to the Printer option, 1117
Print Jobs folder, 1544
Print Operators group, 720
Print permission, 1104
Print Server for Macintosh service, 1206—1209,
1206—1209
print services. See printer connections; printers and
print services
PRINTS share, 956
print spoolers, 1061-1062
print monitor in, 1063-1064
print processor in, 1062—1063
print provider in, 1062
print router in, 1062
PrintAdm tool, 1095
Printer Attached to Another Computer option, 1072
Printer Browsing policy, 1110
printer connections, 1065
for clients, 1083
from DOS, 1083—1084
from Internet, 1090-1092, 1091
in Terminal Server environment, 1092—1094
from Windows 3.x, 1084—-1086, 1084—1085
from Windows 95/NT, 1086, 1086—1087
from Windows 2000 and XP, 1087-1090,
1088—1090
for network-enabled printers, 1069-1072, 1070-1071
printer installation, 1065-1069, 1065-1069
for shared printers, 1072-1075, 1072-1076
for Web, 1077-1083, 1079—1082
Printer Control Language (PCL), 1202
printer graphics driver, 1061
printer interface driver, 1061
Printer Ports dialog box, 1121
Printer Sharing screen, 1067, 1068
Printers and Faxes folder, 1065
printers and print services, 1059
auditing, 1104-1107, 1105-1107
connections for. See printer connections
deleting, 1077
drivers for, 1061
Graphics Device Interface for, 1061
installing, 1065-1069, 1065-1069, 1094-1098
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on Macintosh computers, 1202
with AppleTalk-enabled printers, 1202—-1203, 1203
Desktop Printer Utility for, 1203-1205, 1203-1205
with non-Postscript printers, 1206
Print Server for Macintosh service for, 1206—1209,
1206—1209
mapping, 1093-1094
for OS X client integration, 1214-1219, 1214-1219
print jobs
browsers for, 1126
Printers folder for, 1125, 1126
print servers for, 24, 1120-1121, 1120
drivers for, 1122-1124, 1123
forms for, 1120, 1121
messaging and logging for, 1124-1125, 1124
ports for, 1121-1122, 1122
for Web printing, 1078-1083, 1079—-1082
printer configuration for, 1113-1115, 1113
port settings, 1115-1117, 1116
separator pages, 1117-1120, 1118
printer troubleshooting
online resources for, 1128
problem identification, 1126-1128
printing process, 1064
redirecting, 1092-1094
second, 1076
security for, 1098
available hours, 1098-1099, 1099
group policy settings, 1108-1113, 1109, 1111
permissions, 1098-1104, 1099—1104
spoolers for, 1061-1064
for Terminal Services clients, 1263—-1264
terminology for, 1059-1060
UPS:s for, 1496
in Web site security, 1436, 1442
Printers dialog box, 1084—1085, 1084-1085, 1090
Printers folder, 1062
for client connections, 1086
for default printers, 1091
managing printers from, 1125, 1126
for online resources, 1128
for redirection, 1092
for Web print servers, 1078-1080, 1079
Printers icon, 1084
Printers tab, 1074—1075, 1075
PrintHood folder, 798
priorities
in SRV records, 404—405
WINS vs. DNS, 363
Private Bytes counter, 1453
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private keys proplus.msi file, 1020, 1021
for certificates, 655—658 Protocol tab, 288, 295-296, 295
exporting, 896 protocols, 190, 190
private networks in RAS, 1575, 16161620, 1617-1620 for DOS workstations, 1167, 1168
privilege uses, auditing, 605 in installation, 101
privileges. Sec permissions for IPSec filters, 288, 295-296, 295
.pro domain, 372 with MetaFrame, 1237
Process Even If the Group Policy Objects Have Not Changed for networks and networking, 26, 1130
option, 783 for RAS clients, 1611
process IDs (PIDs), 1290-1293, 1291 for SMTP servers, 1382—1383
processes in SRV records, 403—404
auditing, 605-606 for Windows 9x and Me workstations, 1151
recycling, 1340 Protocols and Security screen, 1647, 1648
Task Manager for, 14821484, 1483-1484 Protocols tab
in Terminal Services, 1290 for DHCP relay agents, 330
Processes count, 1481 for routers, 254
Processes tab, 1294, 14821484, 1483 for VPNs, 1631
% Processor Time counter, 1240, 1454 prototype reconfiguration, 166
processors providers
print, 1062-1063 ISPs
requirements for, 96 in ICS, 264-269, 265-268
System Monitor for, 1453-1454 for Internet connections, 1589—-1592
Task Manager for, 1481, 1481 print, 1062
for Terminal Services, 1238—1239 for trace logs, 1467
tuning, 1486-1487, 1488 proxy agents, 359360, 359
for Windows terminals, 1241 Prune Printers That Are Not Automatically Republished
product keys, 106, 111-112 policy, 1111
Product screen, 126, 127 pruning and grafting, 503
ProductKey command, 134 PSCRIPT.SEP separator page, 1118
ProductOptions key, 1486 PTEs (page table entries), 1450
Profile Path setting, 803, 803 PTR (pointer) records
profile paths in DDNS registrations, 429
for Terminal Services clients, 1259-1261, 1260 in DNS, 405-410, 407-408
for users, 803, 8§03 Public directory, 1360
Profile single process right, 735 public key encryption, 892-893
Profile system performance right, 735 Public Key Infrastructure (PKI) certificates, 283, 654, 676
Profile tab for e-mail, 677678
for Terminal Services clients, 1259 EFS, 680-681
for user accounts, 700—701, 700, 803, 803 IPSec for, 677
ProfileDlgTimeout Registry entry, 821 revoking, 681-682
profiles, user. See user profiles for Web browsers, 678—680
PROFILES directory, 796 Public Key Policies category, 771
Profiles folder, 1259 public keys for certificates, 655658
ProfilesDir, 136 Public Network screen, 1637, 1638, 1640, 1640
%PROFILESER VER % environment variable, 826 publishing
Program Groups folder, 1545 with MetaFrame, 1237
Program tab, 1251, 1251 MSI packages, 1008-1014, 1009-1014
Prohibit All Extensions option, 1338 shares, 547, 919-920
Prompt for Name and Password, Certificate, etc. with Windows Installer, 995
option, 1595 purging WINS records, 358-359

Properties on Multiple Objects dialog box, 704705, 704 push/ pull partners, 354-357, 356
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PXE (Preboot Execution Environment protocol)
for RIS, 159-163, 169
support for, 98, 121, 147

Python language, 723-724

PythonWin environment, 724

Q

/Q switch in tsprof, 1262
-q switch in typeperf, 1466
qchain.exe program, 1432
QoS (Quality of Service), 487
quad format for IP addresses, 196-198, 197
queries
Indexing Service
from Manage Computer, 14211423, 1422
troubleshooting, 1429
from Web, 1423—1429
recursive vs. iterative, 451—452
Query Information access type, 1270
/ query option in change user, 1282
query option in netdom, 624
query process command, 1288
query session command, 1288
query termserver command, 1288
Query the Catalog tool, 1421-1422
query user command, 1288
Queue directory, 1398, 1400
queues, 1060
quick formats, 846
Quit method, 1097
Quota Entries folder, 903
Quota Entries for dialog box, 901, 901
Quota Entries management tool, 903
Quota Entries option, 901
Quota tab, 900-901, 900
quotas, disk, 899
managing, 903—904
operation of, 899
setting up, 900-903, 900-902
-qx switch in typeperf, 1466

R

/1 switch
in CHKDSK, 885
in EFSINFO, 895
in NTBACKUP, 1526
in winnt, 125
-R switch in nbtstat, 364
RADIUS server, 1600—1601, 1604

RAID (Redundant Array of Inexpensive Disks), 833-835
drivers for, 108
mirror sets, 839—840, 8§40
RAID 5 volumes, 865—867
stripe sets, 840-841, 841, 867-868, 867
stripe sets with parity, 841-843, 842
Raise Domain Functional Level dialog box, 597, 597
Raise Forest Functional Level dialog box, 599, 599
RAM
for DNS forwarders, 455
for domain controllers, 509
requirements for, 96-98
System Monitor for, 1449-1453
for Terminal Services, 1239
for Windows terminals, 1241
random passwords, 706
ranges
for DHCP addresses, 310-311, 3710
in NAT, 278-279, 279
RAS (Remote Access Service), 1573-1574
applications of, 1574-1576
bandwidth for, 1576—1580
configuration for
clients, 1609-1616, 1610-1615
servers, 1603—1609, 1604, 1606—1608
connections in
Internet, 1588—1597, 1589—1594
private networks, 1616-1620, 1617-1620
scheduling, 1657-1658
VPN. See VPN (Virtual Private Networks)
dial-in permissions for, 1601-1603, 1602
file-based and client-server applications in, 1578-1580
hardware requirements for, 1581-1586
direct options, 1584-1585
frame relay, 1586
ISDN, 1583
modems, 1582-1583, 1656—-1657
X.25,1586
incoming calls in, 1597-1598
installing, 15861588, 1587-1588, 1598-1601,
1598-1601
for Internet gateways, 1620-1627, 16221626
remote control in, 1580
remote node method in, 1577
for routing, 1575-1576, 1643
first server setup in, 1644-1655, 1645-1655
sample network, 1643-1644, 1644
troubleshooting, 1655-1659
user management on, 1616, 1616
WINS and DNS with, 1658
RASDIAL command, 1657-1658
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Ratings tab, 1330-1331, 1331
RAW printer data, 1062—-1063
RBFG.exe program, 147, 159-160, 169
rd command, 1560, 1564
RDISK utility, 93
RDP (Remote Desktop Protocol)
channels in, 1234—1235, 1235
disabling, 1297
for Terminal Services, 1244
connections for, 12471253, 1248-1252
keyboard shortcuts with, 1250-1251
for thin client sessions, 1234—1235
RDP-Tecp dialog box
General tab, 1266—1267, 1267
Permissions tab, 1267-1270, 1268—1269
Read and Execute permission, 930, 938-939
Read Attributes permission, 927-928
Read Data permission, 927-928
Read Extended Attributes permission, 927-928
read-only mode
CHKDSK in, 884
for Macintosh files, 1189
Read Only newsgroups, 1379
read-only user profiles, 817
read-only zone copies, 411
Read permissions
for FTP sites, 1348, 1354, 1358, 1362
for shares and shared folders, 922, 927, 929-930
for Web sites, 1317, 1324
Read Permissions permission
for printers, 1104
for shared folders, 927, 929
realm trusts, 621
/REBOOT option in tsshutdn, 1298
rebooting, 117
for CNSW, 1666
<META> for, 178, 132
Recent folder, 798
reconfiguration, RIS prototype, 166
record types in DNS, 390, 390, 1318
A, 390-394
CNAME, 398-400, 400
MX, 400—402, 401
NS, 396-398, 397-398
PTR, 405—410, 407-408
SOA, 394-396, 395
SRV, 402—405, 523-524, 550-554
in zone files, 423
recovering encrypted files, 897-898
recovery. See also backups; Recovery Console; servers

automated system recovery disks for, 1555-1556

backups in, 1570-1571
boot floppies for, 1557
disk failures, 890—892, §90-891
in DNS, 470-471
guidelines for, 1568-1569
planning for, 1567-1571
repair options for, 1558
services for, 1570
in TCP/IP, 193
testing plans, 1569-1571
recovery agents, 655, 662, 897-898
Recovery Console, 118-120, 872, 925
commands in, 15581561
for fixing boot sectors and boot records, 1565
installing, 1555, 1555
for partitions, 1565-1566
for replacing files, 1564-1565
security settings for, 1561-1562
for services, 1562—1564
Recreational Software Advisory Council (RSAC), 1330
recursive queries vs. iterative, 451452
Recycling tab, 1340, 1340
redeploying MSI packages, 1014-1015, 1015-1016
Redial Attempts setting, 1595
Redial If Line Is Dropped option, 1595
redirecting
folders, 767-769, 769-770
printers, 1092-1094
users to URLs, 1324
redundancy for server protection, 14941495

Redundant Array of Inexpensive Disks (RAID), 833-835

drivers for, 108
mirror sets, 839—840, 8§40
RAID 5 volumes, 864—868, 8§65—867
stripe sets, 840-841, 841, 867-868, 8§67
stripe sets with parity, 841-843, 842
refresh intervals
for DDNS registrations, 429—432, 430
for group policies, 747
for SOA records, 396
refreshing
tapes, 1524
in WINS, 348
REG_BINARY data type, 85
REG_DWORD data type, 84—85
REG.EXE program, 93
REG_EXPAND_SZ data type, 84-85
reg files, 1285
REG_MULTI_SZ data type, 84—85
REG_SZ data type, 84—85
REGEDIT editor, 81, 838-89, 142



REGEDT32 editor, 809-812, 809-812
REGINLEXE utility, 88, 826
Regional and Language Options window, 111
register command, 1288
Register This Connection’s Addresses in DNS option,
239, 436
RegisteredOrganization key, 86-87
registrations, DDNS
with DHCP, 429
eliminating, 435-436
scavenging, 429-434, 430, 432—433
with static IP addresses, 428
triggering, 427-428
vs. WINS, 434-435
Registry, 79-80
for ADM files, 772773
for ADMT, 633
on ASR disks, 1556
backing up, 93, 1529
for DDNS registrations, 436
for DHCP leases, 327
for DNS forwarders, 458
for domain logons, 816
for drive letters, 889—-890
editing
danger in, 87-89
remote, 92
fault tolerance in, 90-91
for group policies, 792
hives in, 89-91
keys in, 83—84, 87
NTUSER.DAT file in, 799
permissions for, 91-92, 739-740
for policies, 737
for processors, 1486
for profiles, 799—-800
purpose of, 80-81
for RAS, 1656, 1658-1659
restoring, 93, 1536
with Software Console, 1054—1055, 1054—1056
subtrees in, 82—83
for Terminal Services, 1281, 12841287, 1285—1286
terminology for, 81
for user profiles, 809-812, 809-812
value entries, names, values, and data types in,
83-85, 84
with WinINSTALL LE, 1039
for WINS and DNS priority, 363
working with, 85-87, 86
Registry category, 771
Registry Editor screen, 81, 81
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Registry Editors
REGEDIT, 81, 142
REGEDT32, 809-812, 809-812
Registry folder, 665
Relative Identifier (RID) Pool role, 564—565, 565
relative IDs (RIDs), 564-565, 565, 567569, 687
relative names in zone files, 424
Relaxed Security option, 1266
relay restrictions for SMTP servers, 1391-1392, 1392
reliability, improvements in, 16—17
reliable services, 211
REMINST share, 163
remote access, installing devices for, 1586-1588,
15871588
Remote Access Auto Connection Manager service,
1595-1597, 1596
Remote Access Connections (Inbound Only) option,
1609, 1630
Remote Access screen, 1598, 1599
Remote Access Service. See RAS (Remote Access Service)
Remote Administration mode, 1298—1299
enabling, 1299, 1299
Remote desktops tool for, 1299-1301, 1300-1301
Remote Boot Disk Generator, 159, 160
remote clients, RAS for, 1575
remote control
for Computer Management, 53—54
improvements in, 13
in RAS, 1580
for Terminal Services clients, 1254—1256, 1255
Remote Control access type, 1270
Remote Control dialog box, 1295, 1296
Remote Control tab, 1254—1255, 1255
Remote Desktop Connection dialog box, 1247-1253,
1248-1252
Remote Desktop Protocol (RDP)
channels in, 1234-1235, 1235
disabling, 1297
for Terminal Services, 1244
connections for, 1247—1253, 1248—1252
keyboard shortcuts with, 1250-1251
for thin client sessions, 1234—1235
Remote Desktop Users group, 720
Remote desktops tool, 1299-1301, 1300-1301
remote event log data, 14741475, 1474-1475
Remote Install tab, 158, 158
Remote Installation Folder Location screen, 153, 154
Remote Installation Preparation Wizard, 163164,
164-165
Remote Installation Services. See RIS (Remote Installation
Services) tool
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Remote Installation Services Setup Wizard, 153-156,

153-157,168-169, 168
remote logins, telnet for, 1407-1410
remote node method in RAS, 1577
remote performance monitoring, 1457, 1458
remote procedure calls (RPCs), 1078
remote Registry editing, 92
Remote Share option, 1370
Remote Storage feature, 908-909
Remote tab, 1299, 1299
Remotelnstall folder, 155
removable disk drives as dynamic disks, 852
Removable Storage Manager (RSM), 1510,
1515-1516, 1516
libraries in, 1517—-1518
media in, 1518-1519, 1518, 1521-1524
media pools in, 1519-1521, 1520-1521
physical locations in, 1516, 1516
Remove computer from docking station right, 735
Remove Disk option, 888
Remove Mirror dialog box, 863, 8§63
remove option in netdom, 623
Remove Previous Versions screen, 1027, 1027
Remove Run menu from Start Menu Properties
dialog box, 788, 789
Remove Software dialog box, 1017, 1017
Remove tab, 1054
Remove Target option, 971
RemovePrinterConnection method, 1097
removing. Se also deleting
group policies, 602
MSI packages, 1016-1018, 1017
users from groups, 703
rename command, 1560, 1564—-1565
renamecomputer option in netdom, 623
renaming
Administrator account, 685, 1440—1441
Default-First-Site-Name, 590
domains, 12, 644—649
Guest account, 635
NTUSER.DAT, 816
tapes, 1522
rendom.exe program, 645-647
renewal intervals in WINS, 348
repadmin.exe program, 574, 586, 538-589
repair. See recovery
Repartition command, 135
REPLS$ share, 956
Replace a process level token right, 735
Replace Mode option, 784

Replace Owner on Subcontainer and Objects option, 950

replacing files
damaged, 1564-1565
in restoring, 1534

replicas for Distributed File System
configuring, 968-971, 969-971
member management, 972-973, 973
process, 972-973, 972

Replicate This Attribute to the Global Catalog option, 560

replication
Active Directory, 484—485
inter-site, 593—596, 593-595
local. See local Active Directory replication

selective, 12—13

in Active Directory-integrated zones, 437440, 439

bandwidth for, 498
branch offices, 11-12
groups, 10
in multi-WINS networks, 355-357, 355-356
multimaster, 488—489, 555-556
single-master, 555-556
for zones, 414, 416418, 417
Replication Partners folder, 354-355

Replication Partners Properties dialog box, 354-355, 354

Replication tab, 971, 971

Replicator group, 685, 720

Report option for backups, 1531

-report switch in tracerpt, 1472

/report switch in WinMSD, 1547

Report System Compatibility screen, 164, 165
reports in System Monitor, 1447

Request A Certificate screen, 671, 671
Request File Summary screen, 1412, 1412
requesting certificates, 670—-673, 671-672
Require Client Certificates option, 679, 1415
Require Data Encryption option, 1652
Require Secure Channel (SSL) option, 679, 1415

Require Secure Password Authentication option, 1404

Require SSL Client Authentication option, 1375

Required Upgrade for Existing Packages option,
1005, 1033

Rescan Disks option, 888, 890

Reseaux IP Europeens (RIPE), 200

Reservations folders, 317-318

reservations in DHCP, 317-318, 317

reserved IP addresses, 202

reserving memory, 1450

Reset access type, 1270

Reset Account Lockout Counter After option, 778

reset command, 1288



reset option
in netdom, 623
for Terminal Services sessions, 1297
Reset Password dialog box, 699, 699
Reset Password option, 542
reset session command, 1297
resetpwd option in netdom, 623
resetting
passwords, 481, 705-706
Terminal Services sessions, 1257, 1297
Resolve File Conflicts dialog box, 988, 988
resource forks in Macintosh computers, 1187-1188
Resource Kit, 1439
Responsible Person setting, 395-396
Restore files and directories right, 735
Restore Progress dialog box, 1536
Restore tab, 1534
Restore Wizard, 1532—1538, 1533, 1535, 1537
restoring
backups, 1532
Active Directory, 1536-1540, 1537
authoritative, 1539
configuration settings, 1536
file selection for, 1533—1536, 1533, 1535
techniques for, 1532-1536, 1533
viewing logs for, 1536
DNS, 471
Registry, 93
Restrict access option, 1503
Restrict Newsgroup Visibility option, 1377
Restrict Terminal Services Users to a Single Remote Session
option, 1266
Restrict Users to the Explicitly Permitted List of Snap-Ins
policy, 779
Restricted Groups category, 771
Restricted Groups folder, 743
restrictions
group policies for, 603
relay, 1391-1392, 1392
Resultant Set of Policy (RSOP), 602, 786791, 787-790
Retry Interval setting, 396
Reverse Lookup Zone Name screen, 407, 407
reverse lookup zones
in DNS, 384-385
PTR records for, 405—410, 407—408
reverse name resolution, 384
Review Settings screen, 156, 156, 164, 165
Revoke Certificate option, 681
Revoked Certificates folder, 681
revoking certificates, 681-682
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RID (Relative Identifier Pool) role, 564—565, 565
RID tab, 565, 565
RID:s (relative IDs), 564—565, 565, 567-569, 687
rights. See permissions
RIP (Routing Information Protocol), 200, 253
RIPE (Reseaux IP Europeens), 200
RIPrep images, 146
creating, 163
delivering, 169
RIPrep program, 163-164, 164-165
RIS (Remote Installation Services) tool, 99, 144-146, 487
Active Directory authorization for, 151-152, 151-152
checking operation of, 157-158
for Client Installation Wizard, 177-183
for clients, 158—159, 158
enabling user use of, 169-171
flat images for, 166—169, 167-168
improvements in, 146-147
for Installers group, 171-173
installing, 152-153, 153
limitations of, 147—148
for NIC drivers, 183—184
SOEMS for, 173
preparing for, 149-151
prototype reconfiguration in, 166
risetup program for, 149, 153-156, 153-157
for scripts, 173-177
starting, 148-149
for system images
creating, 163-164, 164-165
delivering, 169
limiting, 173
in unattended installation, 121
workstation installation using, 159-163, 160
risetup program, 149, 153-156, 153157
ristndrd.sif script, 169, 173-177, 184
rmdir command, 1560, 1564
roaming profiles. Sec user profiles
rogue DHCP servers, 307, 323-324
roles of FSMOQOs, 558
domain naming, 557, 563-564, 563
infrastructure and PDC, 565-567
RID pool, 564-565, 565
schema, 558—-563, 559
transferring, 567569, 567
root directory for FTP sites, 1347
root hints files, 373
Root Hints tab, 457
Root Mail Directory setting, 1404
Root Name screen, 964-965, 965
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root replica members, 962
root servers, 450
Root Share screen, 965-966, 965
Root Type screen, 963, 963
rooting process, 387
roots
for Dfs, 959-960, 963-966, 963—-966
connecting and disconnecting from, 974, 974
links for, 966—968, 967968
physical, 975-976, 975
in DNS, 370
empty, 505-507
forest, 525
of trees, 501
virtual, 1334
rootsec.inf template, 742
Rossinovich, Mark, 80
round-robin DNS, 392—-394, 393—394
routable addresses, 202—203, 216
route add command, 244—246, 252-253
route print command, 246, 249-250, 249
Router (Default Gateway) screen, 313, 313
routers. See also gateways
for AppleTalk, 1177-1178
in DHCP operation, 330-333, 331-332
in IP, 195-196, 198-200
mail, 222
print, 1062
and subnets, 252-253
‘Windows NT machines as, 253—258, 254-258
routing, 243-244, 244
conflicts in, 251-252
default gateways in, 250-252, 250
in IP, 198-200
OSPF for, 253
prebuilt routes in, 245-246
RAS for, 1575, 1643
first server setup in, 1644—1655, 1645-1655
sample network, 16431644, 1644
RIP for, 253
routing tables for. See routing tables
static, 258-259, 258
subnets in, 252—253
Windows NT machines in, 253—-258, 254-258
Routing and Remote Access Server Setup Wizard, 255, 256,
1598-1601, 1598-1601
Routing and Remote Access Service (RRAS), 255-258,
256-258, 1574
for DHCP relay agents, 331, 331
for ICS, 273-275, 273-275
NBT proxy in, 7-8

on-demand dialing in, 262
for PPP, 224
for RAS user management, 1616, 1616
for routing, 1644—1646, 1645, 1651, 1654, 1654
Routing Information Protocol (RIP), 200, 253
Routing tab, 254
routing tables
broadcasting, 253
entries in
adding, 244246
viewing, 246-250, 246
RPCs (remote procedure calls), 1078
RRAS. See Routing and Remote Access Service (RRAS)
/s switch in NTBACKUP, 1526
RSAC (Recreational Software Advisory Council), 1330

RSM (Removable Storage Manager), 1510, 1515-1516, 1516

libraries in, 15171518
media in, 1518-1519, 1518, 1521-1524
media pools in, 1519-1521, 1520-1521
physical locations in, 1516, 1516
rsm tool, 1518-1519
RSOP (Resultant Set of Policy), 602, 786791, 787-790
RSOP modelers, 602
-rt switch in tracerpt, 1472
rules in IPSec, 283, 285, 290-296, 290-292, 295
Run Only Allowed Windows Applications policy, 775, 776
Run Scripts permission, 1317
RunLogonScriptSync key, 811-812
Running Tasks folder, 1544
Russinovich, Mark, 925
/1x switch in winnt, 125

S

/s switch
in DiskPart, 909-910
in EFSINFO, 895
in MSIEXEC, 1024
in winnt32, 123
/S switch in GPRESULT, 791
-s switch in typeperf, 1466-1467
Safe Mode, 1550-1551
Safe Mode with Command Prompt, 1550-1551
Safe Mode with Networking, 1537, 1550
SAM (Security Accounts Manager)
contents of, 475-476, 686—687
limitations of, 27
on PDCs, 556
in Registry, 90-91
uses for, 489
sampling interval for counter logs, 1462



sasetup.msi file, 1308

Save As option in System Monitor, 1458
Save Log File As option, 1480

Save Selections dialog box, 1510

Save This Username and Password for the Following Users

option, 1621
saving
backup options, 1510
custom consoles, 61
Event Viewer data, 1480, 1480
system configuration, 1546—1548
System Monitor data, 1458-1459, 1459
user profiles, 821, 8§23
usernames and passwords, 1621
SBM (Small Block Machine) protocol, 1181
-sc switch in typeperf, 1466-1467
scalability in DNS, 367
Scavenge Stale Resource Records option, 429
scavenging
DDNS registrations, 429-434, 430, 432—433
in WINS, 359
Schedule Job dialog box, 1510-1513, 1512-1513
Schedule Jobs tab, 1511-1512, 1511
Schedule tab
for backups, 1512, 1512
for log files, 1463, 1464
Scheduled Job Options dialog box, 1514-1515, 1514
Scheduled tab, 991
schedules
for backups, 1510-1515, 1511-1513
for log files, 1463, 1464
for offline file synchronization, 991
for RAS connections, 1657-1658
for replication, 595, 595
schema
changes and conflicts in, 561-562
FSMO:s for, 558-563, 559
and GC changes, 562-563
naming contexts, 575
Schema Admins group, 722
scope
in DHCP
activating, 315-316, 315-316
client options for, 312-314, 313-314
creating, 309, 309
IP address ranges in, 310-311, 310
lease duration in, 311-312, 312-313
options for, 316-317, 317
superscopes in, 311
of groups, 711-714

of management in software deployment, 1016

SASETUP.MSIFILE ¢ SECONDARY ZONES VS. CONDITIONAL FORWARDING

Scope Name screen, 309, 309
Scope tab, 794, 794

Script Source Access setting, 1324
scripted images for RIS, 169

scripts

for applications in multiuser environments, 1282-1283

for disk management, 909-910
for distribution shares, 137—140
environment variables in, 177
group policies for, 603, 765-767, 766—767
improving, 135-137
logon, 701, 723
assigning, 725
example, 725-729
group policies for, 603
languages for, 723-725
for SOEMS, 140
for printer installation, 1094-1098
for Registry modifications, 88
RIS for, 173177
Setup Manager for, 125-135, 126-132
trying out, 135-136
for unattended installation, 120121
Scripts Policy Processing policy, 785
SCSI drives, 108
for Active Directory, 516
for performance, 509

SDRAM (synchronous dynamic random access memory), 97

Seamless Windows, 1237
Search Active Directory option, 1136, 1138
search method for shortcuts, 814—815
search order for domains, 239
search paths for MMC tools, 56
searching
Indexing Service for. See Indexing Service
for MMC tools, 56
for Registry keys, 87
for servers, 31-38, 33—34, 479-480
secedit.exe (Security Configuration and Analysis tool),
739-745, 741

second domains for Active Directory, 522-524, 544—546,

544-545
second-level domains, 373—-374
second printers, 1076
secondary servers
DNS
for fault tolerance, 410—412
setting up, 412-413, 413
synchronization, 411-412
WINS, 347, 349, 354-357

secondary zones vs. conditional forwarding, 462—-464
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secops.exe program, 610
SECPOL.MSC (Local Security Policy tool), 284-285,
606-607, 686, 732-733, 738
sections
in scripts, 134
in ZAP files, 1037
sectors, 368
bad, 881-885
boot, 1565
for dynamic disks, 852
testing, 832-883
Secure Communications dialog box, 1414-1415
Secure Domain Controller template, 742
Secure Only option, 437
Secure Server (Require Security) policy, 285
Secure Sockets Layer (SSL)
certificates in, 1411-1413, 1411-1414
encryption in, 658—659
for NNTP servers, 1372, 1375
port numbers for, 1315
for sites and directories, 1414—1415, 1414
securedc.inf template, 742
security
Active Directory for, 474—479
authentication. See authentication
in DDNS, 435-436, 440—441
in DNS, 458-459
domain controllers in, 30
domains in, 29-30
for e-mail, 1407
for FSM, 1185
for FTP sites, 1351-1352, 1352, 1354—1355, 1355
group policies for, 769-771, 772
improvements in, 15-16
for Indexing Service, 1421
IPSec for. See IPSec
in legacy support, 31
and logons, 28
with Macintosh computers, 1176
member servers in, 30
for networks and networking, 27-31
for NNTP servers, 1373—-1376, 1374-1375
permissions in. See permissions
for POP3 servers, 1402—1403
for printers, 1080-1081, 1098
auditing, 1104-1107, 1105-1107
available hours, 1098—-1099, 1099
group policy settings, 11081113, 1109, 1111
permissions, 10981104, 1099-1104
for RAS clients, 1612, 1612

for Recovery Console, 1561-1562
for shares, 914
SMB signing for, 512-513, 513
for SMTP servers, 1387, 1387, 1389—-1394,
1389—1394
in split-brain DNS, 447-448, 468
SSL for
certificates in, 1411-1413, 1411-1414
encryption in, 658—659
for NNTP servers, 1372, 1376
port numbers for, 1315
for sites and directories, 1414—1415, 1414
in telnet, 1408—1409
for Terminal Services, 1266
and trusts, 620
for Web sites. See Web sites
for Windows for Workgroups, 1163
Security Accounts Manager (SAM)
contents of, 475-476, 686—637
limitations of, 27
on PDCs, 556
in Registry, 90-91
uses for, 489
Security Accounts tab, 13511352, 1352
Security Configuration and Analysis tool (secedit.exe),
739-745, 741
Security Credentials screen, 1336, 1336, 1357, 1357
security descriptors, checking, 883
Security events, 1474
Security folder, 1546
security groups
built-in
local, 718-721, 718
special, 722
vs. distribution, 709-711
working with, 714-717, 715-717
security identifiers. See SIDs (security identifiers)
SECURITY key, 89-91
Security log, 1473
Security Options folder, 631
Security Properties dialog box, 607—608, 608
Security Settings folder, 772
Security Settings for FTP sites, 1354
Security tab
for delegation permissions, 540, 541
for group policies, 752, 752, 757, 758
for Installers group, 171172
for NNTP servers, 1373, 1374
for owners, 946, 946
for packages, 1006, 1007, 1010



for permissions
deny, 942
file and directory, 933-935, 939-936, 940, 940
inherited, 931
types of, 925-926, 927
user, 730-731, 730
for printers, 1099-1100, 1700
for RAS clients, 1612, 1612
for routing, 1653, 1653
for shared folders, 933—-935
for SMTP servers, 1387, 1387
security templates, 738739
benefits of, 739-740
importing, 771-772, 772
working with, 740-745, 741
SecurityOps folder, 610
seed routers for AppleTalk, 11771178
segmented names in DNS, 367-368
Select a PostScript Printer Description File dialog box,
1208, 1209
Select Columns dialog box, 1483—1484, 1484
Select Computer dialog box
for Event log data, 1474-1475, 14741475
for snap-ins, 59, 60
Select Counters dialog box, 1461
Select Counters from Computer option, 1457
Select Disks screen
for extending volumes, 858-859, 8§59
for new volumes, 856, 856
for RAID volumes, 864, 865
Select Group Policy Object dialog box, 748, 748
Select Groups dialog box, 701-702, 703
Select key, 1551, 1552
Select NetWare Logon dialog box, 1666, 1666
Select Network Adapter dialog box, 11441145, 1144
Select Network Adapters dialog box, 1151, 1151, 1635, 1635
Select Network Client dialog box, 1665, 1665
Select Network Component Type dialog box, 1150, 1151
Select Network Protocol dialog box, 1631, 1631
Select Partition Type screen, 844, 8§45, 848, 8§48
Select the MST File to Save screen, 1026, 1026
Select the Printer Port screen, 1066, 1066
Select User dialog box, 1080, 1081
Select User, Computer, or Group dialog box, 1101,
1101-1102, 1105, 1106
Select Users, Computers, or Groups dialog box, 172
for file and directory permissions, 934-935, 934
for share permissions, 922-923, 922-923
Select Users, Contacts, Computers, or Groups dialog box,
535, 535
Select Users dialog box, 901-902, 901-902
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Select Users or Groups dialog box, 733
Select Volume Type screen, 855, 855, 860, 860, 864, 8§65
selecting files
for backup, 1506-1508, 15071508
for restoring backups, 1533-1536, 1533, 1535
self-signed certificates, 666667
semicolons (;) in ZAP files, 1037
Send Copy of Non-delivery Report To setting, 1389
Send HELO instead of EHLO option, 1397
Send Message dialog box, 1293, 1293
Send message option, 1486
sending messages in Terminal Services Manager,
1293-1294, 1293
sendmail program, 222, 1382
SendTo folder, 798, 801
SEP files, 1117-1120
Separator Page dialog box, 1118, 1118
separator pages for printers, 1117
choosing, 1118, 1118
creating, 1118-1120
sequencing in TCP, 212
Serial Line Interface Protocol (SLIP) connections, 224
serial ports
mapping, 1094
for printing, 1064, 1115
for RAS, 1585
Server 2003, 2
Server Aging/Scavenging Properties dialog box,
429431, 429
Server Certificate screen, 1411, 1411
server configuration for DHCP, 323-325, 323-324
Server Extensions tab, 1332—1333
Server Fully Qualified Domain Names (FQDN) setting,
397-398
Server IP Address option, 1202
Server Name for AppleTalk Workstations setting, 1185
Server Name screen, 163, 164
server numbers in multi-WINS networks, 352—353
Server Operators group, 719-720
Server Options dialog box, 316-317, 317, 319
Server Options folder, 316-317
Server Properties option, 1062
Server (Request Security) policy, 285
Server Role screen, 1242, 1243
Server service, 1146
Server Sessions counter, 1456
Server Settings folder, 1264—-1266, 1265
Server Settings utility, 1221, 1221
Server tab, 1609, 1610
Server Tools add-on, 457
Server Types tab, 1614, 1614



1738 | %SERVERNAME®% ENVIRONMENT VARIABLE ¢ SETUP FOR MICROSOFT NETWORK CLIENT V3.0 FOR MS-DOS SCREEN

%SERVERNAME% environment variable, 826
servers
certificates for, 661
DHCP, 264
authorizing, 307-309, 308
configuring, 323-325, 323-324
for printers, 1083
for RAS, 1598-1599, 1606
rebuilding, 326
for Terminal Services, 1245
DNS. See DNS servers
file, 24
ﬁnding, 31-38, 33-34
GC
creating, 531, 532
domain controllers as, 530-531, 531-532
licensing, 102—-104
for Macintosh computers, 1219-1224, 1220-1223
names for, 100—101
for NLBC, 298
NNTP. See NNTP (Network News) servers
print, 24, 1120-1121, 1120
drivers for, 1122—1124, 1123
forms for, 1120, 1121
messaging and logging for, 11241125, 1124
ports for, 1121-1122, 1122
for Web printing, 1078-1083, 1079-1082
protecting, 1493-1494
environmental hazards, 1496
limiting access for, 1496-1497
passwords for, 1497-1499
power protection for, 1495-1496
redundancy for, 14941495
RAS, 1603-1609, 1604, 1606—1608
searching for, 479-480
in sites, 592—593, 593
SMTP. See SMTP servers
software for, 24
in Terminal Services, 1238—1239
types of, 1-3
WINS, 347, 349, 354-357
Servers folder, 574, 589
SERVICE group, 722
service packs
for administrative installs, 1021-1023, 1022—1023
for NTES, 869
for Office XP deployment, 1030-1034, 1030—1034
preinstalling, 139-140
for security, 1431-1433
Service Settings dialog box, 1624-1625, 1624-1625

Service tab
for FTP sites, 1345, 1345
for Web sites, 1310, 1311
services
enabling and disabling, 1562—1564
for Internet gateways, 1623-1625, 1624—1625
in SRV records, 403—404
for workstations, 1151
Services and Applications node, 5354, 53
Services and Ports tab, 276, 277
Services Console, 1182, 1183
Services folder, 1545
services.msc file, 157
Services tab, 1145-1146, 1146
session licensing for Terminal Services, 1272—-1274
Session Manager, 1231
sessions
in FSM, 1187
in Terminal Services, 1290
command-line tools for, 1288—1289
environment for, 1263—1264
Task Manager for, 14841486, 1485
Terminal Services Manager for. See Terminal
Services Manager
time-out settings for, 1257-1258, 1258-1259
Sessions tab, 1187, 1187, 1257—1258, 1258
SessionSpace, 1231
Set Aging/Scavenging for All Zones option, 429
Set as Default protocol option, 1160
SET command
in Recovery Console, 1560-1562
for scripts, 727-728
Set Feature Installation States screen, 1028, 1028
Set Information access type, 1270
Set paper orientation option, 1114
Set Password option, 685
Set print processor option, 1115
Set printer spooling option, 1115
Set Schedule option, 1511
Set the hours printer will accept print jobs option, 1114
Set the page order option, 1114
SetDefaultPrinter method, 1095-1096
Setting tab for ADM files, 773
settings, group policies for, 603
Settings tab
for backups, 1512-1513, 1513
for NNTP, 1372-1373, 1372
for redirection, 769, 770
Setup for Microsoft Network Client v3.0 for MS-DOS screen,
1166-1168, 11661168



setup.inf template, 742
Setup.log file, 1556
Setup Manager, 125-135, 126-132
setup program, 1165
for dynamic disks, 886-887
in installation, 115
Setup Security template, 742
Setup Wizard, 1245
setupldr.bin file, 1557
setupnw utility, 1669
shadow copies, VSS for, 904
API for, 904
enabling, 905-906, 905
operation of, 906907, 907
previous versions in, 904—905
Shadow Copies tab, 905-906, 905
shadow utility, 1289, 1295
shadowing volumes, 17-18
Share a Folder Wizard, 916919, 917-919, 1196-1197,
1196-1197
Share Name option, 914
Share Permissions tab, 921-922, 921, 923
Share This Folder option, 913, 977
Shared Folder option, 919
shared mandatory profiles, 700, 824—825
Shared System Volume screen, 516, 517
shares and shared folders, 689, 911-912, 912
Active Directory for, 547-549, 548, 919-920
auditing, 950-953, 951-952
common, 955-956, 955
connecting, 956-958
creating
from Computer Management Console, 916-919,
917-919
from Explorer, 913-914, 913-915
distributed file system for. See Distributed File
System (Dfs)
hidden, 953—-954, 954
on Macintosh computers
FSM for, 1182—-1190, 11821187, 1189-1190
Server 2003 server shares, 1181, 1194—-1198
OS X clients, 1211-1214, 12121213
shared volumes, 1199-1202, 1199-1202
UAM installation, 1191-1194, 17191-1194
names for, 914, 1067, 1188, 1196, 1196
Offline Files in. See Offline Files
permissions for. See permissions
publishing, 919-920
for roaming profiles, 803
in System Tools node, 54
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user limits on, 915-916
Web, 976-979, 977-979
Shares folder, 916, 916
sharing. See also shares and shared folders
peer-to-peer, disabling, 35
printers, 1072—-1075, 1072-1076
Sharing and Security option, 913-914
Sharing tab
in Explorer, 913-914, 913, 915
for hidden shares, 953, 954
Sharing was Successful screen, 919, 919, 1197, 1197
shell programs, 724
Shiva Encrypted Authentication (SPAP) option, 1605
Shortcut dialog box, 1052, 1053
Shortcut Menu Command screen, 68, 68, 71-72, 72, 74
shortcut trusts, 621
shortcuts
keyboard, 1250-1251
in NTES, 870
in Software Console, 1052—1053, 10521053
for Terminal Services clients, 1250-1251
with user profiles, 814
with WinINSTALL LE, 1045
Show alert message when I start Backup option, 1509
Show alert message when new media is inserted into
Removable Storage option, 1510
Show Hidden Files and Folders option, 48
Show/Hide Console Tree option, 75
Show Multiple Schedules option, 1512
Show Replication Information option, 972
Show Root dialog box, 974, 974
/showforest option in rendom.exe, 648
Shut down the system right, 735
shutdown scripts, 603, 723
-si switch in typeperf, 1466-1467
Sides of Trust screen, 628, 628
SIDs (security identifiers), 90
with ADMT, 636-637, 637
for contacts, 711
for deleted accounts, 693
with drive copiers, 184—185
histories, 617—618, 636—637, 637
in migration, 617-618
for printers, 1099
RIDs in, 564
scrambler programs for, 145
for security groups, 709
Sysprep for, 184
for user accounts, 687

sif files, 173
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Sign Up for Online Storage or Connect to a Network Server

option, 1139
Signed Drivers folder, 1544
signing
messages, 656—657
packets, 1161-1162
transmissions, 282
Simple Mail Transfer Protocol (SMTP), 222-223
Simple Mail Transfer Protocol (SMTP) servers.
See SMTP servers
Simple Network Time Protocol (SNTP), 570-571
simple volumes, 838
Single Computer option, 1083
Single Instance Store (SIS) service, 149—-151
single large expensive drives (SLEDs), 833
single-master vs. multimaster replication, 555-556
SIS (Single Instance Store) service, 149-151
SIS Common Store folder, 150
Site Link option, 594
Site Manager, 591
sites, 589
in Active directory, 500-501, 589-593,
590-592, 651
defining, 591, 591
FTP. See ETP sites
group policies for, 601
operation of, 589-590, 590
renaming, 590
replicating, 593-596, 593-595
servers in, 592—593, 593
SSL for, 1414—1415, 1414
subnets in, 591-592, 591
virtual, 243
Web. See Web sites
Sites folder, 589, 591
size
basic partitions, 850-851
clusters, 868, 873
groups, 496, 714
logs, 607609, 1463
mirror sets, 864
paging files, 1488—1489
physical disks, 830
primary partitions, 848
sectors for dynamic disks, 852
stripe sets, 860, 864
system cache, 1490
transaction logs, 885
volume sets, 858—-859, 8§59
slaves in DNS, 458—459
SLED:s (single large expensive drives), 833

SLIP (Serial Line Interface Protocol) connections, 224

Slow Link Detection setting, 785
slow links, group policies over, 784785, 785
SlowLinkDetectEnabled Registry entry, 820
SlowLink Timeout Registry entry, 821
Small Block Machine (SBM) protocol, 1181
Smart Card Is Required for Interactive Logon
option, 699

smart cards, 655
Smart Host setting, 1395-1396
SMB file sharing, 1219-1221, 1220
SMB signing, 512-513, 513
smoking, damage from, 1496
SMTP (Simple Mail Transfer Protocol), 222-223
SMTP folder, 594
SMTP Server for Moderated Groups setting, 1373
SMTP servers, 1382

ASP for, 1400-1401

creating, 1383-1386, 1383-1385

directories for, 1398—1400

domains for, 1385—-1386, 1385, 1390-1391, 1391,

1396-1398, 1396
e-mail protocols for, 1382-1383
1IS for, 1305-1306
properties for
Access tab, 1389-1392, 1389
Delivery tab, 1392-1396, 1392
General tab, 1386-1387, 1386
Messages tab, 1387-1389, 1389
Security tab, 1387, 1387
snap-ins
in MMC, 51
permitted, 779-780, 780
/SNAP switch in NTBACKUP, 1526
sniffers, 28
SNTP (Simple Network Time Protocol), 570-571
SOA (Start of Authority) records
in DDNS registrations, 428
in DNS, 394-396, 395
in zone file format, 423—424
sockets
in TCP/IP, 213-215
in Winsock, 217-218, 338
soft page faults, 1451
software
certificates for, 662
for connecting clients, 1130
deploying. See software deployment
licenses for. See licenses
RAID, 834835
restricting, 775-776, 776



Software Compression option, 1608
Software Console, 1047—1055, 1047-1056
software deployment, 993
centralized, 1226-1227
group policies for, 603, 996-997
MSI packages for. See MSI (Microsoft Software
Installer) packages
Office XP, 1030-1034, 1030-1034
operating system updates, 1034-1036, 1035-1036
overview, 998—1007, 998—1007
scope of management in, 1016
Windows Installer for, 994-996
Z AP files for, 1036—1038, 1038
Software Environment folder, 1543—1545, 1544
SOFTWARE hive, 90-91
Software Installation folder, 755
Software Installation group, 765
Software Installation icon, 999, 1000
Software installation Properties dialog box
Advanced tab, 1000-1001, 1001, 1010, 1011
Categories tab, 1001, 1002
File Extensions tab, 1001, 1002
General tab, 999, 1000
Software Restrictions category, 771
Software Settings group, 765
Software Settings node, 765
sp20031.exe program, 139
spaces
in filenames, 870
in usernames, 691
in ZAP file commands, 1037
spammer restrictions, 1391-1392, 1392
spamming, 1388
spanned volumes, 838, 888
SPC folder, 665
special built-in groups, 722
Special Permissions feature, 930
Specify a Printer screen, 1072, 1072
Specify Default Path and Organization screen,
1026-1027, 1027
Specify Partition Size screen, 848, 848
speed
with mirror sets, 864
of modems, 15821583
spikes in performance monitoring, 1473
.spl extension, 1062
split-brain DNS, 8-9, 447, 465-467, 466
for Active Directory, 447448
conditional forwarding for, 460464, 461
for faking sites, 448449
guidelines for, 468470
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for multiple domains, 470
for names, 470
security for, 468
as two-way mirror, 467—468
for zones, 449
spoolers, 1061-1062
print monitor in, 1063—-1064
print processor in, 1062-1063
print provider in, 1062
print router in, 1062
SPOOLSS.DLL file, 1061-1062
square brackets ([])
in scripts, 134
in ZAP files, 1037
SRV records, 402—405
storing, 523-524
support by, 550-554
SSL (Secure Sockets Layer), 1410-1411
certificates in, 1411-1413, 1411-1414
encryption in, 658—659
for NNTP servers, 1372, 1375
port numbers for, 1315
for sites and directories, 1414—1415, 1414
stand-alone Dfs root type, 963
stand-alone Dfs vs. fault-tolerant, 962
stand-alone libraries, 1517
Standard Edition, 2
Standard View for ADM files, 773
Start a program on Connection option, 1264
Start Menu, restoring, 46—48, 47
Start Menu folder, 767-769, 798
Start Menu tab, 46, 47, 800-801, 8§01
Start New Task Wizard option, 66
Start of Authority (SOA) records
in DDNS registrations, 428
in DNS, 394-396, 395
in zone file format, 423—424
Start of Authority (SOA) tab, 395-396, 395
Start option for DNS servers, 426
start types, 1563
Start Windows Services option, 1221
Startup Programs folder, 1545
startup scripts, 603, 723
Startup Settings dialog box, 1161, 1161
state, Registry for, 80
stateful firewalls, 271
Static Address Pool option, 1606
static DNS entries, 234
static IP addresses, 227—229, 228—229
DDNS registrations with, 428
for NLBC, 298

1741
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static mapping, 349, 350
Static Route dialog box, 1649, 1649
Static Routes for Remote Networks screen, 1648, 1648
static routing, 258-259, 258
Status Bar check box, clearing, 75
Stop option for DNS servers, 426
storage
improvements in, 17-18
for NNTP servers, 1369—1371, 1369—1370, 1382
requirements for, 96-97
Storage node, 53—54, 53
Store Certificate in the Local Computer Certificate
Store option, 673
Store Password Using Reversible Encryption option, 699
Store Passwords Using Reversible Encryption option, 777
Store the Zone in Active Directory option, 437
string data type, 84—85
stripe sets, 840-841, 841
creating, 860, 860
deleting, 860, 867
failed, 867, 867
stripe sets with parity, 841-843, 842
stub zones
vs. conditional forwarding, 462—464
purpose of, 421-422
styles of taskpad views, 63—64
subadministrators
creating, 480481
OUs for, 497
subdirectories for FTP sites, 1364
subdomains
in DNS, 369, 374—-375, 418-422, 418-421
QU s for, 535540, 537—540
subkey services, 83—84
subkeys, 83-84
subnet masks
in IP addresses, 205—-206
ordering, 394
subnets
in Class C networks, 206—208
in IP, 195-196, 199
in routing, 252-253
in sites, 591-592, 591
in TCP/IP, 194-196
subtrees in Registry, 82—-83
Success Audit option, 1479
Success events in Event Viewer, 1476
suffixes
for DN servers, 377
in LMHOSTS, 344-345
for user principal names, 527-529

Summary folder, 1546
summary information, system, 1541, 1541
Summary of Selections screen, 787, 787, 1242, 1243
Summary screen, 520, 520
-summary switch in tracerpt, 1472
super groups, 496
superscopes in DHCP, 311
support.cab file, 621
support information scripts, 136-137
SuppressWINSNameServers key, 1659
SUPPTOOLS.MSI file, 585
surge protectors, 1496
synchronization
with administrative installs, 1023—1024
DNS servers, 411—412
forest-wide, 569-571
Offline Files, 986—992, 986, 988, 990-991
in scripts, 728
time servers for, 775
Synchronization Settings dialog box, 990-991, 990-991
Synchronize all offline files before logging off
option, 982
Synchronize directory service data right, 735
synchronous dynamic random access memory
(SDRAM), 97
synchronous EIDE drives, 97
SYS volume in NetWare, 1664
/ syspart switch in winnt32, 123
sysprep.inf file, 187-188
Sysprep program, 121, 184-185
administrative users for, 186
computer setup for, 185-186
copying images with, 187-188
logging in with, 186187, 187
SYSPRINT.SEP separator page, 1118
SYSPRT]J.SEP separator page, 1118
System applet, 806, 807, 815
system boot files, restoring, 1536
System Cache Resident Bytes counter, 1490
system caches
purpose of, 1450
tuning, 1490-1491, 1491
System catalog, 1418
system checks for dynamic disks, 855
system clock, 114
system configuration information, saving, 1546-1548
system data, transaction logs for, 882
system drive letters, changing, 889-890
System Drivers folder, 1544
System events, 605, 1473
System File Protection feature, 16



SYSTEM group, 722
system hardware requirements, 9698
system images
creating, 163-164, 164165
delivering, 169
limiting, 173
Sysprep for, 187-188
System Information tool, 1540, 1541
for components, 1543, 1543
for hardware resources, 1541—1542, 1542
for Internet Explorer, 1545-1546
for saving system configuration, 1546—1548
for software environment, 1543—1545, 1544
for summary information, 1541, 1541
SYSTEM key, 90-91, 1551, 1552
System log
for disk quotas, 901
for events, 1473
System Monitor, 1444, 14461447
charts in, 14471448, 1447-1448
counters in, 1448—-1457
for CPU bottlenecks, 1453—1454
for disk bottlenecks, 1454—1455
for memory bottlenecks, 1449-1453
for network bottlenecks, 1455—1457
for remote performance monitoring, 1457, 1458
saving data in, 1458-1459, 1459
for Terminal Services, 1239—1240
system partitions
in converting basic disks to dynamic, 852-853
disk quotas on, 900
FAT filesystem on, 872
system policies, 486, 498, 600-601, 737-738
System Policy Editor
for registry, 799, 799
for user profiles, 812-814, 813
System Properties dialog box
for domains, 235, 235
for Remote Administration mode, 1299, 1299
for Windows XP workstations, 1134, 1135
System Root Security template, 742
System Services category, 771
System setting, Registry for, 80-81
System State data, restoring, 1534, 1536
System Tools for groups, 492
System Tools node, 53—-54, 53
System Volume Information folder, 905
system32 directory, 56
systemroot command, 119, 1560
systemstate argument in NTBACKUP, 1525
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SYSVOL directory, 517
for login scripts, 701
restoring, 1536

T

$T separator page function, 1119
/t switch
in NTBACKUP, 1525, 1527
in rsm, 1517
tab-delimited (TSV) files, 1463
tags
in HTML, 162
in XML, 647
Take ownership of files or other objects right, 735
Take Ownership permission
for printers, 1104
for shared folders, 927, 929
tape backups with RSM, 1510, 1515-1516, 1516
libraries in, 1517—-1518
media in, 1518-1519, 1518, 15211524
media pools in, 1519-1521, 1520-1521
physical locations in, 1516, 1516
tapes
ejecting, 15221524
moving, 1522
refreshing, 1524
renaming, 1522
Target tab, 769, 769
targets, taskpad, 63, 65
Task Icon screen, 69, 69
Task Manager, 1445-1446, 1480-1481
for applications, 1482, 1482
for networks, 1484, 1485
for processes, 1482—1484, 1483—1484
for processor and memory, 14811482, 1481
for user sessions, 1484—1486, 1485
Taskbar
configuring, 800
profile settings for, 799
Taskbar and Start Menu Properties dialog box, 46—47,
47, 800, 800-801
Taskbar tab, 800, 8§00
Taskpad Display screen, 63—64, 64
Taskpad Navigation Tabs option, 75
Taskpad Target screen, 64, 65
taskpad views, 61-63, 62
creating, 63—66, 69—66, 71-73, 72-73
links for, 73-75, 75
tasks in, 66—70, 67-70
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Tasks tab, 66 TCP/IP suite, 194
Tasks to Delegate screen, 539, 539, 763, 764 Telephones tab, 694, 695
tattooing, 737 telnet protocol, 1407-1410
TCP (Transmission Control Protocol), 211-212 telnet server, 14
error detection and correction in, 212-213 /tempdrive switch in winnt32, 123
flow control in, 212 temperature sensors, 1549
sequencing in, 212 templates
TCP/IP (Transmission Control Protocol/Internet account, 705
Protocol), 26, 101, 189 administrative, 772-776, 773774, 776
design goals in, 193-194 for group policies, 738-745, 741
DHCP in. See DHCP (Dynamic Host Configuration for print jobs, 1121
Protocol) security, 771-772, 772
DNS in. See DNS (Domain Name Service) Templates folder
domains in for RIS images, 173
joining, 234237, 235-236 for scripts, 1283
names for, 233—-239, 235-237 in user profiles, 798
for DOS workstations, 1167, 1168 Temporarily Available Offline indicator, 986
error handling in, 194 temporary files in MSI package creation, 1042, 1043
history of, 190-193, 190-191 temporary folders, 1265
ICS for. See ICS (Internet Connection Sharing) Temporary Folders directory, 1265
Internet host names in, 219-223, 222 temporary licenses, 1273-1274
for intranets, 223-227, 226 temporary Offline Files, 983, 985
IP in, 195, 195 terminal connections for intranets, 225-226, 226
error checking in, 211 terminal emulation, 224
routers in, 195—-196, 198-200 Terminal Server Edition (TSE), 1235
routing in, 198-200 “Terminal server has exceeded the maximum number
subnets in, 195-196 of allowed connections” error message, 1253
IPSec for. See IPSec “Terminal server sessions disabled” error
for Macintosh computers, 11791180, 1179-1180 message, 1253
for Macintosh printers, 1203—1205, 1203-1205 terminal servers
NetBIOS name resolution sequence in, 363-366, 365 client-side printers in, 1092-1094
network binding in, 218-219 in licensing model, 1271-1272, 1271
NLBC in, 296-302, 299-301 for thin client sessions, 1231-1234
PAT in, 216217 Terminal Services, 1225-1226
ports and sockets in applications in multiuser environments, 1279
for FTP sites, 1346-1347, 1346, 1350 choosing, 1279-1280
for NNTP servers, 1368-1369, 1372 compatibility scripts for, 1282-1283
for SMTP servers, 1384—1385 hand-tuning, 1284
for Web sites, 1315-1317 installing, 1281-1284, 1282
Winsock, 213-215, 217-218 Registry for, 1284-1287, 1285-1286
routing in. See routing for centralized application deployment, 1226-1227
testing configuration of, 229-232, 230-232 client connection settings, 12531254, 1254
Windows 2003 Server as gateway/ router in. for all connections, 1264—1270, 1265,
See gateways 1267-1269
WINS for. See WINS (Windows Internet path information, 1259-1261, 1260
Name Service) remote control, 1254—1256, 1255
TCP/IP dialog box, 1179, 1180 session time-outs, 1257—1258, 1258-1259
TCP/IP Filtering option, 293 client hardware for, 1240-1242
TCP/IP Properties dialog box handheld PCs for, 1246-1247
for DHCP relay agents, 330, 331 for help desk support, 1229-1230

for workstations, 1145, 1146 keyboard shortcuts with, 1250-1251
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licensing, 1271 testing
activation in, 1274—1278, 1274-1278 MSI packages, 1057-1058, 1057
application licensing, 1278-1279 recovery plans, 1569-1571
client connections, 1265 TCP/IP configuration, 229-232, 230-232
model, 1271-1272, 1271 text, saving system information as, 1547
session licensing, 1272—-1274 text-based setup, 108-111
Terminal Services Licensing tool, 1274-1278, TEXT printer data, 1062-1063
1274-1278 Thawte certificate authority, 660
MetaFrame for, 1236—1238 thin client sessions, 1230-1231
new features in, 1236—1238 RDP for, 1234-1235
PC-based RDP clients for, 1244, 1247-1253, sessions in, 1235-1236
1248-1252 terminal servers for, 1231-1234
tor PC-unfriendly environments, 1227-1228 third-level domains in DNS namespace, 374-375
power protection for, 1496 Third-Party folder, 665
for processing power, 1228-1229 third-party tools for Terminal Services, 1236-1238
server hardware for, 1238—1239 This Volume is Read-Only option, 1189, 1198
session management in, 1290 Threads count, 1481
command-line tools for, 1288—-1289 tildes (~) in filenames, 870
environment for, 1263—1264 time
Terminal Services Manager for. See Terminal in separator pages, 1119
Services Manager synchronizing, 728,775
time-out settings for, 1257-1258, 1258-1259 Time between Redial Attempts setting, 1595
support for, 1242-1244, 1243 time-outs
thin client sessions with, 1230—1231 for DNS servers, 381
RDP for, 1234-1235 for print server ports, 1122
sessions in, 1235—-1236 for Terminal Services clients, 1257—1258, 1258—1259
terminal servers for, 1231-1234 /TIME parameter in msg, 1293
troubleshooting, 1252-1253 time servers, configuring, 775
for user interface, 1229 time to live (TTL) setting
‘Windows-based terminals for, 1244—1246 in Dfs, 976
for Windows XP desktop on Macintosh, 1211 in SOA records, 396
Terminal Services Client Access Licenses (TSCALs), in SRV records, 404—405
1238, 12721273 in WINS, 348
Terminal Services Configuration tool, 1094, 1297 time zones, 113—114
Connections folder, 1266 %TIMEZONE% environment variable, 177
Server Settings folder, 1264—1266, 1265 tlntadmn.exe tool, 1409
Terminal Services Licensing tool, 1274-1278, To All Domain Controllers in the Active Directory Domain
1274-1278 option, 440
Terminal Services Manager, 1289-1290, 1289 tombstone lifetimes in backups, 1539
gathering information for, 1290-1293, 1291 tombstoning WINS records, 358-359
sending messages in, 1293-1294, 1293 tools, included, 40—41
terminating applications in, 12941295 Tools folder, 585, 621
user sessions in Tools/Folder Options option, 48
controlling, 1295-1296, 1296 Tools tab, 877, 877
ending, 1296-1298 top-level domains in DNS namespace, 371-373, 549-550
Terminal Services Profile tab, 1260, 1260 topologies
terminating Terminal Services sessions, 1294-1295 in Active Directory planning, 651
TermSrvr.mst file, 1283 in local Active Directory replication, 575-576, 576—577
Test or Make Changes screen, 634—635, 634 Total Bytes counter, 1240

test WINS servers, 357 Total Compressed Bytes counter, 1240
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Total Protocol Cache Hit Ratio counter, 1240
Totals section in Task Manager, 1481
trace logs, 1467-1468, 14671468, 1472
tracerpt tool, 1472
tracert tool, 233
Tracking tab, 1417-1419, 1418
transaction IDs in DHCP, 329
transaction logs
in Active Directory, 516
in NTES, 832
size of, 885
transfer protocols, 1305
transferring
files. See FTP sites
FSMO roles, 567—569, 567
zone data, 414—416
transitive trusts, 502, 504, 625-628, 626
Transmission Control Protocol (TCP), 211-212
error detection and correction in, 212-213
flow control in, 212
sequencing in, 212
Transmission Control Protocol/Internet Protocol.
See TCP/IP (Transmission Control Protocol/Internet
Protocol)
Traverse Folder permission, 927-928
trees, 501-502
with forests, 503—504
global catalogs for, 495
names for, 652
troubleshooting
DCPROMO, 522-524
DNS servers, 381-382
group policies, 785-786
GPOTOOL for, 791-792
GPRESULT for, 791
Registry for, 792
RSOP for, 786-791, 787-790
simplicity in, 792-793
ICS and NAT, 279-280
Indexing Service queries, 1429
installation, 117-120
logons, 522524
performance monitoring, 1472-1473
printers
online resources for, 1128
problem identification, 1126-1128
RAS, 1655-1659
server failures, 1568
System Information tool for, 1540, 1541
for components, 1543, 1543
for hardware resources, 15411542, 1542

for Internet Explorer, 1545-1546
for saving system configuration, 1546-1548
for software environment, 1543—1545, 1544
for summary information, 1541, 1541
Terminal Services connections, 12521253
trust in certificate authorities, 666—668, 675—676,
675-676
Trust Name screen, 626, 626
trust option in netdom, 624
Trust Type screen, 627, 627
trusted domains, 624
trusting domains, 624
trusts and trust relationships
administrators in, 620
ADMT for, 630
direction in, 619—620
for domains, 477—478, 432
forest-to-forest, 9—10
for groups, 712
kinds of, 621
in migration, 619-629
NETDOM for, 621
for domains, 621—624
for forest trusts, 625—628, 626
LMHOSTS for, 624625
and security, 620
transitive, 502, 504, 625—628, 626
Trusts tab, 626, 626
TSCALs (Terminal Services Client Access Licenses),
1238, 1272-1273
tscon command, 1289
tsdiscon command, 1289, 1297
tskill command, 1289, 1294-1295
tsprof command, 1262-1263, 1289
tsshutdn command, 1289, 1298
TSV (tab-delimited files), 1463
TTL (time to live) setting
in Dfs, 976
in SOA records, 396
in SRV records, 404—405
in WINS, 348
tuning
processor power, 1486-1487, 1488
system cache, 1490-1491, 1491
tools for. See Event Viewer; Performance Logs
and Alerts tool; System Monitor
virtual memory, 1488-1489, 1489
tunneling in IPSec, 296
Turn Off Background Refresh of Group option, 783
two-way trusts, 502, 504
type command, 1560
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Type of Certificate Needed screen, 672, 672
Type of Setup screen, 126, 126

typeperf utility, 1463—-1467

typical installation, 114

Typical Settings, 130

U

$U separator page function, 1119
/u switch

in EFSINFO, 895

in MSIEXEC, 1024
UAMs (User Authentication Modules)

installing, 1191-1194, 1191-1194

for Terminal services, 1232

working with, 1199-1202, 1199-1202
/udf switch in winnt32, 124
UDP (User Datagram Protocol)

in DHCP, 329

in security, 1440
unallocated space vs. free space, 831
/unattend switch in winnt32, 124
unattended.doc file, 136
unattended installation, 120

command-line, 122—125

delivery method in, 121

scripting for, 120-121

Sysprep for, 121
[Unattended] section, 132—134, 184
UnattendedInstall setting, 134
Unauthenticated Access option, 1605
UNC (Universal Naming Convention)

for servers, 34

in Windows for Workgroups, 1163
underscores (_)

in names, 230, 550

in ZAP files, 1037
Unencrypted (clear text) Password (PAP) option, 1605
Uninstall the Applications When They Fall Out of the Scope

of Management option, 1001, 1010
Uninstall This Application When It Falls Out of the Scope
of Management option, 1003, 1016, 1031

universal groups, 493-494, 493—494, 710, 713

and global catalogs, 494—496

mixed vs. native mode for, 494—495
Universal Naming Convention (UNC)

for servers, 34

in Windows for Workgroups, 1163
Universal Principal Names (UPNs)

for logon names, 526527

suffixes for
and GCs, 527-529
selecting, 690
Unix, 192
unlimited licenses, 1273-1274
Unload Hive option, 92, 810
Unrecognized media pool, 1519, 1521
unused accounts, deleting and disabling, 1499
up-to-date vectors in replication, 583-584
update.bat script, 729
Update Data button, 1458
update.exe program, 139, 166
update sequence numbers (USNs)
in replication, 579-580
in restores, 1537—1538
/UPDATE switch in tsprof, 1262
updating
administrative installs, 1021-1024, 1022—1023
drivers for print servers, 1124
operating system, 1034-1036, 1035-1036
profile information, 1262-1263
servers in multi-WINS networks, 354—355, 354
Upgrades tab
for packages, 1004-1003, 1005
for software deployment, 1032
upgrading
domain controllers, 102
vs. fresh installs, 104
need for, 18—-19
preinstallation procedures, 105-107, 106
/ upload option in rendom.exe, 648
UPNs (user principal names)
for logon names, 526527
suffixes for
and GCs, 527-529
selecting, 690
UPSs, 1495-1496
[URL] section, 136
URLs
for packages, 1003
for printers, 1088
in redirection, 1324
% Usage counter, 1452
Usage Peak counter, 1452
Use a Certificate from This Certificate Authority
option, 677
Use Add Wizard option, 287-288, 290
Use cached profile on slow connections option, 820
Use Connection Settings from User Settings option, 1094
Use Custom Share and Folder Permissions option, 918
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Use Default Gateway On Remote Network option, 1591
Use DES Encryption Types for This Account option, 699
Use hardware compression option, 1503
Use Local Machine Store option, 677
Use Standard Windows Authentication option, 1267
Use the catalogs on the media to speed up building
restore catalogs on disk option, 1509
Use the Following DNS Server Addresses option, 229, 378
Use the Following IP Address option, 229
Use This Existing File option, 386
Use Windows Classic Folders option, 48
Usenet. See NNTP (Network News) servers
User Account Migration Wizard, 638-640, 638—640
user accounts. See users and user accounts
User and Computer Selection screen, 789, 789
User Authentication Modules (UAMs)
installing, 1191-1194, 1191-1194
for Terminal services, 1232
working with, 1199-1202, 1199-1202
User Cannot Change Password option, 693, 699
user classes for DHCP, 320-322, 321
user-configurable profiles, 819
User Configuration node, 765
vs. Computer Configuration, 773
group policies for. See group policies and GPOs
USER.DAO file, 827
USER.DAT file, 827
User Datagram Protocol (UDP)
in DHCP, 329
in security, 1440
user-defined classes, 321-322, 321
User Group Policy Loopback Processing Mode option,
784, 784
user groups, Active Directory for, 490-496, 492
User Import Utility, 1664
User Interaction screen, 127, 127
user interface, Terminal Services for, 1229
user isolation feature, 1304, 1359-1363, 1361
user limits on shared folders, 915-916
user logins for FTP sites, 1350
user logon names, 526-527, 690
User Manager for Domains for auditing, 631
User mode in MMC, 51
User Must Change Password at Next Logon option,
692-693, 699, 705
User Name setting, 685
User option for Event Viewer filtering, 1479
/user option in net use, 957
User Options screen, 639, 639
User or Computer Configuration node for RSOP, 788

user principal names (UPNs)
for logon names, 526527
suffixes for
and GCs, 527-529
selecting, 690
User Profile Editor tool, 827
user profiles, 83, 700, 795-796
cached, 816—-817
choosing, 819-821, 820-822
comparing, 826-827
components of, 796799, 797
configuring, 799-801, 799-801, 806-809, 807
creating, 801-806, 803
default, 808—809, 814
distributing, 825-826
group template, 818-819
guidelines for, 823—-824
implementing, 825
improvements in, 15
mandatory, 700, 816-818, 824, 827
paths for, 808
preconfigured, 806-809, 807, 814-815
Registry for, 809-812, 809-812
saving, 821, 823
summary, 823-824
System Policy Editor for, 812-814, 813
for Terminal Services clients, 1259—-1260
updating, 1262-1263
in Windows 95/98, 827
User Profiles tab, 806, 807, 815, 820
user rights, 603, 732-735, 733
user-specific printer settings, 1112-1113
[UserData] section, 133-134, 175
USERENV.DLL file, 792
usernames
for applications, 1287
for e-mail clients, 1407
for FTP sites, 1351, 1361, 1361
hacking, 1439
for Internet gateways, 1621
in NetWare, 1664, 1674—1675
for NNTP servers, 1375
rules for, 691
for UAMs, 1191
for virtual directories, 1337
for Web sites, 1328, 1439
for Windows XP workstations, 1135, 1136
users and user accounts, 683
Computer Management for, 683-686, 634
creating, 526-5385, 526, 531-535, 690-693, 691—693



deleting and disabling, 1499

domains for, 29—-30

in FTP user isolation, 1359-1363, 1361

group policies for. See group policies and GPOs

location of, 686—687

locking out, 776778

managing, 703-705, 704

moving into OUs, §36-537

in NetWare, 1664

QOUs for, 498

permissions for, 729-731, 730-732, 941

prebuilt, 689-690

profiles for. Sec user profiles

properties for, 693—696, 699696
Account tab, 697—-699, 697
Member Of tab, 701-703, 702
Profile tab, 700-701, 700

SIDs for, 687

in software deployment, 996-997

templates for, 705

in Terminal Services, 1290

for Web sites, 1440-1441

Users folder
contents of, 496497, 533, 533, 688—689,
718, 718

for creating accounts, 685, 690

on domain controllers, 721

for Terminal Services client connections, 1254

Users group, 635, 715, 720

Users or Groups screen, 538—539, 538—539, 763, 763

Users tab, 1295, 14841486, 1485
USNs (update sequence numbers)
in replication, 579-580
in restores, 1537—-1538
Uetilities folder, 1214

\"/

/v switch

in CHKDSK, 885

in defrag, 881-882

in msg, 1294

in MSIEXEC, 1023
/V switch in GPRESULT, 791
values

in Registry, 83-85, 84

in scripts, 134
van Velsen, Ruud, 724
variables in scripts, 727-728
.vbs extension, 1095
VBScript language, 723-724
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VDMs (Virtual DOS Machines), 1279
vectors in replication, 583-584, 585
vendor classes for DHCP, 318320, 319
verification for backups, 1528
Verify Caller-ID option, 1601-1602
Verify data option, 1503
Verify data after the backup completes option, 1509
verifying messages, 657
VeriSign certificate authority, 660
versions of Offline Files, 986, 986
VGA mode, Advanced Options menu for, 1553
video, 133-134
in RDP, 1236
in Terminal Services, 1239, 1246, 1248, 1249
View From and To option, 1479
view function in net, 1170
View tab, 48
View the Status of a Pending Certificate Request screen,
674, 674
views, taskpad, 61-63, 62
creating, 63—66, 64—66, 71-73, 72-73
links for, 73-75, 75
tasks in, 66—70, 67-70
Virtual Channels access type, 1270
virtual directories
for FTP sites, 1355—-1359, 1356-1358
for NNTP servers, 1381-1382, 1381
for printers, 1078
for Web sites, 1334—1337, 1335—1337
for WebDav, 1338—-1339
Virtual Directory Access Permissions screen, 1337, 1337
Virtual Directory Alias screen
for FTP sites, 1356, 1356
for Web sites, 1335, 1335
Virtual Directory Creation Wizard
for FTP sites, 13561358, 13561358
for Web sites, 13351337, 1335—1337
Virtual Directory tab, 1079
Virtual DOS Machines (VDMs), 1279
virtual memory
operation of, 1449-1450
tuning, 1488-1489, 1489
Virtual Memory dialog box, 1488, 1489
Virtual Memory Manager, 1231
Virtual Private Network Connection option, 1640
Virtual Private Networks (VPNs), 1627-1628
DUN for, 1633-1639, 1634—1638
history of, 1628-1629
performance with, 1642-1643
PPTP and L2TP for, 1628-1642, 1629-1641
RAS for, 1575-1576
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virtual roots, 1334
virtual Web sites, 243, 1317-1318
visual effects, performance with, 1489-1490, 1490
Visual Effects tab, 1489, 1490
Volume Manager, 855
Volume Shadow Copy Service (VSS), 904
API for, 904
enabling, 905-906, 905
operation of, 906907, 907
previous versions in, 904-905
volumes and volume sets, 838—839, 839
creating, 858—859, 859
mapping, 832-833
mirror sets, 839—-840, 8§40, 861-864, 861-863
in NetWare, 1664, 1667, 1668
shadowing, 17-18
size of, 858—859, 859
stripe sets, 840-841, 8§41, 860, 860
stripe sets with parity, 841-843, §42
VPN (Virtual Private Networks), 1627-1628
DUN for, 1633—1639, 1634—1638
history of, 1628-1629
performance with, 1642-1643
PPTP and L2TP for, 1628-1642, 1629-1641
RAS for, 1575-1576
VSS (Volume Shadow Copy Service), 904
API for, 904
enabling, 905-906, 905
operation of, 906907, 907
previous versions in, 904-905

A\

$W separator page function, 1119
/w switch in msg, 1293
W2K licensing model, 1271-1272, 1271
W3C Extended Log Format

for FTP sites, 1350

for SMTP servers, 1387
w32tm program, 571
WANs

in Active Directory planning, 651

for gateways, 260-262, 260

net use command over, 958
Warning events in Event Viewer, 1476, 1479
warning levels for disk quotas, 903
warning.osc file, 181-183
WAS (Web Administration Monitor), 1341-1342
WBTs (Windows-based terminals)

printer redirection with, 1093

for Terminal Services, 1244—1246

Web Administration Monitor (WAS), 1341-1342
Web-Based Printing policy, 1111
Web browsers
certificates for, 661
PKI for, 678-680
Web catalog, 1418
Web Directory Access Permissions screen, 1357-1358, 1358
Web Distributed Authoring and Versioning (WebDav),
1338-1339
‘Web Edition, 2—3
Web printing
benefits of, 1077-1078
print servers for, 1078—1083, 1079-1082
‘Web Service Extensions node, 1338, 1338
Web sharing, 976979, 977-979
Web Sharing tab, 976-977, 977-978
‘Web Site Access Permissions screen, 1316—1317, 1316
Web Site Content Directory screen, 1336, 1336
Web Site Creation Wizard, 1314—1317, 1314, 1316
Web Site Home Directory screen, 1316, 1316
Web Site Identification settings, 1319—-1320
‘Web Site tab, 1310, 1311
‘Web sites, 1310
application pools for, 1339-1344, 1340-1343
creating, 1314-1317, 1314, 1316
dynamic content for, 1337-1338, 1338
e-mail servers, 1401-1402
domains and mailboxes for, 1404—1405, 1404—1405
free, 5
setting up, 1402—1404, 1402-1403
FTP. See FTP sites
master properties for, 1310-1313, 1311-1312
NNTP. See NNTP (Network News) servers
properties of, 1319-1321, 1320-1321
Custom Errors tab, 13311332, 1332
Directory Security tab, 1326-1329, 1326
Documents tab, 1325-1326, 1325
Home Directory tab, 1323-1325, 1323
HTTP Header tab, 1330-1331, 1330
ISAPI Filters tab, 1322—1323, 1322
Performance tab, 1321, 1322
querying Indexing Service from, 1423-1429
security for, 1326-1329, 1326, 1430-1432
attack detection, 1436—1437
attack deterrence, 1437—1440
file and print services in, 1436, 1442
1IS, 1431, 1433-1434
internal threats in, 1442
nonessential items in, 1434—1435
securing accounts, 1440-1441
service packs and hotfixes for, 1431-1433



SMTP servers. See SMTP servers
SSL for, 1410-1415, 1411-1414
telnet for, 1407—-1410
virtual, 243, 1317-1318
virtual directories for, 1334—1337, 1335—1337
‘WebDav for, 1338-1339
Web Sites folder, 58, 61
Web Sites Properties dialog box, 1310-1311, 1311
WebDav (Web Distributed Authoring and Versioning),
1338-1339
weekly backups, 1527-1529
Welcome message for FTP sites, 1353
welcome.osc file, 178
Welcome to Setup screen, 108
Welcome to the Windows Components Wizard, 152
well-known ports, 213-214
What is the name of the backup and the media option, 1503
What to Back Up screen, 1500, 1500
What to Restore screen, 1532—1533, 1533
What type of backup should be performed option, 1503
When should the backup run option, 1503
wildcards
in Indexing Service queries, 1423
in Recovery Console, 1559, 1561
$win_nt$.~bt directory, 108, 117
$win_nt$.~Is directory, 117
Win32 Subsystem process, 1232
WinChat, 1287
Windows, IPSec in, 284-292, 284, 286—292
Windows 9x and Me
with RAS, 1612-1614, 1613-1614
user profiles in, 827
with VPNs, 1634—1636, 1635—-1636
workstation connections, 1149—-1150
Active Directory access in, 1156-1157
configuring, 1150-1152, 1150-1152
domains for, 1152—-1154, 1153—1154
logon problems, 1157
network resource access in, 1154—1155,
1154-1155
passwords for, 1155, 1156
Windows 2000, 1
in-place migration from, 614-616
with VPNs, 1636—1642, 1637-1641
workstation connections, 1140—1141
configuration, 1141
domain passwords for, 1144
domains for, 1141
network resource access, 1141-1143,
1142-1143
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Windows-based terminals (WBTs)
printer redirection with, 1093
for Terminal Services, 1244—1246
Windows bitmap, 810
Windows Components screen, 130131, 131
Windows Components Wizard, 669-670, 669—670
for DHCP, 306
for DNS servers, 378
for 1IS, 1306—1307, 1306
for RIS, 152, 153
for WINS servers, 349
Windows Error Reporting folder, 1545
Windows Explorer
CHKDSK from, 833-884, 884
profile settings for, 799
for shares, 913-914, 913-915
Windows for Workgroups workstation connections, 1158
configuring, 1158-1162, 1158-1161
network resource access, 1162—1163, 1162—1163
passwords for, 1164
security access, 1163
Windows Installation Image Folder Name screen, 155, 155,
168, 168
Windows Installer package, 994-996
Windows Internet Name Service. See WINS (Windows
Internet Name Service)
Windows Management Instrumentation (WMI)
for Computer Management, 54
for policy filters, 759760, 759
Windows Network Server policy, 1161
Windows NT, 41-43
DNS servers in, 552—553
history of, 4143
in-place migration from, 612-614, 613
as routers, 253—258, 254-258
user profiles, 827
workstation connections, 1144
Active Directory access in, 1149
configuring, 1144-1146, 11441146
domain passwords for, 1149
domains for, 1146-1147, 1147
network resource access in, 1148—1149, 1148
with RAS, 1609-1612, 1610-1612
with VPNs, 1631-1634, 1631-1634
Windows Product Activation, 111-113
Windows Scripting Host (WSH), 723-724, 1095
Windows Security dialog box, 1481
Windows Settings folder, 755
Windows Settings group, 765
Windows Setup page, 107
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Windows Terminal Services. See Terminal Services
Windows XP
desktop on Macintosh, 1211
with RAS, 1614-1616, 1615
support for, 3—4
workstation connections, 1132
configuration, 1132-1134, 1133-1134
domain passwords for, 1140
domains for, 1134—1136, 1135—1136
network resource access, 1136—1139,
1137-1140
WinINSTALL Discover Wizard, 1041-1047,
1042—-1046
WinINSTALL LE packager for MSI packages,
1038-1041
creating, 1041-1047, 1041-1047
editing, 1047-1055, 1047-1056
winipcfg command, 327
WinMSD tool, 1541, 1547-1548
winnt command, 122, 137-138
WINNT folder, 1669
winnt.sif file, 108, 121, 135, 169
winnt32 command, 115, 122, 125, 137-138
winnt32 options, 122-125
winpop.exe utility, 1405

WINS (Windows Internet Name Service), 239242, 240,

336339

client failure modes in, 347

configuring, 350-352, 351-352

DHCP for, 312-313

vs. DNS, 363

domain controllers with, 358

installing, 348-349, 349-350

vs. LMHOSTS, 343-346

multi-WINS networks, 352
replication in, 355-357, 355-356
server numbers in, 352—353
updating servers in, 354355, 354

name registrations in, 347

name resolution in, 360—363, 362

and NBT, 339-343

nodes in, 340-341

operating systems for, 347

problems in, 357-358

proxy agents in, 359-360, 359

with RAS, 1658

refresh requests in, 348

renewal intervals in, 348

for Terminal Services, 1245

WINS registrations vs. DDNS, 434—435

‘WINS Servers screen, 315, 315
WINS tab
for NFA, 1674, 1675
for private networks, 1620
for workstations, 239—240, 240
Winsock
and NetBIOS, 338
sockets in, 217-218
WINSPOOL.DRYV driver, 1062
WMI (Windows Management Instrumentation)
for Computer Management, 54
for policy filters, 759760, 759
‘WMI Filter tab, 759, 759
WMI Query Language (WQL), 759
Word, Offline Files for, 988—989
Word Wide Web Service dialog box, 1307, 1307
words in Indexing Service queries, 1422
worker process isolation mode, 1304, 1310
Workgroup or Computer domain page, 114
Workgroup template path Properties dialog box,
1028, 1029
workgroups, 34-37
in connecting clients, 1130-1132
joining, 36
Windows 9x and Me, 1152—1154, 11531154
Working Set counter, 1240, 1453
working sets, 1450
Workstation service, 1146
World Wide Web (WWW). See Web sites
wpa.dbl file, 112
WQL (WMI Query Language), 759
Write permissions
for FTP sites, 1348, 1354, 1358, 1362
for shared folders, 930
for Web sites, 1317, 1324
Write Attributes permission, 927, 929
Write Data permission, 927-928
Write Extended Attributes permission, 927, 929
write-through caching mechanism, 980
WSH (Windows Scripting Host), 723-724, 1095
WshNetwork object, 1095-1097

WTS (Windows Terminal Services). See Terminal Services

WWW (World Wide Web). See Web sites

wwwroot directory, 1434

X

X.25 protocol, 1586
/x switch in CHKDSK, 885
XLNT language, 724



XML files, 647—648
XOR (exclusive OR) arithmetic, 842
XP-SP1 directory, 169

Y

-y switch
in tracerpt, 1472
in typeperf, 1466
Yes, Set Up This Server to Work with a RADIUS Server
option, 1600
“You do not have access to this session” error message, 1253
“Your interactive logon privilege has been disabled”
error message, 1253

y4

/Z switch in GPRESULT, 791
ZAP files
creating and deploying, 1036—1038, 1038
with Windows Installer, 994-996
zero administration information, 487
zero values in performance monitoring, 1473
Zone Aging/ Scavenging Properties dialog box,
432433, 432
Zone File screen, 386, 386
zone files, 422—423
A records in, 424
CNAME records in, 425
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in DNS, 384
manipulating, 426
MX records in, 425-426
names for, 424
NS records in, 424—425
SOA records in, 423—424
Zone Name screen
for primary zones, 385, 386
for secondary DNS servers, 412, 413
Zone Transfers tab, 414—415, 415
Zone Type screen, 385, 385
/ZoneDelete option in DNSCMD.EXE, 457
zones, 384—385. See also zone files
Active Directory-integrated, 416—418, 417, 436
creating, 436—437, 437
multimaster zone replication in, 437-438
problems in, 441-442
replication control in, 438—440, 439
secure DDNS registration in, 440—441
in AppleTalk, 1177
vs. conditional forwarding, 462—464
creating, 385-387, 385-387
in DNS servers, 446—449
vs. domains, 382—384, 383
replicating, 414, 416418, 417
reverse lookup, 405—410, 407-408
split-brain DNS for, 449
stub, 421-422
transferring data in, 414-416





