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Note to the reader:

 

 Throughout this index 

 

boldfaced 

 

page numbers indicate primary discussions of 
a topic. 

 

Italicized

 

 page numbers indicate illustrations.

 

Symbols & Numbers

 

? (question mark), for command listing, 
162–163

^ (caret), 164
8-pin modular connector, 36
10Base2 standard, 37
10Base5 standard, 37
10BaseT standard, 37
100BaseFX (IEEE 802.3u), 37
100BaseTX (IEEE 802.3u), 37
802.3 Committee, 36

standards, 37
802.3 Ethernet, frame format, 

 

34

 

802.3ab (Gigabit Ethernet on category 5), 36
802.3ae (10Gbps over fiber and coax), 36
802.3u (Fast Ethernet), 36, 37
1000BaseCX (IEEE 802.3z), 37
1000BaseLX (IEEE 802.3z), 38
1000BaseSX (IEEE 802.3z), 38
1000BaseT (IEEE 802.3ab), 38

 

A

 

access layer of Cisco model, 

 

48

 

Acknowledgment number field, in TCP 
header, 72

acknowledgments, 17, 

 

20

 

address learning by Layer 2 switches, 295, 

 

296–297

 

Address Resolution Protocol (ARP), 45, 

 

85–87

 

local broadcast, 

 

87

 

administrative_distance, 238, 239, 

 

254–255

 

default, 255
agents in SNMP, 69
anonymous user for FTP, 67
answer in [ ], questions with, 184
Application layer (OSI), 

 

14–15

 

application servers, and OSI model layers, 13
application-specific integrated circuit 

(ASIC), 24

ARP (Address Resolution Protocol), 

 

85–87

 

local broadcast, 

 

87

 

ARP cache, 221
Arp command, 135
Asynchronous Transfer Mode (ATM), 382
Attachment Unit Interface (AUI), 37
attenuation, 36
AUI (Attachment Unit Interface), 37
authentication

in PPP session, 387
through TACACS server, 171

auto-detect mechanism, 32
autonomous system (AS), 254
auxiliary password, 170, 

 

172

 

auxiliary port, connecting to Cisco router 
through, 154

 

B

 

backbone, collapsed, 290
backoff algorithm, in CSMA/CD, 30, 31
backup

of Cisco IOS, 

 

325–331

 

of Cisco router configuration, 

 

331–333

 

bandwidth, 190, 383
wasting, 271

bandwidth command, 183–184
banners, 

 

169–170

 

baseband, 37
baseline for SNMP, 69
binary numbering, 25–26

conversion to decimal, 26–27
converting to hex, 28
for IP address, 89

binding, 11
bit, 25, 89
bit-oriented protocols, 385
blocked port, 302
boot process, for router, 155
boot sequence, interrupting, 

 

323

 

boot system command, 324
bootloader, 317
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bootstrap – Class B network

 

bootstrap, 316, 317
Bootstrap protocol (BootP), 

 

69–70

 

bridge ID, 301
Bridge Protocol Data Unit (BPDU), 301
bridges, 292

at Data Link Layer, 

 

24–25

 

vs. LAN switching, 

 

295

 

bridging, 7
broadcast address, 4, 89

for subnet, 113
broadcast domain

routers to break up, 5, 

 

6

 

size of, 9
broadcast storm, 299, 

 

299

 

buffer, 17
full, ICMP and, 83

byte, 25, 89
and hex character, 28

byte-oriented protocols, 385

 

C

 

cabling
categories, 36–37
Ethernet, 

 

38–42

 

crossover, 

 

39

 

, 

 

39

 

rolled, 

 

39–42

 

, 

 

40

 

straight-through, 

 

38

 

, 

 

38–39

 

for WAN, 

 

382–384

 

serial transmission, 

 

393

 

call setup, 16
caret (^), 164
Carrier Sense Multiple Access with Collision 

Detection (CSMA/CD), 30, 

 

31

 

CDP (Cisco Discovery Protocol), 

 

334–344

 

for documenting network topology, 

 

341–344

 

, 

 

342

 

, 

 

344

 

timers and holdtime information, 

 

335

 

cdp enable command, 340
central office (CO), 379
Challenge Handshake Authentication 

Protocol (CHAP), 388
channel service unit/data service unit 

(CSU/DSU), 29, 

 

384

 

Checksum field
in TCP header, 72
in UDP segment, 74

CIDR (Classless Inter-Domain Routing), 

 

110–111

 

circuit switching, 379, 

 

380

 

Cisco
editing features, 

 

162–166

 

troubleshooting recommendations, 
133–135

Cisco 2500 series routers, changing 
configuration bit value, 323

Cisco 2501 router, interfaces and 
connections, 154, 

 

154

 

Cisco 2600 router
changing configuration bit value, 323
interfaces and connections, 

 

154

 

, 154
Cisco Discovery Protocol (CDP), 

 

334–344

 

for documenting network topology, 

 

341–344

 

, 

 

342

 

, 

 

344

 

timers and holdtime information, 

 

335

 

Cisco Internetwork Operating System, 

 

153–156

 

backup and restore, 

 

325–331

 

Cisco routers
backup and restore of configuration, 

 

331–334

 

boot sequence, 

 

317–318

 

checking utilization, 359
connecting to, 

 

153–154

 

internal components, 

 

316–317

 

on internetwork, 316
passwords for, 

 

170–174

 

proprietary 60-pin serial connector, 383
serial interfaces, 

 

383

 

Cisco three-layer hierarchical model, 

 

46–48

 

, 

 

47

 

access layer, 

 

48

 

core layer, 

 

47

 

distribution layer, 

 

48

 

CiscoFusion, 153
Class A network, 90, 

 

91

 

IP addresses, 

 

93–94

 

reserved IP address space, 95
subnetting, 

 

127–129

 

in your head, 129
Class B network, 90, 92

IP addresses, 94
reserved IP address space, 95
subnetting, 

 

120–126

 

in your head, 

 

126
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463

 

Class C network, 90, 92
IP addresses, 94–95
reserved IP address space, 95
subnetting addresses, 

 

112–119

 

in your head, 119
Class D network, 92
Class E network, 92
classful routing, 108, 130, 

 

130

 

, 

 

258

 

, 260
Classless Inter-Domain Routing (CIDR), 

 

110–111

 

classless routing, 108, 130, 

 

131

 

, 

 

258

 

clear counters command, 191
clock rate command, 183, 193, 233, 237
clocking, 

 

182

 

, 182–183
closing Telnet sessions, 

 

348–349

 

Code bits field, in TCP header, 72
collapsed backbone, 290
collision domains, 10, 292

switches to break up, 7
collisions, in Ethernet LAN, 30
command-line interface (CLI), 

 

157–168

 

editing and help features, 

 

162–166

 

logging into router, 

 

158

 

prompts, 

 

159–162

 

interfaces and connections, 

 

160

 

line commands, 

 

161

 

routing protocol configuration, 

 

161

 

subinterfaces, 

 

160

 

router modes, 

 

158–159

 

commands, ? (question mark) for listing, 
162–163

communication, connection-oriented, 

 

16–18

 

, 

 

17

 

, 71
Compaq, 300
composite metric, 269

for IGRP, 266
config-register command, 321, 325
configuration register, 317, 

 

318–325

 

bits, 

 

318–319

 

Boot field, 319
changing, 

 

320–322

 

checking current value, 

 

320

 

configurations
copying to TFTP server, 

 

333

 

deleting, 

 

186

 

, 

 

334

 

restoring, 

 

333–334

 

verifying, 

 

186–192

 

with show interface command, 

 

186–192

 

with show ip interface command, 

 

192

 

with show protocols command, 

 

193

 

viewing and changing, 

 

324–325

 

viewing, saving, and erasing, 

 

184–195

 

configure memory command, 159
configure network command, 159
configure terminal command, 158–159
connected interface, default administrative 

distance, 255
connection-oriented communication, 

 

16–18

 

, 

 

17

 

, 71
connectionless protocol, 74
connectivity of network, checking, 

 

354–360

 

connector, setting type, 179
console password, 170, 

 

173

 

console port, 153
converged routing tables, 257, 

 

258

 

convergence, 303
copy flash tftp command, 326, 327, 328
copy run start command, 330, 331
copy running-config startup-config 

command, 184, 332
copy running-config tftp command, 331, 333
copy startup-config running-config 

command, 333
copy startup-config tftp command, 331
copy tftp flash command, 328–329
core layer of Cisco model, 

 

47

 

crossover cabling, 

 

39

 

, 

 

39

 

CSMA/CD (Carrier Sense Multiple Access 
with Collision Detection), 30, 

 

31

 

CSU/DSU (channel service unit/data service 
unit), 29

cumulative interface delay, 269
customer premises equipment (CPE), 379
cut-through (FastForward) switch, 

303, 

 

304

 

D

 

data communication equipment (DCE), 29, 

 

384

 

data encapsulation, 

 

42–46

 

, 43
Data field

in IP header, 81
in TCP header, 72
in UDP segment, 74

data frame, 23
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464 Data Link layer (OSI) – erase startup-config command

Data Link layer (OSI), 23, 23–28
data encapsulation, 43
Ethernet at, 33–36
switches and bridges, 24–25, 25

data packets, 21
data terminal equipment (DTE), 29, 384

Cisco routers as, 182
datagrams, 43
DCE (data communication equipment), 

29, 384
de-encapsulation, 43
debug all command, 357–358
Debug command, 357–358
debug ip igrp command, 276
debug ip igrp events command, 276
debug ip igrp transactions command, 276–277
debug ip rip command, 274–275
DEC (Digital Equipment Corporation), 300
decimal numbering, binary conversion to, 

26–27
default administrative_distance, 255
default gateway, pinging, 134
default routing, 242–244
default subnet mask, 110
default time-out, for console EXEC 

session, 173
deleting

configurations, 186, 334
startup-config, 334

delimiting character, for banner, 170
demarcation point, 379, 384
Department of Defense (DoD) model

layers, 65
vs. OSI model, 65
and TCP/IP, 64–88, 66

description command, 177
descriptions, setting on interface, 177–178
designated port, 302
desktop layer, 48
Destination Address (DA), in Ethernet 

frame, 34
Destination IP address field, in IP header, 81
destination MAC address (hardware 

address), 227
“destination network unreachable” 

message, 222, 225
ICMP and, 83

destination port, 77–78

Destination port field
in TCP header, 72
in UDP segment, 74

DHCP (Dynamic Host Configuration 
Protocol), 69–70

diagnostic address, 133
Digital Equipment Corporation (DEC), 300
disable command, 158
disabled port, 302
disconnect command, 348
distance vector routing protocols, 255–256, 

256–257, 257
distribution layer of Cisco model, 48
DIX (Digital, Intel and Xerox), 36
DNS (Domain Name Service), 4, 69

vs. host table, 354
IP address of server, 353
name resolution with, 352–354

documenting network topology, with CDP, 
341–344, 342, 344

DoD model. See Department of Defense 
(DoD) model

dotted-decimal addressing, 89
DTE (data terminal equipment), 29
Dynamic Host Configuration Protocol 

(DHCP), 69–70
dynamic routing, 219, 254

E
EEPROM (electronically erasable 

programmable read-only 
memory), 155

EGPs (exterior gateway protocols), 254
EIA (Electronic Industries Association), 36
Electronic Industries Association (EIA), 36
email, SMTP for, 68
enable command, 158
enable password, 170, 171–172

for Telnet, 346
enable secret password, 170
encapsulation, 42–46, 43

of PPP, 389
Enhanced IGRP, 270

default administrative distance, 255
erase startup-config command, 186
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erasing – hop count 465

erasing
configuration, 334
flash memory, 330

Ethernet, 30–38
cabling, 38–42

crossover, 39, 39
rolled, 39–42, 40
straight-through, 38, 38–39

at Data Link Layer, 33–36
addressing, 33, 33
Ethernet frames, 34, 34–36

half- and full-duplex, 32–33
at Physical layer, 36, 36–38

Ethernet II, frame format, 34, 35
Etherpeek analyzer software, TCP session 

capture, 76–77
exec banner, 170
exec process creation banner, 169
EXEC session, 153
exec-timeout 0 0 command, 173
exit command, 348
exit interface, 243
exterior gateway protocols (EGPs), 254

F
Fast Ethernet (802.3u), 36, 37, 292
FastForward (cut-through) switch, 303, 304
File Transfer Protocol (FTP), 67

when to use, 68
fixed configuration router, 179
Flags field, in IP header, 80
flash memory, 155, 317

erasing, 330
loading Cisco IOS from, 318
verifying, 326–327

flat addressing scheme, advantages, 90
flow control, 16
flush timers, for IGRP, 267
forward/filter decisions, 297–299
forward/filter table, 295

populating, 297
forwarding port, 302
FQDN (fully qualified domain name), 69
Fragment offset field, in IP header, 81
FragmentFree (modified cut-through) 

switch, 303, 304
Frame Check Sequence (FCS), 35, 222

frame filtering, 297–298
Frame Relay, 381
frames in Ethernet, 34, 34–36

packet encapsulation in, 43
FTP (File Transfer Protocol), 67

when to use, 68
full-duplex Ethernet, 32–33
fully qualified domain name (FQDN), 69

G
gateway of last resort, 243
gateways, and OSI model layers, 13
Gigabit Media Independent Interface 

(GMII), 37
global command, 158–159
global configuration mode, 162

H
half-duplex Ethernet, 32–33
hardware address. See MAC address 

(hardware address)
hardware addressing, 80

for Data Link layer, 24
Ethernet for, 33

HDLC (High-Level Data Link Control) 
protocol, 381, 385

frame format, 385
Header checksum field, in IP header, 81
Header length field

in IP header, 80
in TCP header, 72

hexadecimal numbering, 27–28
for configuration register address, 318
converting binary to, 28
for IP address, 89

hierarchy, 46
High-Level Data Link Control (HDLC) 

protocol, 381, 385
frame format, 385

history of router commands, 165
holddown timer, 258

for IGRP, 267
hop count, 22, 255, 262

limits, ICMP and, 83
RIP use of, 256, 257
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466 host address – Internet Protocol (IP)

host address, 90
host IDs

for Class A network, 94
for Class B network, 94
for Class C network, 95
per subnet, 108

host table
vs. DNS server, 354
for name resolution, 350–352

Host-to-Host layer (DoD), 65
protocols, 70–79

key concepts, 75–76
port numbers, 76–79
Transmission Control Protocol (TCP), 

71–73
User Datagram Protocol (UDP), 73–74

hostname command, 168–169, 388
hostnames, 168–169

DNS (Domain Name Service) for 
resolving, 69

resolving, 350–354
hub network, 290
hubs, 5, 29, 293

at Physical layer, 29
vs. switches, 10, 25

hybrid protocols, 257
HyperTerminal, to create console 

connection, 40, 40

I
I, in routing table, 269
ICMP (Internet Control Message Protocol), 

83–85, 86, 221, 224, 227
error message, 84

Identification field, in IP header, 80
IEEE 802.3ab (1000BaseT), 38
IEEE 802.3u (100BaseFX), 37
IEEE 802.3u (100BaseTX), 37
IEEE 802.3z (1000BaseCX), 37
IEEE 802.3z (1000BaseLX), 38
IEEE 802.3z (1000BaseSX), 38
IEEE Ethernet Data Link layer, sublayers, 24
IGPs (interior gateway protocols), 254
IGRP. See Interior Gateway Routing 

Protocol (IGRP)
“in-band,” 154

incoming banner, 169, 170
int serial command, 178
Integrated Services Digital Network 

(ISDN), 381
interface command, 160
interface configuration mode, 160
interface ethernet command, 179
interfaces, 178–184

bringing up, 179–180
checking status, 180
configuring IP address on, 180–181
information gathering on traffic, 339
in routing table, 22
setting descriptions on, 177–178
summarizing commands, 181

interior gateway protocols (IGPs), 254
Interior Gateway Routing Protocol (IGRP), 

266–272
configuring routing, 267–269
decision to use, 270
default administrative distance, 255
load balancing, 272
vs. RIP, 266
timers, 267
troubleshooting, 270–271
using with RIP, 271, 271–272
verifying routing tables, 269–270

International Organization for 
Standardization (ISO), 10

Internet, 292
Internet Control Message Protocol (ICMP), 

83–85, 86, 221, 224, 227
error message, 84

Internet Explorer (IE), 14
Internet layer (DoD), 65

Address Resolution Protocol (ARP), 45, 
85–87

local broadcast, 87
Internet Control Message Protocol 

(ICMP), 83–85, 86, 221, 
224, 227

error message, 84
Proxy Address Resolution Protocol 

(Proxy ARP), 88, 88
Reverse Address Resolution Protocol 

(RARP), 87–88, 88
Internet Protocol (IP), 80–82, 221

header, 81
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internetworking – logical topologies 467

internetworking
basics, 3, 3–10

defining terminology, 7
exam essentials, 49–50
models, 10–12. See also Cisco three-layer 

hierarchical model; Open Systems 
Interconnection (OSI) reference 
model

RIP use in, 264
routers in, 22

invalid timers, for IGRP, 267
IOS (Cisco Internet Operating System), 

153–156
backup and restore, 325–331

ip address command, 180
IP addresses, 80, 89–96

configuring, 231–232
configuring on interface, 180–181
determining problems, 135–140
for diskless machines, 87
of DNS server, 353
hierarchical scheme, 89–95
private, 95–96
reserved, 92–93
troubleshooting, 133, 133–140

ip classless command, 243–244
ip domain-lookup command, 353
ip domain-name command, 353
ip host command, 350
IP (Internet Protocol), 80–82, 221

header, 81
ip name-server command, 353
ip route command, to add static route, 238
IP routing, 218

configuring, 230–244
process, 220, 220–237
testing understanding, 226–230

IP subnet-zero command, 107
Ipconfig /all command, 135
ISDN (Integrated Services Digital 

Network), 381
ISO (International Organization for 

Standardization), 10

J
jam signal, in CSMA/CD, 30

K
keepalives, 190
kernel, 153

L
LAN (local area network)

first switched, 292
switch types, 303–304
traffic congestion, 5

LAN Manager, 291
LAPB (Link Access Procedure, Balanced), 381
LAPD (Link Access Procedure, 

D-Channel), 381
latency, 24
Layer 2 switching, 290–293, 291

functions, 295–300
limitations, 294–295

layer 3 switches, 7
layered architecture, 11
LCP (Link Control Protocol), 386
learning port, 302
leased lines for WAN, 379, 382
Length field

in Ethernet frame, 35
in UDP segment, 74

line command, for user-mode password 
assignment, 171–172

line console 0 command, 161, 173
Line Printer Daemon (LPD), 68
line vty command, 174
Link Access Procedure, Balanced (LAPB), 381
Link Access Procedure, D-Channel 

(LAPD), 381
Link Control Protocol (LCP), 386
link-state protocols, 257
listening port, 302
load balancing

by IGRP, 267
by RIP, 256

local loop, 379
logging synchronous command, 173
logical address, 80
Logical Link Control (LLC) 802.2, 24
logical segmentation, 293
logical topologies, 24
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468 login banner – Open Systems Interconnection (OSI) reference model

login banner, 169, 170
login command, 172
logout command, 158
loopback tests, 133

reserved IP address for, 92
loops

avoidance, 296, 299–300
in layer 2 switched internetwork, 290

LPD (Line Printer Daemon), 68

M
MAC address (hardware address), 3, 221

destination, 227
Ethernet for managing, 33, 33

MAC frame format, 34
mainframe network, 291
mask locations, 242
maximum transmission units (MTUs), 190
MD5 hash function, 388
Media Access Control (MAC) 802.3, 23–24
Media Independent Interface (MII), 37
media translation, 25
media-type command, 179
message of the day (MOTD) banner, 169–170
metric, in routing table, 22
MII (Media Independent Interface), 37
Mini-IOS, 317
modem, for router connection, 154
modified cut-through (FragmentFree) 

switch, 303, 304
MOTD (message of the day) banner, 169–170
MTUs (maximum transmission units), 190

N
name resolution

with DNS, 352–354
host table for, 350–352

NAT (Network Address Translation), 95
NCP (Network Control Protocol), 386, 387
neighbors, information gathering on, 

336–339
network

checking connectivity, 354–360
documenting topology, with CDP, 

341–344, 342, 344

segmentation, 4
traffic, subnetting and, 106

Network Access layer (DoD), 65
Network Address Translation (NAT), 95
network addresses, 89, 90–92

classes, 91
in routing table, 21

network command, 259
Network Control Protocol (NCP), 386, 387
Network File System (NFS), 67–68
network hosts, and OSI model layers, 13
network IDs, required number, 108
network interface card (NIC), testing, 134
Network layer (OSI), 21–22

data encapsulation, 43
obtaining neighbor's address, 187

network management stations (NMSs), and 
OSI model layers, 13

next-hop_address, 238
NFS (Network File System), 67–68
nibble, 25, 37

and hex character, 28
NIC (network interface card), testing, 134
no cdp enable command, 339–340
no cdp run command, 335
no debug all command, 275
no ip domain-lookup command, 352
no ip host command, 352
no ip route command, 259
no login command, 174
no shutdown command, 179, 180
node address, 90
nondesignated port, 302
nonroot bridge, 301
“not ready” indicator, 18
Novell, 291
number conversion

binary to decimal, 26–27
binary to hex, 28

NVRAM (nonvolatile RAM), 155, 317
copying current configuration to, 

332–333

O
octet, 89
Open Systems Interconnection (OSI) 

reference model, 10, 12–29
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Options field – privileged exec mode (privileged mode) 469

Application layer, 14–15
Data Link layer, 23, 23–28

data encapsulation, 43
Ethernet at, 33–36
switches and bridges, 24–25, 25

vs. DoD model, 65
layer functions, 14
lower layers, 13
Network layer, 21–22

data encapsulation, 43
obtaining neighbor's address, 187

Physical layer, 29
encoding by, 43
Ethernet at, 36, 36–38

Presentation layer, 15
Session layer, 15
Transport layer, 15–20

acknowledgments, 20
connection-oriented communication, 

16–18, 17
flow control, 16
reliable delivery, 20
windowing, 19, 19–20

upper layers, 12, 13
Options field

in IP header, 81
in TCP header, 72

organizationally unique identifier (OUI), 33
OS/2, 291
OSI. See Open Systems Interconnection 

(OSI) reference model
OSPF, default administrative distance, 255
OUI (organizationally unique identifier), 33
“out-of-band,” 154

P
packages, dropping on return trip, 224
Packet Internet Groper (Ping). See Ping 

(Packet Internet Groper)
packet switching, 7, 380, 380
packets, 43, 45
PAP (Password Authentication Protocol), 387
parallel transmission, 383
parameters for commands, listing, 163
passive-interface command, 264
Password Authentication Protocol (PAP), 387

password-encryption command, 175–176
passwords, 388

for Cisco routers, 170–174
encrypting, 175–177
recovering, 322–325
for remote device, 345

permanent parameter, for route in routing 
table, 240

Physical layer (OSI), 29
encoding by, 43
Ethernet at, 36, 36–38
hubs at, 29

physical network, testing, 134
Ping (Packet Internet Groper), 85, 327, 

354, 355
and ICMP, 83
for IP address troubleshooting, 133–135
limitations, 186

pinhole congestion, 256, 257, 271
point of presence, 379
point-to-point connection, 379

for full-duplex Ethernet, 32
Point-to-Point Protocol (PPP), 381, 386–389

authentication configuration, 388–389
authentication methods, 387–388
configuring on Cisco routers, 388
protocol stack, 386
session establishment, 387
verifying encapsulation, 389

port cost, 302
port numbers, 76–79

at Transport layer, 44, 45
well-known, 79

ports, information gathering on, 339–341
positive acknowledgement with 

retransmission, 20
power-on self-test (POST), 155, 316, 317
powers of 2, 108–109
preamble, in Ethernet frame, 34
prefix routing, 258
Presentation layer (OSI), 15
printers, Line Printer Daemon (LPD) for 

sharing, 68
Priority and Type of Service field, in IP 

header, 80, 81
private IP addresses, 95–96
privileged exec mode (privileged mode), 156, 

158, 162, 324
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470 Process/Application layer (DoD) – Router(config-subif)# prompt

Process/Application layer (DoD), 65, 66–70
Bootstrap protocol (BootP), 69–70
Domain Name Service (DNS), 69. See 

also DNS (Domain Name Service)
Dynamic Host Configuration Protocol 

(DHCP), 69–70
File Transfer Protocol (FTP), 67

when to use, 68
Line Printer Daemon (LPD), 68
Network File System (NFS), 67–68
Simple Mail Transfer Protocol (SMTP), 68
Simple Network Management Protocol 

(SNMP), 69
Telnet, 66–67, 187, 344–349

checking connections, 348
checking users, 348
closing sessions, 348–349
for multiple devices simultaneously, 

346–347
Trivial File Transfer Protocol (TFTP), 67, 

325, 333
X Window, 68

Protocol Data Units (PDUs), 42
Protocol field, in IP header, 81, 82, 82–83
protocols. See also specific protocols

well-known port numbers, 79
Proxy Address Resolution Protocol (Proxy 

ARP), 88, 88

Q
question mark (?), for command listing, 

162–163
questions, with answer in [ ], 184

R
R, in routing table, 261
random-access memory (RAM), 317, 325
RARP (Reverse Address Resolution 

Protocol), 87–88, 88
RARP server, 87
read-only memory (ROM), 317
redistribution, 264
redundant links, problems from, 299

reference model, 11. See also Cisco 
three-layer hierarchical model; Open 
Systems Interconnection (OSI) 
reference model

advantages, 11–12
registered jack (RJ) connector, 36
reliability, 190
reliable networking, 16
remote network, calculating best cost, 184
“request timed out” message, 225
Requests for Comments (RFC)

768 on UDP, 73
791 on Internet Protocol, 80
1256 on ICMP, 83
3232 on source port numbers, 76

Reserved field, in TCP header, 72
reserved IP addresses, 92–93
resources, for Debug command, 357
restore, of Cisco IOS, 325–331
Reverse Address Resolution Protocol 

(RARP), 87–88, 88
reverse Telnet, banner for, 170
RIP (Routing Information Protocol), 

257–266. See also Routing Information 
Protocol (RIP)

RJ-45 (8-pin modular) connection, for 
console port, 153

RJ (registered jack) connector, 36
rolled cabling, 39–42, 40

port settings, 41
ROM monitor, 317
ROM monitor mode, 323
ROM (read-only memory), 317
root bridge in STP, 301
root port, 301
route flush timer, 258
route invalid timer, 258
route update packets, 21
route update timer, 258
routed protocols, 21, 218
router-command history, 165
router igrp command, 268
Router> prompt, 158
router rip command, 259
Router(config-if)# prompt, 160
Router(config-line)# prompt, 161
Router(config-router)# prompt, 161
Router(config-subif)# prompt, 160
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routers – Simple Network Management Protocol (SNMP) 471

routers, 5–7, 6
advantages, 6
bringing up, 155–156
in internetworking, 22
major points, 22
setting identity of, 168–169

routing
basics, 218–220
default, 242–244
gathering basic information, 167–168
information requirements, 219

routing by rumor, 256
Routing Information Protocol (RIP), 257–266

configuring routing, 259–261
default administrative distance, 255
holding down propagations, 264
timers, 258
using with IGRP, 271, 271–272
verifying routing tables, 261–263
version 2 (RIPv2), 264–266

routing protocols, 218, 254
administrative distances, 254–255
displaying configured, 273–274
prompt for configuring, 161

routing tables, 21, 21–22, 219
converged, 257, 258
manually adding routes, 237–242
verifying

configuration, 241–242
for IGRP, 269–270
for RIP, 261–263

viewing on Cisco router, 232
running-config, 158–159, 184
RXBOOT, 317

S
scrolling long lines, 165
secondary IP address, 180
segments, flow control for transmitting, 18
Sequence number field, in TCP header, 72
serial interface

commands, 182–184
for router, 6

serial transmission, 383
service password-encryption command, 388
Session layer (OSI), 15

setup command, 156
setup mode, 162

for router, 156
shortest-path-first protocols, 257
show cdp command, 335
show cdp entry * command, 338
show cdp interface command, 339–340
show cdp neighbor command, 336–337
show cdp neighbor detail command, 337, 341
show cdp neighbors command, for 

documenting network topology, 343
show cdp traffice command, 339
show controllers command, 193–195, 

194, 236
show flash command, 326–327
show history command, 165
show hosts command, 351
show interface command, 187–192, 389

to view interface description, 177
show interface fastethernet 0/0 command, 

188–189
show interface serial 0/0 command, 190
show interfaces command, 179, 190
show ip arp command, 135, 223
show ip interface brief command, 192–193
show ip interface command, 192, 195
show ip protocols command, 273–274

to display timers, 274
show ip route command, 219, 232, 240, 354
show mac address-table command, 298
show processes command, 359–360
show protocols command, 193, 272–273
show run command, 388
show running-config command, 180, 185, 

331–332
for documenting network topology, 342
and password display, 175
to verify IP address, 181
to view interface description, 177

show sessions command, 348, 349, 352
show startup-config command, 185, 332
show terminal command, 165, 166
show users command, 348
show version command, 167, 320
shutdown command, 179
Simple Mail Transfer Protocol (SMTP), 68
Simple Network Management Protocol 

(SNMP), 69
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“smart-serial,” 383
software address, 80
Source Address (SA), in Ethernet frame, 35
Source IP address field, in IP header, 81
source port, 76–77
Source port field

in TCP header, 72
in UDP segment, 74

Spanning Tree Protocol (STP), 296, 300–303
port states, 302

Start Frame Delimiter (SFD)/Synch, in 
Ethernet frame, 34

startup-config, 155, 318
deleting, 186, 334

state transitions, 29
static routing, 219, 237–242

benefits and disadvantages, 238
default administrative distance, 255
deleting, 259

store-and-forward switch type, 303, 304
STP (Spanning Tree Protocol), 296, 

300–303
port states, 302

straight-through cabling, 38, 38–39
stub networks, 242
subcommands, 161
subnet masks, 109–110

for RIP and IGRP, 260
subnetting, 106–111

Class A addresses, 127–129
in your head, 129

Class B addresses, 120–126
in your head, 126

Class C addresses, 112–119
in your head, 119

exam essentials, 140–141
powers of 2 and, 108–109

subnetworks, creating, 107–108
summary routes, 132
supernetting, 132
switched network, with switching loops, 301
switches, 5

at Data Link Layer, 24–25
vs. hubs, 10, 25, 290
in internetworking, 25

switching services, 293–300
syn packet acknowledgment, 78–79
system restarted by bus error message, 167

T
TACACS server, authentication through, 171
TCP/IP (Transmission Control Protocol/

Internet Protocol), 64
and DoD model, 64–88, 66

TCP (Transmission Control Protocol), 71–73
key features, 75
port numbers, 76
segment format, 71, 71–72

Telecommunications Industry Alliance 
(TIA), 36

Telnet, 66–67, 187, 344–349
checking connections, 348
checking users, 348
closing sessions, 348–349
for multiple devices simultaneously, 

346–347
telnet (VTY) password, 170, 174

setting and encrypting, 176
terminal emulation, 66
terminal history size command, 165, 166
terminal monitor command, 274, 346
TFTP (Trivial File Transfer Protocol), 67

copying configuration to server, 333
host, IOS backup on, 325

thicknet, 37
thin protocol, 73
thinnet, 37
thrashing the MAC table, 300
three-way handshake, 16, 17, 17
TIA (Telecommunications Industry 

Alliance), 36
Time to Live field, in IP header, 81
timers

for CDP, 335
for IGRP, 267
for RIP, 258
show ip protocols command to 

display, 274
toll network, 379
Total length field, in IP header, 80
Traceroute, 83, 135, 187
traceroute command, 354, 356–357
Tracert, 135
Transmission Control Protocol/Internet 

Protocol (TCP/IP), 64
and DoD model, 64–88, 66
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Transmission Control Protocol (TCP), 71–73
key features, 75
port numbers, 76
segment format, 71, 71–72

transparent bridging, 24
Transport layer (OSI), 15–20, 44

acknowledgments, 20
connection-oriented communication, 

16–18, 17
flow control, 16
reliable delivery, 20
windowing, 19, 19–20

trap in SNMP, 69
Trivial File Transfer Protocol (TFTP), 67, 

325, 333
troubleshooting

Interior Gateway Routing Protocol 
(IGRP), 270–271

IP addresses, 133, 133–140
network connectivity, 354–360
Ping for, 186

trustworthiness of routing information, 
254–255

tunneling, 34
twinax, 37
Type field, in Ethernet frame, 35

U
UDP (User Datagram Protocol), 73–74

key features, 75
port numbers, 76
segment format, 75

undebug all command, 275, 276
update timer, for IGRP, 267
Urgent field, in TCP header, 72
User Datagram Protocol (UDP), 73–74

key features, 75
port numbers, 76
segment format, 74, 75

user EXEC mode, 158, 162
user-mode password, for Telnet, 174

V
Variable Length Subnet Masks (VLSMs), 

130–132

reason to use, 132
RPIv2 support for, 265

variance command, 267
Version field, in IP header, 80
virtual circuit, 71

port numbers for, 76
virtual LANs (VLANs), 9, 293
VLSMs (Variable Length Subnet Masks), 

130–132
reason to use, 132
RPIv2 support for, 265

VTY password, 346

W
web servers, and OSI model layers, 13
well-known port numbers, 79
wide area networks (WANs), 378–382

cabling, 382–384
serial transmission, 393

connection types, 379–380, 380
High-Level Data Link Control (HDLC) 

protocol, 385
frame format, 385

Point-to-Point Protocol (PPP), 386–389
authentication configuration, 388–389
authentication methods, 387–388
configuring on Cisco routers, 388
protocol stack, 386
session establishment, 387
verifying encapsulation, 389

subnet mask, 118
support, 380–382
terminology, 379
typical connection, 182

wildcards, for configuring default route, 242
Window field, in TCP header, 72
windowing, 19, 19–20
Windows Registry, IP address storage, 90
wireless connection, 382
workgroup layer, 48

X
X Window, 68
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