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o Symbols and
Numerics ®

$ (dollar sign) character in hidden
shares, 255

10Base2 cable, 96

10Baseb5 cable, 96

10BaseT cable, 96

100 Mbps Ethernet, 83

802.11 standards for wireless networks,
174-175

2600 (magazine), 235

o/ o

Access databases, 58
accessing
files, 55, 367-368
network resources, 29-30
accounts for users
Administrator account, 320-322
backups, 312
contact information, 242
creating, 239-241
delegation, 244
deleting, 247
disabling, 243, 246
domain, 238
enabling, 246
encryption, 244
group membership, 238, 247-249
Guest account, 321-322
Linux operating system, 351-352
local, 238
logon name, 24, 243
logon script, 245, 249-250
passwords, 137, 238, 243, 245-246, 318-319
profile information, 244-245
properties, 238, 241-245
security, 137-138, 244, 317-322
service accounts, 322

sharing, 326
smart cards, 244
Active Directory, 136-137
activity indicators (switches), 96
ad hoc mode network, 170, 180
adding
members to groups, 248-249
printers, 35-37
administrator
backup, 229
resources required, 229
responsibilities of, 18-19, 227-228, 230-232
traits to look for, 229
username, 23
Administrator account, 320-322
Alohanet, 174
Analog Telephone Adapter (ATA), 218-220
AND logical operator, 109
ANSI (American National Standards
Institute), 85
ANSI/EIA Standard 568, 85
antennas, 171-172
antivirus programs, 335-336, 382
Apple Mac OS X Server, 139-140
AppleTalk, 363-366
application gateway, 332
Application Layer (OSI Model), 395
application server, 154
archive bit, 304
ARCnet, 82
arp command, 233
ATA (Analog Telephone Adapter), 218-220
AT&T CallVantage VolP services, 218

ol e

backup programs, 303-304
backups
archive bit, 304
backup selection, 304
CDs, 302
copy scheme, 304, 306
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backups (continued)
daily scheme, 304, 306
differential scheme, 304, 307-308
disaster recovery plan, 301-302
DVDs, 302
encryption, 312
full scheme, 305
hard drive, 28, 381
incremental scheme, 304, 306-307
local, 308-309
mirror, 134
network, 308-309
normal scheme, 304, 305
security, 312
servers, 376
tape backups, 302, 309-310
tape drives, 302, 310-311
tape rotation, 309-310
Travan drives, 302, 310
user accounts, 312
bandwidth, 173
Baseline Security Analyzer, 234
binary numbering system, 107-109
bottlenecks, 266-270
bridges, 103-104
broadband Internet connections, 190
BSS (Basic Service Set), 179
built-in firewalls, 333-334
bus topology, 82
backups

oo

cable Internet connection, 190
cable ties, 388
cables
cable ties, 388
checking, 282-283
crossover cable, 92-93
defined, 16
Ethernet, 81-83
installing, 87-89
patch cable, 87, 388
pin connections for twisted-pair cable,
90-91
plenum cable, 86-87
PVC cable, 86
shielded twisted-pair (STP) cable, 86

skimping on, 373-374

solid cable, 87

station cable, 87

stranded cable, 87

10Base2 cable, 96

10Baseb5 cable, 96

10BaseT cable, 96

twisted-pair cable, 16, 83-86, 90-91

unshielded twisted-pair (UTP) cable, 86
carrier sense multiple access with collision

detection (CSMA/CD), 174

CDs, 302
certifications, 236
Change Permissions permission, 254
checking

cables, 282-283

network connection, 282-283

network settings, 283-284
choosing

network interface card (NIC), 98-99

network operating system (NOS), 17
circuit-level gateway, 331-332
class C IP addresses, 113-114
classes of IP addresses

Class A, 111-113

Class B, 111-114

Class C, 111-114

Class D, 111-112

Class E, 111-112
client computer identification, 162-166
clients

defined, 14, 41-42

DHCP clients, 126-127

DNS clients, 131-132
closed-door approach to security, 315
command shell (Linux), 350
CompTIA nonprofit industry trade

association, 236

computer equipment checklist, 231
computer identification, 162-166
computer magazines, 235, 295
computer name, 23
computer tool kit, 89, 388
computers

dead computer, 281-282

disk space, 280

fan, 281

monitor, 282
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On/Off switches, 281
restarting, 280, 285-287
Sleep feature, 281
configuring
client computer identification, 162-166
Linux network, 352-354
Macintosh computer for networking, 366
network connections, 155-162
network logon, 166-167
network protocols, 269, 382
Outlook for Exchange Server, 200-202
server roles, 152-154
WAP (wireless access point), 181-183
configuring server roles
application server role, 154
Configure Your Server Wizard, 152-153
DHCP server role, 154
DNS server role, 154
domain controller server role, 154
file server role, 153, 256-259
mail server role, 154
print server role, 153
remote access/VPN server role, 154
streaming media server role, 154
terminal server role, 154
WINS server role, 154
connecting from home
Outlook Web Access, 199, 221-223
virtual private network (VPN), 138, 224
connecting to the Internet
broadband connections, 190
cable, 190
DSL, 190
Internet Service Provider (ISP), 189
routers, 191
shared Internet connection, 191
T1 dedicated high-speed digital line, 191
T3 dedicated high-speed digital line, 191
connectors, 91-92
contact information for user account, 242
copy backup scheme, 304, 306
copying files, 375
costs
file server, 251
switches, 389
VoIP (Voice over IP), 219
Windows Server 2003, 139
counter logs, 275-277
counters, 273-274

Create Files/Write Data permission, 254

Create Folders/Append Data permission, 254

creating
groups, 247-248
intranet pages, 212-213
passwords, 319-320
user accounts, 239-241
creating a network plan, 63-64
crimp tool, 89
crossover cable, 92-93
CSMA/CD (carrier sense multiple access
with collision detection), 174

o e

daily backup scheme, 304, 306
daisy-chaining hubs or switches, 96-98
Data Link Layer (OSI Model), 392-393
database servers, 71
databases

directory databases, 136

sharing, 58
dead computer, 281-282
dedicated servers, 14-15, 69
delegation for user accounts, 244
Delete permission, 254

Delete Subfolders and Files permission, 254

deleting
files, 375
user accounts, 247
Dell 725N storage appliance, 252
DHCP (Dynamic Host Configuration
Protocol)
alternative to, 120
how it works, 120
IP addresses, 119-120
options, 120
reservations, 122-123
setting up, 120-123
DHCP clients, 126-127
DHCP servers
configuring DHCP server role, 154
lease duration, 124
network server, 120-121
reservations, 122-123
scopes, 121-122
Windows Server 2003 DHCP server,
124-126, 154
wireless access point (WAP), 183

399
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diagrams, 72-73
differential backup scheme, 304, 307-308
digital certificates, 138
directories, 26
directory databases, 136
directory services, 135-137
disabling user accounts, 243, 246
disaster recovery plan, 301-302
disk space, 251, 280
disk striping, 269
disks (software disks), 390
distributions of Linux, 344
DNS (Domain Name System), 127-129
DNS clients, 131-132
DNS servers, 130-131, 154
documentation
back schedule, 230
computer equipment inventory, 230-231
network diagram, 230-231
passwords, 230, 389
system information, 68-69, 230
tracking log for network problems, 291-292
written documentation, 384-385, 389
dollar sign ($) character in hidden
shares, 255
domain controller server, 154
domain name, 24, 127-130
Domain Name System (DNS), 127-129
domain networks, 24
domain user accounts, 238
domains, 127-129
dotted-decimal notation, 110-111
down (defined), 11
downloading service packs, 152
downtime, 377-378, 383
drive letters, 33
DSL Internet connection, 190
duct tape, 387
DVDs, 302
Dynamic Host Configuration Protocol
(DHCP)
alternative to, 120
how it works, 120
IP addresses, 119-120
options, 120
reservations, 122—-123
setting up, 120-123

oF o

802.11 standards for wireless networks,
174-175
Electronic Industries Association (EIA), 85
enabling user accounts, 246
encryption
backups, 312
user accounts, 244
equipment checklist, 231
error messages, 280, 283
Ethereal program, 234
Ethernet, 81-83, 174
event logs, 290-291
Event Viewer (Windows Server 2003),
290-291
Exchange Server
configuring Outlook, 200-202
E-mail Addresses tab, 197-198
Exchange Advanced tab, 199-200
Exchange Features tab, 197-199
Exchange General tab, 196-197
Exchange System Manager console,
195-196
IMAP4, 199
mailboxes, 196-197
Outlook Mobile Access, 198
Outlook Web Access, 199, 221-223
POP3, 199
Up-to-Date Notifications, 199
User Initiated Synchronization, 198
viewing another mailbox, 202-205
exclusions, 122

ofF e

fan (on computer), 281

Fast Ethernet, 83

FCC (Federal Communications

Commission), 173

Fedora Linux distribution, 344

File and Printer Sharing feature
Windows Vista, 44-45
Windows XP, 42-43

file server
configuring file server role, 153, 256-259
cost, 251-252
defined, 70, 251
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managing, 259-262
RAID (Redundant Array of Inexpensive
Disks), 251-252
file sharing
benefits of, 12
File and Printer Sharing feature
(Windows Vista), 44-45
File and Printer Sharing feature
(Windows XP), 42-43
Macintosh network, 367
network drive, 26-28
network operating system (NOS), 134
file system, 134
files
accessing, 55, 367-368
copying, 375
deleting, 375
offline files, 59-60
permissions, 253
firewalls
application gateway, 332
circuit-level gateway, 331-332
defined, 192, 327
packet filters, 329-331
perimeter, 193, 329
servers, 192, 328
stateful packet inspection (SPI), 331
Windows Vista built-in firewall, 193-194,
333-334
Windows XP built-in firewall, 193-194,
333-334
fish tape, 89
folders
home folder, 27
permissions, 253
Public folder, 48-50
shared folders, 26-28, 31-34, 45-48
shares, 254
FQDN (fully qualified domain name),
129-130
fractional T3 dedicated high-speed digital
line, 191
free space, 378, 382
frequency, 171-172
full backup scheme, 305
Full control permission, 253

oG e

generating passwords, 320
Gigabit Ethernet, 83
GNOME desktop (Linux), 348-349
granting permissions, 262-264
group accounts
adding members, 248-249
creating, 247-248
defined, 238, 247
security, 324-325
Guest account, 321-322

o o

hackers, 314, 330
hard drive backup, 28, 381
hidden shares, 255
home access to work network
Outlook Web Access, 199, 221-223
virtual private network (VPN), 138, 224
home folder, 27
host ID (IP addresses), 110
hostname command, 233
Hotfix Checker program, 234
HTTP (HyperText Transfer Protocol), 395
hubs
cost of, 94
daisy-chaining, 96-98
defined, 10-11, 16
network performance, 278
stackable hubs, 98
versus switches, 95
Hughes, Phil, Linux For Dummies Quick
Reference, 3rd Edition, 341
HyperText Transfer Protocol (HTTP), 395

o]e
IBM Token Ring, 82
IBSS (Independent Basic Service Set), 180
IIS (Internet Information Services),

154, 210-215
incremental backup scheme, 304, 306-307
InformationWeek (magazine), 235
InfoWorld (magazine), 235
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infrastructure, 71-72, 270
infrastructure mode network, 170, 179
installing

Linux operating system, 345-346

Microsoft Office, 54

network cables, 87-89

network interface card (NIC), 99-100

network operating system (NOS), 140-149

Samba, 357
server operating system, 143-144
switches, 95
Internet
connecting to, 189-191
defined, 11
security, 376-377
Internet Information Services (IIS),
154, 210-215
Internet Service Provider (ISP), 189
intranet
creating pages, 212-213
defined, 207-208
Internet Information Services (IIS),
210-215
publishing applications, 208
requirements, 209-210
setting up, 209-210
transaction applications, 208
inventory, 65-68
IP addresses
binary numbering system, 107-109
classes, 111-114
defined, 110
DHCP (Dynamic Host Configuration
Protocol), 119-123
dotted-decimal notation, 110-111
exclusions, 122
host ID, 110
logical operations, 109
multicast address, 111
network address translation (NAT),
118-119
network ID, 110
private, 118
public, 118
scopes, 121-122
subnet masks, 116-118
subnets, 115-116
subnetting, 114-116
IP next generation (IPng), 114

IP spoofing, 330

ipconfig command, 233

IPSec, 224

IPv4, 114

IPv6, 114

ISP (Internet Service Provider), 189

o]o

jacks, 93-94

o o

Kelly, Timothy V., VoIP For Dummies, 217

o/ o

LAN (local-area network), 10-11
LAWN (local-area wireless network), 170
LeBlanc, Dee-Ann, Linux For Dummies,
8th Edition, 341
library, 234-235, 294-295
licenses, 384
Linux For Dummies, 8th Edition
(LeBlanc), 341
Linux For Dummies Quick Reference, 3rd
Edition (Hughes and Navratilova), 341
Linux operating system
as alternative to Windows, 15, 71, 342-343
command shell, 350
development history, 139, 341
Fedora distribution, 344
GNOME desktop, 348-349
installing, 345-346
Linux-Mandriva distribution, 344
logging off, 348
logging on, 346-348
network configuration, 352-354
restarting networking services, 354-355
Samba, 355-361
shutting down, 348
Slackware distribution, 344
StarOffice program suite, 342
SuSE distribution, 344
Unix, 71, 139
user accounts, 351-352
X Window System, 342
Linux-Mandriva distribution, 344
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List Folder Contents permission, 253
List Folder/Read Data permission, 254
local backup, 308-309, 381
local resources, 21-22
local user accounts, 238
local-area network (LAN), 10-11
local-area wireless network (LAWN), 170
log off, 24-25
log on, 24-25
log out, 24-25
logging off
Linux operating system log off, 348
network log off, 39
logging on
Linux operating system logon, 346-348
network logon, 24-25
network operating system (NOS)
logon, 149
logical addressing, 394
logical operations, 109
login, 24-25
logon name, 24, 243
logon script
benefits of using, 325-326
creating, 249-250
defined, 245
logs
counter logs, 275-277
event logs, 290-291
network performance, 275-277
trace logs, 275
Lowe, Doug, Networking All-in-One Desk
Reference For Dummies, 2nd Edition, 3
lower layers of the OSI Model, 391

ol o

MAC addresses, 104, 393-394
Mac OS X Server, 139-140, 364-365
Macintosh network
accessing shared files, 367-368
AppleTalk, 363-366
configuring a Mac for networking, 366
file sharing, 367
Mac OS X Server, 364-365
Macs and PCs, 368-369
Open Transport, 364
printers, 366-367
magazines, 235, 295

mail servers
configuring, 154
defined, 71
Microsoft Exchange Server 2003, 195-205
mainframe computers, 17
malfunctioning components, 270
managing
file server, 259-262
users, 232-233
manuals, 390
mapping network drives, 31-34
McAfee’s VirusScan, 336
Media Access Control address, 104, 393-394
memory leak, 278
Microsoft Exchange Server 2003
configuring Outlook, 200-202
E-mail Addresses tab, 197-198
Exchange Advanced tab, 199-200
Exchange Features tab, 197-199
Exchange General tab, 196-197
Exchange System Manager console,
195-196
IMAP4, 199
mailboxes, 196
Outlook Mobile Access, 198
Outlook Web Access, 199, 221-223
POP3, 199
Up-to-Date Notifications, 199
User Initiated Synchronization, 198
viewing another mailbox, 202-205
Microsoft Internet Information Services, 154
Microsoft Office
accessing network files, 55
installing, 54
networking features, 53-58
Office Resource Kit (ORK), 54
user templates, 56-58
workgroup templates, 55-58
Microsoft Outlook
configuring for Exchange Server, 200-202
Outlook Web Access, 199, 221-223
viewing another mailbox, 202-205
Microsoft Product Activation feature,
149-151
Microsoft System Information, 68-69
Microsoft Visio, 72-73
mirror, 134
Modify permission, 253
monitor, 282
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monitoring network performance, 272-275
multiboot, 141

multicast address, 111

multitasking, 135

o\ o

names
computer name, 23
domain name, 24, 127-130
logon name, 24, 243
network administrator, 23
network resources, 23
networks, 24
share name, 46-47, 255
username, 22-23, 25, 238, 317
workgroup name, 24
Navratilova, Viktorie, Linux For Dummies
Quick Reference, 3rd Edition, 341
nbtstat command, 233
netstat command, 233
NetWare (Novell), 15, 71, 337
network address translation (NAT), 118-119
network administrator
backup, 229
resources required, 229
responsibilities of, 18-19, 227-228, 230-232
traits to look for, 229
username, 23
Network Attached Storage (NAS), 252
network backup, 308-309
network cables
cable ties, 388
crossover cable, 92-93
defined, 16
Ethernet, 81-83
installing, 87-89
patch cable, 87, 388
pin connections for twisted-pair cable,
90-91
plenum cable, 86-87
PVC cable, 86
shielded twisted-pair (STP) cable, 86
skimping on, 373-374
solid cable, 87
station cable, 87
stranded cable, 87
10Base2 cable, 96

10Base5 cable, 96
10BaseT cable, 96
twisted-pair cable, 16, 83-86, 90-91
unshielded twisted-pair (UTP) cable, 86
network certifications, 236
Network Computing (magazine), 235
network connection
checking, 282-283
configuring, 155-162
troubleshooting, 282-283
Windows Vista, 160-162
Windows XP, 156-159
network drives
defined, 26-28
drive letters, 33
mapping, 31-34
network ID (IP addresses), 110
network interface, 10
network interface card (NIC)
choosing, 98-99
defined, 16
extras, 388-389
installing, 99-100
Network Layer (OSI Model), 393-394
network license, 13
network logon, 166-167
Network (magazine), 235
Network Monitor program, 234
network names. See names
network operating system (NOS)
Apple Mac OS X Server, 139-140
choosing, 17
directory services, 135-137
file-sharing services, 134
function of, 15-17
installing, 140-149
Linux, 15, 71, 139
logging on, 149
multiboot, 141
multitasking, 135
network support, 133-134
Novell NetWare, 15, 71
security services, 137-138
service packs, 152
testing the installation, 152
upgrading, 141
Windows Server 2003, 15-17, 71, 138-139
Windows Server 2007, 15, 71
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network performance
bottlenecks, 266-270
counters, 273-274
defined, 265
hubs, 278
logs, 275-277
malfunctioning components, 270
memory leak, 278
monitoring, 272-275
scheduled tasks, 278
servers, 268-270
spyware, 278
switches, 278
troubleshooting, 265-266
tuning, 271
network plan
creating, 63-64
diagrams, 72-73
examples, 74-79
infrastructure, 71-72
inventory, 65-68
purpose of, 64-65
system information, 68-69
network protocols, 269, 382
network resources
accessing, 29-30
defined, 21-22
names, 23
network rights, 324
network security. See security
network server
restarting, 280, 285, 288-290
users, 285
network services, restarting, 287-288
network settings
checking, 283-284
troubleshooting, 283-284
network software, 16
network starter kit, 101
network storage
disk space, 251
file server, 251-252, 256-262
permissions, 252-254, 262-264
shares, 254-255
storage appliances, 252
network support, 133-134
network topologies, 82

network troubleshooting

basic steps, 280

dead computer, 281-282

documentation, 291-292

error messages, 280, 283

event logs, 290-291

narrowing the cause of the problem, 284

network connection, 282-283

network performance, 265-266

network server, 285, 288-290

network services, 287-288

network settings, 283-284

printing problems, 376
network-discovery program, 231
Networking All-in-One Desk Reference For

Dummies, 2nd Edition (Lowe), 3

networks

benefits of, 12-13

defined, 10-11

how they work, 15-17

logging off, 39

logging on, 24-25

names, 24
NetworkView Software’s NetworkView, 231
NIC (network interface card)

choosing, 98-99

defined, 16

extras, 388-389

installing, 99-100
normal backup scheme, 304-305
Norton AntiVirus (Symantec), 336
Norton Utilities (Symantec), 234
NOS (network operating system)

Apple Mac OS X Server, 139-140

choosing, 17

directory services, 135-137

file-sharing services, 134

function of, 15-17

installing, 140-149

Linux, 15, 71, 139

logging on, 149

multiboot, 141

multitasking, 135

network support, 133-134

Novell NetWare, 15, 71

security services, 137-138

service packs, 152
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NOS (continued)
testing the installation, 152
upgrading, 141
Windows Server 2003, 15-17, 71, 138-139
Windows Server 2007, 15, 71
NOT logical operator, 109
Novell NetWare, 15, 71, 337
nslookup command, 233

o () o

Office (Microsoft)
accessing network files, 55
installing, 54
networking features, 53-58
Office Resource Kit (ORK), 54
user templates, 56-58
workgroup templates, 55-58
OfficeScan (Trend Micro), 336
offline (defined), 11
offline files, 59-60
on the network (defined), 11
100 Mbps Ethernet, 83
online (defined), 11
On/Off switches, 281
Open Transport, 364
open-door approach to security, 315
OR logical operator, 109
OSI Model
Application Layer, 395
Data Link Layer, 392-393
defined, 391
lower layers, 391
Network Layer, 393-394
Physical Layer, 392
Presentation Layer, 395
Session Layer, 395
Transport Layer, 394
upper layers, 391
Outlook
configuring for Exchange Server, 200-202
Outlook Web Access, 199, 221-223
viewing another mailbox, 202-205

opPe

packet filters, 329-331
packet sniffer, 234
PartitionMagic (PowerQuest), 345-346
passwords
creating, 319-320
generating, 320
logging on, 24-25
policies, 238
resetting, 245-246
user accounts, 137, 238, 243, 245-246,
318-319
patch cable, 87, 388
patch panels, 93-94
patches, 337-338
PatchLink program, 338
PC (personal computer), 17-18
peer-to-peer network, 14-15, 69
performance
bottlenecks, 266-270
counters, 273-274
defined, 265
hubs, 278
logs, 275-277
malfunctioning components, 270
memory leak, 278
monitoring, 272-275
scheduled tasks, 278
servers, 268-270
spyware, 278
switches, 278
troubleshooting, 265-266
tuning, 271
Performance Monitor tool (Windows
Server 2003), 272-275
perimeter, 193, 329
permissions
Access Control List (ACL), 253
Change Permissions permission, 254
Create Files/Write Data permission, 254
Create Folders/Append Data
permission, 254
defined, 252
Delete permission, 254
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Delete Subfolders and Files permission, 254
Full control permission, 253
granting, 262-264
List Folder Contents permission, 253
List Folder/Read Data permission, 254
Modify permission, 253
Read & Execute permission, 253
Read Extended Attributes permission, 254
Read permission, 253
Read Permissions permission, 254
security, 323-324
special permissions, 253-254
Synchronize permission, 254
Take Ownership permission, 254
Traverse Folder/Execute File
permission, 254
Write Attributes permission, 254
Write Extended Attributes permission, 254
Write permission, 253
personal computer (PC), 17-18
Physical Layer (OSI Model), 392
physical security, 315-317
pin connections for twisted-pair cable,
90-91
ping command, 233
plan
creating, 63-64
diagrams, 72-73
examples, 74-79
infrastructure, 71-72
inventory, 65-68
purpose of, 64-65
system information, 68-69
plenum cable, 86-87
plenum space, 86-87
policies
passwords, 238
security, 326
PowerQuest’s PartitionMagic, 345-346
Presentation Layer (OSI Model), 395
print servers, 70, 153
print spooling, 34
printers
adding, 35-37
File and Printer Sharing feature
(Windows Vista), 44-45
File and Printer Sharing feature
(Windows XP), 42-43

Macintosh network, 366-367
printing, 34-39
sharing, 42-45, 50-53
troubleshooting printing problems, 376
private IP addresses, 118
Product Activation feature, 149-151
profile information for user accounts,
244-245
programs
antivirus programs, 335-336, 382
antivirus software, 382
backup programs, 303-304
Baseline Security Analyzer, 234
disks, 390
Ethereal, 234
Hotfix Checker, 234
licenses, 384
memory leak, 278
Microsoft Office, 53-58
network license, 13
Network Monitor, 234
network-discovery program, 231
packet sniffers, 234
PatchLink, 338
protocol analyzers, 234
sharing, 13
Sniffer, 234
StarOffice program suite (Linux), 342
System Information, 234
properties of user accounts, 238, 241-245
protocol analyzer, 234
PSTN (public switched telephone
network), 218
Public folder, 48-50
public IP addresses, 118
publishing applications, 208
purpose of a network plan, 64-65
PVC cable, 86

o R e

radio spectrum, 173-174

radio waves, 171-172

RAID (Redundant Array of Inexpensive
Disks), 251-252

range of wireless networks, 175-176

Read & Execute permission, 253

Read Extended Attributes permission, 254
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Read permission, 253
Read Permissions permission, 254
remote access/VPN server, 154
removing
files, 375
user accounts, 247
repeaters, 101-103
reservations, 123
resetting passwords, 245-246
resources
local resources, 21-22
network resources, 21-23, 29-30
sharing, 12
restarting
computer, 280, 285-287
Linux networking services, 354-355
network server, 280, 285, 288-290
network services, 287-288
servers, 374-375
ring topology, 82
RJ-45 connectors, 91-92
roaming, 179-180
route command, 233
routers, 104-105, 191, 394
routing, 394

oS e

Samba
defined, 355-356
installing, 357
Samba Server Configuration tool, 358-361
security, 359-360
shares, 356, 360-361
SMB (Server Message Block) protocol, 356
starting, 357-358
stopping, 357-358
scheduling
downtime, 383
tasks, 278
scopes, 121-122
script, 245, 249-250, 325-326
security
administrator user account, 320
antivirus programs, 335-336, 382
backups, 312
closed-door approach, 315
digital certificates, 138

firewalls, 192-194, 327-334
group accounts, 324-325
hackers, 314, 330
importance of, 314
Internet, 376-377
[P spoofing, 330
network operating system (NOS), 137-138
open-door approach, 315
patches, 337-338
permissions, 323-324
physical security, 315-317
policies, 326
Trojan horse, 314, 335
user accounts, 137-138, 244, 317-322
user rights, 322-323
virtual private network (VPN), 138
viruses, 334-337, 382
worms, 335
server operating system, 143-144
server roles
application server role, 154
Configure Your Server Wizard, 152-153
DHCP server role, 154
DNS server role, 154
domain controller server role, 154
file server role, 153, 256-259
mail server role, 154
print server role, 153
remote access/VPN server role, 154
streaming media server role, 154
terminal server role, 154
WINS server role, 154
servers
application server, 154
backups, 376
configuring server roles, 152-154
database servers, 71
dedicated servers, 14-15, 69
defined, 13-14, 41-42
DHCP servers, 120-126, 154, 183
DNS servers, 130-131, 154
domain controller server, 154
file server, 70, 153, 251-252, 256-262
firewalls, 192, 328
free space, 378, 382
Mac OS X Server, 364-365
mail servers, 71, 154, 195-205
network performance, 268-270
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network server, 280, 285, 288-290

print servers, 70, 153

remote access/VPN server, 154

restarting, 374-375

streaming media server, 154

terminal server, 154

turning on/off, 374-375

Web servers, 70-71, 210-212

WINS server, 154
service accounts, 322
service packs, 152, 337
service set identifier (SSID), 170, 179
Session Layer (OSI Model), 395
setting up an intranet, 209-210
share name, 46-47, 255
shared folders

defined, 26-28

drive letters, 33

mapping, 31-34

Windows Vista, 47-48

Windows XP, 45-47
shares, 254-255
sharing

databases, 58

File and Printer Sharing feature

(Windows Vista), 44-45
File and Printer Sharing feature
(Windows XP), 42-43

files, 12, 26-28, 42-45, 367

Internet connection, 191

printers, 42-45, 50-53

programs, 13

resources, 12

user accounts, 326
shielded twisted-pair (STP) cable, 86
shutting down Linux operating system, 348
skimping on cables, 373-374
Skype software-only VoIP system, 218
Slackware Linux distribution, 344
Sleep feature on computers, 281
smart cards, 244
sneakernet, 10
Sniffer program (Sniffer Technologies), 234
software, 16. See also programs
software disks, 390
software patches, 337-338
software-only VoIP systems, 218

solid cable, 87
spare parts, 383, 387-389
special permissions, 253-254
spectrums, 173-174
SPI (stateful packet inspection), 331
spooling print jobs, 34
spyware, 278
SSID (service set identifier), 170, 179
stackable hubs, 98
standards for wireless networks, 174-175
star topology, 82
StarOffice program suite (Linux), 342
starter kit, 101
stateful packet inspection (SPI), 331
station cable, 87
storage
disk space, 251
file server, 251-252, 256-262
permissions, 252-254, 262-264
shares, 254-255
storage appliances, 252
STP (shielded twisted-pair) cable, 86
stranded cable, 87
streaming media server, 154
subdomains, 129
subnet masks, 116-118
subnets, 115-116
subnetting, 114-116
surge protectors, 281
SuSE Linux distribution, 344
switches
activity indicators, 96
costs, 389
daisy-chaining, 96-98
Data Link Layer (OSI Model), 393
defined, 16
versus hubs, 95
installing, 95
network performance, 278
ports, 95-96
Symantec
Norton AntiVirus, 336
Norton Utilities, 234
Synchronize permission, 254
system information, 68-69
System Information program, 234
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Take Ownership permission, 254
tape backups, 302, 309-310
tape drives, 302, 310-311
tape rotation, 309-310
task scheduling, 278
TCP/IP
DHCP (Dynamic Host Configuration
Protocol), 119-123
DNS (Domain Name System), 127-129
IP addresses, 107, 110-123
TCP/IP diagnostic commands, 233
TCP/IP ports, 329-330
telephone network, 217-220
templates
user templates, 56-57
workgroup templates, 55-58
10Base2 cable, 96
10Base5 cable, 96
10BaseT cable, 96
terminal server, 154
testing network operating system (NOS)
installation, 152
third-party utilities, 234
Token Ring, 82
T1 dedicated high-speed digital line, 191
tools
computer tool kit, 89, 388
crimp tool, 89
duct tape, 387
fish tape, 89
wire cutters, 89
wire strippers, 89
topologies, 82
trace logs, 275
tracert command, 233
training users, 293-294, 384
transaction applications, 208
Transport Layer (OSI Model), 394
Travan drives, 302, 310
Traverse Folder/Execute File
permission, 254
Trend Micro’s OfficeScan, 336
Trojan horse, 314, 335

troubleshooting
basic steps, 280
dead computer, 281-282
documentation, 291-292
error messages, 280, 283
event logs, 290-291
narrowing the cause of the problem, 284
network connection, 282-283
network performance, 265-266
network server, 285, 288-290
network services, 287-288
network settings, 283-284
printing problems, 376
T3 dedicated high-speed digital line, 191
tuning network performance, 271
turning on/off servers, 374-375
2600 (magazine), 235
twisted-pair cable
categories, 85
defined, 16, 83
pairs, 85-86
plenum, 86
PVC, 86
RJ-45 connectors, 90-91
shielded twisted-pair (STP), 86
unshielded twisted-pair (UTP), 84, 86
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Unix, 71, 139
unshielded twisted-pair (UTP) cable, 86
up (defined), 11
updates, 337-338
upgrading the network operating system
(NOS), 141
upper layers of the OSI Model, 391
user accounts
Administrator account, 320-322
backups, 312
contact information, 242
creating, 239-241
delegation, 244
deleting, 247
disabling, 243, 246
domain, 238



enabling, 246
encryption, 244
group membership, 238, 247-249
Guest account, 321-322
Linux operating system, 351-352
local, 238
logon name, 24, 243
logon script, 245, 249-250
passwords, 137, 238, 243, 245-246, 318-319
profile information, 244-245
properties, 238, 241-245
security, 137-138, 244, 317-322
service accounts, 322
sharing, 326
smart cards, 244
user IDs, 22-25
user profile, 325
user rights, 322-323
user templates, 56-57
username, 22-25, 238, 317
users
downtime, 377-378, 383
library, 294-295
managing, 232-233
network server, 285
permissions, 252-254, 262-264
security policies, 326
shares, 254-255
training, 293-294, 384
utilities, 234. See also programs
UTP (unshielded twisted-pair) cable, 86

oo

versions of Windows Server 2003, 138
virtual memory, 269
virtual private network (VPN), 138, 224
viruses, 334-337, 382
VirusScan (McAfee), 336
Visio (Microsoft), 72-73
VoIP (Voice over IP)
advantages of, 219
Analog Telephone Adapter (ATA), 218-220
AT&T CallVantage VolP services, 218
cost of, 219
defined, 217
disadvantages of, 220
features, 219

how it works, 217-218
Skype, 218
software-only VoIP systems, 218
Vonage VoIP services, 218
VoIP For Dummies (Kelly), 217

Vonage VoIP services, 218
VPN (virtual private network), 138, 224
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wall jacks, 93-94
WAP (wireless access point)
ad hoc network, 180
Basic Service Set (BSS), 179
configuring, 180-182
functions of, 177-178
infrastructure mode network, 170, 179
multifunction, 179
roaming, 179-180
security, 377
Service Set Identifier (SSID), 179
wireless bridge, 180
wavelength, 171-172
Web servers, 70-71, 210-212
WEP (wired equivalent privacy), 182
Wi-Fi, 170
Windows & .NET (magazine), 235
Windows Resource Kit (book), 295
Windows Server 2003
Configure Your Server Wizard, 152-153
costs, 139
Event Viewer, 290-291
features, 138
Performance Monitor tool, 272-275
popularity of, 15
tweaking, 17, 71
versions, 138-139
Windows Server 2007, 15, 71
Windows Update, 337
Windows Vista
computer identification, 164-166
File and Printer Sharing feature, 44-45
firewall, 193-194, 333-334
network connections, 160-162
offline files, 59-60
Public folder, 48-50
shared folders, 47-48
shared printers, 52-53
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Windows XP
computer identification, 163-164
File and Printer Sharing feature, 42—-43
firewall, 193-194, 333-334
network connections, 156-159
offline files, 59-60
shared folders, 45-47
shared printers, 51-52
wireless networks, 183-186
WINS server, 154
wire cutters, 89
wire strippers, 89
wired equivalent privacy (WEP), 182
wireless access point. See WAP
wireless bridge, 180
wireless local-area network (WLAN), 170
wireless network adapter, 176-177
wireless networks
ad hoc mode network, 170, 180
Alohanet, 174
Basic Service Set (BSS), 179
defined, 10, 169-170
DHCP servers, 183
how they work, 171-173

Independent Basic Service Set (IBSS), 180

infrastructure mode network, 170, 179
range of, 175-176

roaming, 179-180

service set identifier (SSID), 170, 179

standards, 174-175
WAP (wireless access point), 170,
177-182, 377
Wi-Fi, 170
Windows XP, 183-186
wireless bridge, 180
WLAN (wireless local-area network), 170
workgroup name, 24
workgroup networks, 24
workgroup templates, 55-58
working from home
Outlook Web Access, 199, 221-223
virtual private network (VPN), 138, 224
worms, 335
Write Attributes permission, 254
Write Extended Attributes permission, 254
Write permission, 253
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X Window System (Linux), 342
XOR logical operator, 109

oyo

Yosemite Backup (Yosemite
Technology), 303



