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Stateless Session EJBs with JDBC 237
Stateless Session EJBs with EJB 2.1 CMP Entity Beans 238
Stateless Session EJBs with JPA 242

The bigrez.com Implementation 244
Database Schema 245
Domain Model 247
Services 252
Unit Tests 258
Adding Optimistic Locking 259

Using TopLink instead of Kodo 260
Why Would You Want to Use TopLink? 260
Changes to bigrez.com to use TopLink 260

Chapter Review 264

Chapter 8: Packaging and Deploying WebLogic Applications 265

Creating an EJB Archive File 265
EJB Deployment Descriptors 266

Packaging JPA Persistence Units 273
Enterprise Applications 274

Enterprise Application Directory Structure 277
Enterprise Application Descriptor Files 278
Exploded Deployments 282
Bundled Libraries 284
Shared Java EE Libraries and Optional Packages 286
Other Types of Modules 287

xvi



Patrick ftoc.tex V3 - 09/21/2009 4:39pm Page xvii

Contents

Customizing Classloading 289
Packaging bigrez.com 291
Deploying Applications 294

Creating Required Services 295
Automatic Deployment and weblogic.Deployer 297
WebLogic Console Deployment 298

Chapter Review 298

Chapter 9: Developing and Deploying Web Services 301

Summarizing Web Services Standards 301
Creating Web Services with WebLogic Server 303

Web Services Container Architecture 303
Developing Web Services for WebLogic Server 304
Developing Web Service Clients 318

Moving Past the Basics 322
Using JAX-RPC 322
Understanding Style and Use 323
Influencing which Operation to Invoke 325
Creating More Dynamic Web Services 327
Using Web Service Handlers 334
Using SOAP Attachments 338
Implementing Stateful Web Services 342
Implementing Asynchronous Web Services 343
Customizing Mappings between Java and XML 346

Using Web Services Security 348
Defining Security Policies 349
Transport-level Security 350
Message-level Security 352
Web Service Security Configuration 358

Adding Web Services to bigrez.com 359
Chapter Review 361

Chapter 10: Using WebLogic JMS 363

JMS Key Concepts 363
Understanding the Messaging Models 363
Reviewing the JMS API 364

The WebLogic JMS Provider 370
Understanding WebLogic JMS Servers 370
Clustering WebLogic JMS 371
WebLogic JMS Clients 380
Configuring WebLogic JMS 383

xvii



Patrick ftoc.tex V3 - 09/21/2009 4:39pm Page xviii

Contents

WebLogic JMS Application Design 398
Choosing a Destination Type 398
Locating Destinations 399
Choosing the Appropriate Message Type 400
Compressing Large Messages 402
Selecting a Message Acknowledgment Strategy 403
Designing Message Selectors 404
Choosing a Message Expiration Strategy 407
Handling Poison Messages 409
Handling Message Ordering Issues 412
Using Transactions 417
Using Multicast Sessions 419
Handling Request/Reply Style Message Exchange 420

WebLogic JMS Application Programming 424
Using WebLogic JMS with Servlets and EJBs 424
Consuming Asynchronous Messages on the Server 427

External JMS Providers 432
Understanding the Messaging Bridge 433
Understanding the Store-and-Forward Service 434
Using Message-Driven Beans 436
Mapping External JMS Objects to WebLogic JNDI 437
Integrating Oracle Advanced Queuing 438
Choosing an Integration Strategy 440

Chapter Review 441

Chapter 11: Using WebLogic Security 443

WebLogic Security Overview 443
Administration 447

WebLogic Security Framework 449
Embedded LDAP Server 450
Security Realms and Providers 453

Using External Security Stores 465
Managing External LDAP Authentication 465
Managing RDBMS Authentication 467

Setting Up SSL/TLS 469
Overview of SSL and X.509 Certificates 469
Obtaining X.509 Certificates 470
Configuring One-Way SSL 472
Configuring Two-Way SSL 474
Debugging SSL Problems 477

Writing Security-Aware Java Clients 478

xviii



Patrick ftoc.tex V3 - 09/21/2009 4:39pm Page xix

Contents

Writing Java Clients That Use JAAS 479
Writing Java Clients That Use SSL 482

Managing Application Security 487
Application Security Models 487
Setting Up Java EE Application Security 488
Setting Up WebLogic Server Application Security 496
Booting WebLogic Server 500

Single Sign-On 501
Security Assertion Markup Language (SAML) 501
Setting Up Cross Domain Security and Single Sign-On 510
Custom Authentication Providers 516

Chapter Review 517

Chapter 12: Administering and Deploying Applications in WebLogic Server 519

WebLogic Architecture Key Concepts 519
Domain Architecture 519
WebLogic Server Architecture 521
WebLogic Server Clustering Architecture 530
Admin Server 538
Node Manager 541

WebLogic Administration Key Concepts 542
Server States 542
Server Self-Health Monitoring 544
Network Channels 545

Configuring a WebLogic Server Domain 547
Setting Up a New Domain 549
Configuring Servers 551
Configuring the Cluster 553
Configuring Network Channels 557
Setting Up the Node Manager 560
Operating System Configuration 566
Java Virtual Machine Configuration 567
Web Server Plug-in Configuration 567
Administration Port and Channel Configuration 572
Configuring Applications for WebLogic Server 575

Monitoring WebLogic Server Applications 595
Using the WebLogic Scripting Tool 595
Using the Deprecated Command-Line Administration Tool 600
Monitoring with the WebLogic Console 601
Programmatic Monitoring with JMX 603
Monitoring via SNMP 607

xix



Patrick ftoc.tex V3 - 09/21/2009 4:39pm Page xx

Contents

Managing WebLogic Server Applications 615
Troubleshooting Application Issues 615
Versioning Applications 628
Managing Failure Conditions 630

Chapter Review 641

Chapter 13: Optimizing WebLogic Server Performance 643

Overview of System Performance 644
Reviewing the Core Principles 644
Tuning a WebLogic Server-Based Application 645

Performance Best Practices 665
Designing for Performance 665
Understanding Web Container Best Practices 667
Understanding EJB Container Best Practices 670
Applying Database Access Best Practices 672

Troubleshooting Performance Problems 677
Preparing for Troubleshooting 678
Bottleneck Identification and Correction 678
Problem Resolution 680
Common Application Server Performance Problems 682
Java Stack Traces 684

Chapter Review 689

Chapter 14: Development Environment Best Practices 691

Defining Required Hardware and Software 692
Sharing a Database Server 693

Installing WebLogic Server Software 695
Creating and Configuring a WebLogic Server Domain 696

Development Project Structure 697
Streamlining the Development Cycle 698

Split Directory Development 698
FastSwap 700

Establishing a Build Process 701
Continuous Integration 702
Code Inspection and Reporting Tools 704

Integrated Development Environments 704
Prerequisites 705
Configuring Eclipse for bigrez.com 705
Configuring JDeveloper for bigrez.com 711
Debugging with an IDE 714

Creating a Unit Testing Infrastructure 715

xx



Patrick ftoc.tex V3 - 09/21/2009 4:39pm Page xxi

Contents

The Importance of Unit Testing 716
The JUnit Testing Framework 717
Out-of-Container Testing 719
Testing Web Interfaces 722
Web Services 724
Performance and Concurrency Testing 725

Chapter Review 726

Chapter 15: Production Environment Best Practices 727

Deployment Strategies 727
Evaluating Deployment Strategies 728
Server Deployment Strategies 729
Single-Site Deployment Strategies 731
Multiple Site Deployment Strategies 737
Designing Multiple-Site WebLogic Clusters 738
Implementing Clusters That Span Multiple Sites 741
Implementing One Cluster per Site 743

Global and Local Traffic Management 745
Using Load Balancers 745
Using Local Load Balancers with WebLogic Server 747
Using Global Load Balancers with WebLogic Server 748

Production Security Strategies 749
Understanding Application Data Flow 749
Understanding Firewall Layouts 750
Using a Connection Filter 751
Locking Down Web Applications 753
Examining Other Security Considerations 754
Using SSL Hardware Acceleration 756

Chapter Review 757

Index 759

xxi



Patrick ftoc.tex V3 - 09/21/2009 4:39pm Page xxii


