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cryptography, 374-375
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client, 97-104
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number of, 23
overview, 22-23
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mount, 319
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print, 329
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Protocol), 287
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RedHat Linux, 98
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reliability, 135
remote access sessions, 336-337
remote computers
accessing, 334-336
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remote execution (rexec), 336
Remote Procedure Calls (RPCs), 326
remote shell (rsh), 335-336
remsh (still remote shell), 335-336
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route, 146
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Secure Shell Protocol (SSH), 315
Secure Sockets Layer (SSL)
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OpenSSL, 376
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transaction, 237-238
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testing computer, 415-416
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Security Center, 417-418
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dedicated, 45
defined, 44, 184
e-mail, 247-248
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name, 401-403
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software, 44
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service set identifier (SSID), 123

services
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sites, 290
session, 25
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setting (up)
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Kerberos server, 385-386
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secure mail server, 281
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SFTP (SSH File Transfer Protocol), 315
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Simple Network Management Protocol (SNMP)
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overview, 406-407
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SMTP (Simple Mail Transfer Protocol), 37, 255,
256, 275
sniffers, 177
SNMP (Simple Network Management Protocol)
application layer protocol, 37
free use of programming, 407-409
overview, 406-407
social bookmarking services, 290
social networking, 290
software
anti-malware, 243, 369
anti-spyware, 242-243
anti-virus, 242-243, 345
choices for Web server, 230-231
DNS (Domain Name Service) client, 184, 194
download scheduling, 217
keyloggers, 264
open source, 328
rrogin, 335
routers, 118
servers, 44
VNC (Virtual Network Computing), 337
VPN (Virtual Private Network), 15-16, 369
SOHO (small office/home office). See wireless
networking
SourceForge project, 308
SpamAssassin, 272
spamming
instant messaging systems, 288
overview, 266, 276-277
spear phishing, 240
spoofing
defined, 239
instant messaging systems, 288
IP (Internet Protocol), 177
overview, 267
stalling, 275-276
Spybot — Search and Destroy (Safer
Networking), 108, 243
spyware
defined, 108, 243
overview, 265
squid
configuring, 224-227
installing, 223-224
overview, 223
SRTP (Secure Real-Time Transfer Protocol), 307
SSH (Secure Shell Protocol), 315
SSID (service set identifier), 123
SSL (Secure Sockets Layer)
application layer protocol, 40
OpenSSL, 376
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transaction, 237-238
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static routing, 135
still remote shell (remsh), 335-336
store-and-forward method, 253-254
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using, 77-79
suite, 242
supercomputing, 339
supernet masks, 172
Suse Linux, 98
syndication pages, 214
syndication protocols, 214
syslog-ng. See Syslog Protocol
Syslog Protocol

error levels, 365

overview, 363-365

text files, 366-367
system administrators, 182, 344
system events, 363
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tagging services, 290
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TCP/IP Guide, 419
“TCP/IP Security” (Chambers), 418
TCP/IP (Transmission Control Protocol/Internet
Protocol)
defined, 9
functions of, 27
geography of, 17-18
installing, 91-94, 105-107
Internet management groups, 11
other uses for, 413-416
protocols, 10-13
TCP/IP (Transmission Control Protocol/Internet
Protocol) network configuration
configuration steps, 94-97
daemons, 112-114
installing TCP/IP, 91-94, 105-107
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TCP/IP (Transmission Control Protocol/Internet
Protocol) protocol stack/suite
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print sharing protocols, 329
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transport layer protocol, 31-32
Telnet
client, 335-336
overview, 37
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Terminology (routing), 132-135
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VolIP security, 308
text messaging, 286-287
texting, 286-287
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thumbing, 286-287
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tracert command, 403-406
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(Transmission Control Protocol)
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VolP (Voice over Internet Protocol), 304
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troubleshooting
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Simple Network Management Protocol
(SNMP), 406-409
trust, 335-336
trusted hosts file, 109
trusted remote users, 110
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transport layer protocol, 32-34
Uniform Resource Locator (URL), 207
Unix
configuring IPv6, 175-176
configuring TCP/IP, 100-102
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netstat, 358-359
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overview, 94
ps, 355-356
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upload, 310
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Virtual Private Network (VPN)
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Voice over Internet Protocol. See VoIP (Voice
over Internet Protocol)
Voice Over Misconfigured Internet Telephones
(VOMIT), 306
VolIP (Voice over Internet Protocol)
authenticating, 307
bugging, 306
movement of packets through layers, 304
overview, 299-300
protocols, 304-306
securing calls, 306-308
testing security, 308
using, 300-303
volunteer computing, 339, 340
VOMIT (Voice Over Misconfigured Internet
Telephones), 306
VPN (Virtual Private Network) software
log files, 369
overview, 15-16
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defined, 201
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security, 228-230
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Wikipedia, 266
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WinAmp high-fidelity player, 212
Windows 7 (Microsoft), 197
Windows (Microsoft)

network shares, 326-327

overview, 93
Windows Server 2003 (Microsoft), 173-175
Windows Server 2008 (Microsoft), 224-227,
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wireless hotspots, 128
wireless networking

defined, 115

hardware, 116-120

levels, 128-130

network name, 123

overview, 17

security, 125-128

technologies, 119
wireless router, 121-124
WLAN networks, 17

World Wide Web (WWW)
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