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cipher, 375
Cisco Security Podcast Series, 419
Class C networks, 74
classful addresses, 55–56
classful IP addressing. See CIDR (Classless 

Inter-Domain Routing)
classless, 158
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examples, 46
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Unix, 100–102
Windows Vista, 102–103
Windows XP, 103–104

client/server computing
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starting, 322
types, 112–113

DARPA (Defense Advanced Research Projects 
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encrypting, 243
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data link protocols, 29
DDoS (distributed denial-of-service) attacks, 
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dedicated servers, 45
default gateway, 136
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Defense Advanced Research Projects Agency 
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defi ning

clients, 45
e-mail protocols, 256–257

delay, 135
Denial of Service (DoS) attacks, 160
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detecting
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TCP/IP, 92

DHCP (Dynamic Host Confi guration Protocol)
expired leases, 82–83
how it works, 81–82
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overview, 40, 79–80
using with NAT, 84–86

diagnosing problems, 396–406
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defi ned, 244, 377
obtaining, 377–378
troubleshooting, 380–381
using, 378–379
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distance vector protocol, 150
distributed, 187
distributed database, 182
distributed denial-of-service (DDoS) attacks, 
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distributed system, 181
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application layer protocol, 36
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client/server style, 184–187
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components, 182
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how it works, 81–82
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802.11i standard, 376
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e-mail

adding protocols, 256–260
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how it works, 245–246
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SMTP (Simple Mail Transfer Protocol), 255
store-and-forward method, 253–254
system, 246
terminology, 275

e-mail security
bombing, 265–266
common sense, importance of, 261–262
concealing addresses, 268
cybersnoops, 263–265
keyloggers, 264
layering, 269–278
mail clients/servers, 278–284
malware, 265
overview, 261
phishing, 263
pop-ups/pop-unders, 263
spamming, 266
spoofi ng, 267
troubleshooting, 267–268

e-mail servers
data structures, 248
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confi guring NFS server, 320–322
copying fi les with rcp or scp, 316–317
CUPS (Common Unix Print System), 331–332
how it works, 310–316
mount protocol, 319
network print services, 328–331
NFS performance tips, 324–325
NFS security tips, 325–326
overview, 28, 310
sharing fi les off the stack, 326–328
sharing network fi le systems, 317–319

fi les. See also network fi les
copying with rcp or scp, 316–317
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transferring, 312–316
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fi nger service, 359
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personal, 241–242
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automounting, 320
confi guring NFS client, 323–324
confi guring NFS server, 320–322
copying fi les with rcp or scp, 316–317
CUPS (Common Unix Print System), 331–332
how it works, 310–316
mount protocol, 319
network print services, 328–331
NFS performance tips, 324–325
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FTP server, 310
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FTPD (File Transfer Protocol Daemon), 28
FTPS (FTP over SSL/TLS), 315
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GNOME
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