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Note to the Reader: Throughout this index boldfaced page numbers indicate primary discussions of a
topic. Italicized page numbers indicate illustrations.

switches, 115-116

A wireless network authentication,
184-185
accept-lifetime command, 86 administrative distances (ADs)
access command, 126 IP routing, 65-66
access-class command, 146 static routing, 62
access-list command, 143-144, 146-148, Advanced NAT configuration, 170
166-168 AES (Advanced Encryption Standard), 186
access-list deny command, 143-145, 147-148 agencies for wireless technologies, 176-177
access-list deny host command, 144 aging option, 105
access-list deny tcp command, 148-149 ANSI format, 239
access-list deny tcp any host command, any command, 143, 147, 152, 154-155
149-151 applet blocking, 141
access-list permit command, 146-147 Application layer attacks, 139
access-list permit ip any any command, 151 Application-Specific Integrated Circuits
access lists, 141-142 (ASICs), 102-103
P areas, OSPF, 92
extended, 146-151 Asynchronous Transfer Mode (ATM), 224
monitoring, 158-160 authentication
standard, 142-146 EIGRP, 85-86
for Telnet, 145-146 peer route, 141
wildcards with, 145 PPP, 227-230
named, 151-153 RIPv1 vs. RIPv2, 70
switch port, 153-156 wireless networks, 184-185
time-based, 156-157 authentication-open command, 187
active state authentication proxy, 140
EIGRP, 88 auto-summarization, 81
LMI, 239 autorooter attacks, 139

AD (administrative distances)
IP routing, 65-66
static routing, 62

ad hoc networking, 182 B
Add DHCP Pool dialog box, 257, 257 BackboneFast feature, 109, 111
addresses

backdoor attacks, 139

I Backspace command, 6
IPv6 protocol. See IPv6 protocol backurl))s ’
mismatched, 231-232, 232 108, 31-32

NAT. See Network Address Translation
(NAT)
IPv6 protocol, 201-202, 201
learning, 103
MAC, 106-107
static, 106-107

router, 35-37

SDM, 262-266, 263-265
bandwidth command, 14, 79
banner command, 9-10
bars (l) for pipes, 80
base MAC addresses, 116
Basic NAT Wizard, 170-172, 171
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basic service sets (BSSs), 182, 183
bit-oriented protocols, 224

block sizes with wildcards, 145
blocking applets, 141

Cisco Discovery Protocol (CDP), 40
neighbor information, 41-43
port and interface information, 43-44
timers and holdtime information, 40-41

boot command, 29
booting
commands, 29
configuration modes, 4-5
editing and help features, 6-8
routers, 2-4, 3, 27
setup modes, 4
bootstrap protocols, 22
BPDUFilter feature, 109-110
BPDUGuard feature, 109-110
breaks, 27
bridges, 108, 118-120
brute force attacks, 140
BSSs (basic service sets), 182, 183
byte-oriented protocols, 224

C

cabling, 223
Carrier Sense Multiple Access with Collision
Detect (CSMA/CD), 180, 180
Catalyst switches. See switches
CBAC (context-based access control), 140
CCMP (Counter Mode Cipher Block
Chaining-Message Authentication Code
(CBC-MAC) Protocol), 186
CD command, 33
CDP (Cisco Discovery Protocol), 40
neighbor information, 41-43
port and interface information, 43-44
timers and holdtime information, 40-41
traffic information, 43
VLAN telephony, 134-136
cdp enable command, 40
cdp holdtime command, 40-41
cdp timer command, 40-41
central office (CO), 221
Challenge Handshake Authentication Protocol
(CHAP), 230
channel-group command, 113
channel-protocol command, 113
CHAP (Challenge Handshake Authentication
Protocol), 230

traffic information, 43

VLAN telephony, 134-136
Cisco encapsulation, 236, 242
Cisco format in LMI, 239

Cisco I0S. See I0S (Internetwork Operating

System)
class of service (CoS), 134-136
classful routing, 63, 68
clear counters command, 14, 16
clear line command, 45, 48
Clear To Send (CTS) signal, 180
clearing Telnet connections, 48
CLI (command-line interface), 6-8
clock command, 7
clock rate command, 14
clocking, 14
closing Telnet sessions, 47-48
CO (central office), 221
collisions, 180
command-line interface (CLI), 6-8
config-register command, 25, 27-28
configuration
backing up
10S, 31-32
router, 35-37
SDM, 262-266, 263-265
banners, 9-10
copying
to NVRAM, 36-37
to TFTP server, 37
EIGRP, 77, 274-275, 274-275
erasing, 38
hostnames, 9
IFS for, 38-39
IPv6 protocol, 204-205
layer 2 switching, 104-105
modes, 4-5
NAT
dynamic, 166-167
overloading, 167-168
SDM for, 170-173, 171-172
static, 165
verifying, 168-170
OSPF, 91
areas, 92
debugging, 98-100
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enabling, 92
SDM, 275-277,276-277
verifying, 92-98
passwords, 10-14
PPP, 226-227
PPPoE, 233-234
restoring, 37-38, 262-266, 263-265
RIP, 272-274, 273
router interfaces, 14-18
switches. See switches
verifying. See verifying
VLANSs, 122-123
inter-VLAN routing, 130-131
switch port assignments, 124-125
trunk ports, 126-130
verifying, 124
voice, 134-136
VTP, 131-133
wireless networks
10S, 186-190
SDM/HTTP, 190-197, 191-197
configuration registers
boot system commands, 29
changing values, 24-26
checking values, 24
for password recovery, 26-27
resetting, 28-29
configure terminal command
Frame Relay, 241, 247

modes, 5
PPP, 226-227
STM, 250-251

WANS, 221-222
confreg command, 27
congestion, 240
connections, Telnet, 46, 48
connectivity, 52
debugging, 53-55
ping command, 52-53
processes, 55
traceroute command, 53
content addressable memory, 115
context-based access control (CBAC), 140
convergence, OSPF, 91
copy command, 31-33
copy flash tftp command, 30-32
copy running-config command, 17

copy running-config startup-config command,

17,29, 35-36, 187

copy running-config tftp command, 37

copy start run command, 27

281

copy startup-config running-config command,

28
copy tftp flash command, 31-32
copy tftp running-config command, 37
copy tftp startup-config command, 37
CoS (class of service), 134-136
Counter Mode Cipher Block Chaining-
Message Authentication Code (CBC-
MAC) Protocol (CCMP), 186
CPE (customer premises equipment), 221
Create Connection screen, 192

Create NAT Configuration screen, 171, 171

crypto key generate rsa command, 12-13
crypto pki command, 258

CSMA/CD (Carrier Sense Multiple Access with

Collision Detect), 180, 180
Ctrl+A command, 6
Ctrl+Break command, 27
Ctrl+D command, 6
Ctrl+E command, 6
Ctrl+F command, 6
Ctrl+N command, 6
Ctrl+P command, 6
Ctrl+R command, 6
Ctrl+Shift+6 command, 45
Ctrl+U command, 6
Ctrl+W command, 6
Ctrl+Z command, 6
CTS (Clear To Send) signal, 180
customer premises equipment (CPE), 221

D

data encapsulation
Frame Relay, 236-237
PPP, 228-231, 228-229, 231
VLANGs, 130-131
WANSs, 221
Data Link Connection Identifiers (DLCIs),
237-238, 238
debug command, 52-54
debug all command, 54
debug eigrp packet command, 87-88
debug frame Imi command, 243, 246-247
debug ip eigrp events command, 89

debug ip eigrp notification command, 87, 89

debug ip nat command, 168-169
debug ip ospf adj command, 100
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debug ip ospf hello command, 99
debug ip ospf packet command, 98-99
debug ip rip command, 55, 71-73
debug ipv6 ospf hello command, 215, 217
debug ipv6 ospf packet command, 215, 217
debug ipv6 rip command, 212, 214
debug ppp authentication command, 228, 230
debugging
connectivity, 53-55
OSPF, 98-100
PPP, 230-232, 231-232
default-router command, 187
defaults
administrative distances, 65
routing, 63-65, 64
delay command, 79
delete command, 33
delete flash command, 33
deleted state in LMI, 239
deleting configurations, 38
demarcs, 221
denial of service (DoS) attacks
detection and prevention, 141
types, 139
deny command, 143-145, 147-149, 152-155
deny any any command, 154-155
deny host command, 144
deny tcp command, 148-149
deny tcp any host command, 149-151
description command, 14
destination network parameter, 62
destination URL policy management, 140
DHCPv6 server configuration, 204-205
dialer-group command, 234
dialer pool command, 233-234
Diffusing Update Algorithm (DUAL), 207
digital subscriber line (DSL), 223
Dijkstra algorithm, 90
dir command, 33
Direct Sequence Spread Spectrum (DSSS)
technique, 181
disable command, 5§
disconnect command, 45, 47
discontiguous networks
EIGRP, 81
RIPv1 vs. RIPv2, 70
distance command, 66
distance-vector protocols, 69
DLCIs (Data Link Connection Identifiers),
237-238, 238

DNS (Domain Name System), 50
dns-server command, 204-205
domain-name command, 204-205
Domain Name System (DNS), 50
DoS (denial of service) attacks

detection and prevention, 141

types, 139
dotlq command, 128
DSL (digital subscriber line), 223
DSSS (Direct Sequence Spread Spectrum)

technique, 181

DUAL (Diffusing Update Algorithm), 207
dual stacking in IPv6 migration, 210-211
dynamic command, 126-127
dynamic NAT, 164, 166-167
dynamic port mapping, 141
dynamic routing, 58

IGRP

default ADs, 66
enhanced. See EIGRP (Enhanced IGRP)
RIP. See RIP (Routing Information
Protocol)

Edit Interface/Connection tab, 191, 191, 256,
256
editing features in command-line interface, 6-8
EIA/TIA-232-C standard, 225
802.11 standards, 178-182, 180-181
EIGRP (Enhanced IGRP), 76
configuration, 77, 274-275, 274-275
default ADs, 66
discontiguous networks, 81
load balancing, 81-85
maximum paths and hop counts, 78-79
propagations, 77-78
redistribution, 79-80
route authentication, 85-86
verifying, 86-90
EIGRPv6 protocol, 207-208
enable command
layer 2 switching, 104
for modes, 5
STM, 250-251
enable password command, 10
enable secret command, 10
enabling
OSPF, 92
RIP, 68
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Frame Relay, 236-237, 247

PPP, 228-231, 228-229, 231

VLANS, 130-131

WANS, 221
encapsulation command, 127, 221
encapsulation frame-relay command, 236,

241-242, 247

encapsulation ppp command, 226-227
encryption, password, 11-12
Enhanced IGRP. See EIGRP (Enhanced IGRP)
eq command, 147
erase command, 33
erase startup-config command, 17-18, 38
erasing configurations, 38
Esc+B command, 6
Esc+F command, 6
ESSs (extended service sets), 182-184, 183
EtherChannel configuration, 112-114
exec banners, 9-10
EXEC mode, 4-5
exec-timeout command, 12
exit command

access lists, 153

modes, 5

STM, 251-252

Telnet, 45, 47
exit interface parameter, 62
Express Setup settings, 197, 197
extended access lists, 142, 146-151
extended service sets (ESSs), 182-184, 183
extended VLANSs, 123
external EIGRP, 66

encapsulation - hostname command 283

Frame Relay, 235, 235-236
congestion control, 240
description, 222
DLCIs in, 237-238, 238
encapsulation, 236-237, 247
implementing, 241
LMI in, 238-239
single interfaces, 241-242
subinterfaces, 242-243
troubleshooting, 247-248, 248
verifying, 243-247
frame-relay interface-dlci command, 237-238,
241
frame-relay Imi-type command, 238-239, 241
frame-relay map command, 237, 248

G

gateways of last resort, 64, 64
global addresses in LMI, 239
global configuration mode, 5
global NAT names, 164
guest-mode command, 187

F

feasible distances, 85
Federal Communications Commission (FCC),
177-178
filter tables, 102-103
firewalls, 138-141, 139
SGHz wireless, 181-182, 181
flash memory
managing, 259-262, 259-262
routers, 23
verifying, 30-31
format command, 33
forward/filter tables, 103

H

HDLC (High-Level Data Link Control)
protocol
description, 223
operation, 224, 22§
help features, 6-8
HFC (hybrid fibre-coaxial), 223
High-Level Data Link Control (HDLC)
protocol
description, 223
operation, 224, 22§
history, command, 6
holddown timers, 67
holdtime information, 40-41
hop counts
EIGRP, 78-79
RIPv1 vs. RIPv2, 69
host command, 147, 152, 154
host tables, 48-50
hostname command
access lists, 143, 147, 152
PPP, 227
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routers, 9

SSH, 13

wireless devices, 187
hostnames

host tables for, 48-50

resolving, 48-51

setting, 9
hybrid fibre-coaxial (HFC), 223
HyperTerminal program, 27

IARP (Inverse ARP), 237
IBSSs (infrastructure basic service sets), 182,
183
ICMP (Internet Control Message Protocol),
140
IEEE (Institute of Electrical and Electronics
Engineers) standards, 176, 178-182,
180-181
IES (IOS file system), 38-39
IGRP (Interior Gateway Routing Protocol)
default ADs, 66
enhanced. See EIGRP (Enhanced IGRP)
implicit denies, 141
inactive state in LMI, 239
incoming banners, 9-10
Industrial, Scientific, and Medical (ISM) bands,
177
infrastructure basic service sets (IBSSs), 182,
183
infrastructure-ssid command, 187
inside NAT names, 164
Institute of Electrical and Electronics Engineers
(IEEE) standards, 176, 178-182, 180-181
Integrated Services Digital Network (ISDN),
222
inter-VLAN routing, 130-131
interface command
EIGRP, 85
Frame Relay, 236, 241-242
IPv6, 209
modes, 5
PPP, 226
PPPoE, 233
routers, 14
SDM, 250
WANS, 221
wireless devices, 187

interface ethernet command, 14
interface multipoint command, 242
interface point-to-point command, 242
interface port-channel command, 112-114
interface range command, 109-110, 124-125
interface serial command, 14
interface vlan command, 104
interfaces
CDP for, 43-44
router, 14-18
traffic information for, 43
Interior Routing Gateway Protocol
default ADs, 66
enhanced. See EIGRP (Enhanced IGRP)
internal routers, 22-23, 138, 139
Internet Control Message Protocol (ICMP),
140
Internet Engineering Task Force (IETF)
encapsulation, 236-237, 242
Internet protocols
IP addresses
IPv6 protocol. See IPv6 protocol
mismatched, 231-232, 232
NAT. See Network Address Translation
(NAT)
routing. See IP routing
Version 6. See IPv6 protocol
Internetwork Operating System. See I0S
(Internetwork Operating System)
intrusion detection, 140
Inverse ARP (IARP), 237
IOS (Internetwork Operating System)
backing up, 31-32
command-line interface, 6-8
flash memory
managing, 259-262, 259-262
verifying, 30-31
restoring, 32
upgrading, 32
I0S file system (IFS), 38-39
IOS firewall, 140-141
ip access-group command, 143, 147, 151
ip access-group in command, 151
ip access-group out command, 151
ip access-list command, 151-152
ip access-list standard command, 152
IP access lists, 141-142
extended, 146-151
monitoring, 158-160
standard, 142-146
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for Telnet, 145-146
wildcards with, 145
ip address command, 14, 187, 209-210
ip address mask command, 241
ip address negotiated command, 234
IP addresses
IPv6 protocol. See IPv6 protocol
mismatched, 231-232, 232
NAT. See Network Address Translation
(NAT)
ip authentication key-chain command, 85
ip authentication mode command, 85
ip classless command, 63
ip default-gateway command, 104-105
ip default-network command, 64
ip dhep excluded-address command, 187
ip dhep pool command, 187, 258
ip domain-lookup command, 48
ip domain-name command, 12-13, 49
ip host command, 48-49
ip http command, 251-252
ip interface command, 15
ip name-server command, 49
ip nat inside command, 165-167
ip nat outside command, 166-167
ip nat pool command, 166-167
ip nat statistics command, 168, 170
ip nat translation command, 168-169
ip rip authentication command, 70
ip rip mode command, 70
ip route command, 61-62
IP routing, 58
basics, 58-60, 59
default, 63-65, 64
protocols
administrative distances, 65-66
RIP, 66-73
static, 61-62
IP spoofing, 140
ip ssh command, 12-13
IP Unnumbered option, 268
ipv6 address command, 203, 209-211
ipv6 dhep pool command, 204-205
ipv6 dhep server command, 204-205
ipv6 eigrp command, 207-208
ipv6 ospf command, 208-209
IPvé6 protocol, 200
addresses, 201-202, 201
configuration, 204-205
EIGRPv6, 207-208

migrating to, 209-210
6to4 tunneling, 211-212, 211
dual stacking, 210-211
need for, 200-201
OSPFv3, 208-209
RIPng, 206-207
shortened expressions, 202
verifying
OSPFv3, 215-217
RIPng, 212-215
ipv6 rip command, 206-207
ipv6 router eigrp command, 207-208
ipv6 router ospf command, 208-209
ipv6 router rip command, 206-207

ipv6 unicast-routing command, 203, 209-210

ISDN (Integrated Services Digital Network),
222
ISL command, 128

ISM (Industrial, Scientific, and Medical) bands,

177
ITU-T format, 239

J

Java applet blocking, 141

K

keepalives, 238

key chain command
EIGRP, 85
RIPv2, 70

key command
EIGRP, 86
RIPv2, 70

key-string command
EIGRP, 86
RIPv2, 70

keys, wireless networks, 185-186

L

LANSs (Local Area Networks)
SDM for, 266-272, 266-272
VLAN:Ss. See VLANS (virtual LANs)
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LAPB (Link Accessed Procedure, Balanced),
222
LAPD (Link Access Procedure, D channel), 222
layer 2 switching, 102
benefits, 102-103
configuration, 104-105
functions, 103-104
security, 105-106
static MAC addresses, 106-107
STP in. See STP (Spanning Tree Protocol)
LCP (Link Control Protocol), 225-226
licensing for wireless technologies, 177-178,
177
line command
for modes, 5
passwords, 10
line console command
STM, 251-252
wireless devices, 187
line vty command
SSH, 13
STM, 252
wireless devices, 187
Link Access Procedure, D channel (LAPD), 222
Link Accessed Procedure, Balanced (LAPB),
222
Link Control Protocol (LCP), 225-226
LMI (Local Management Interface), 238-239
load balancing, 81-85
load command, 79
Local Area Networks (LANs)
SDM for, 266-272, 266-272
VLANSs. See VLANS (virtual LANs)
local loops, 221
Local Management Interface (LMI), 238-239
local NAT names, 164
logging synchronous command, 12, 187
login banners, 9-10
login command, 10
login local command, 251-252
loops
avoiding, 103
local, 221

MAC (Media Access Control) addresses
static, 106-107
switches, 115-116
wireless network authentication, 184-185

mac access-group command, 154-155
mac access-list command, 154
mac-address option, 105
man-in-the-middle attacks, 140
management of routers
CDP for, 40-44
configuration backups and restoration
backups, 35-37
erasing, 38
IFS for, 38-39
restoring, 37-38
SDM for, 262-266, 263-265
hostname resolution, 48-51
IOS backups and restoration, 30
backups, 31-32
flash memory management, 259-262,
259-262
flash memory verification, 30-31
restoring and upgrading, 32
network connectivity, 52-55
Telnet for, 44-48
map command, 237, 243
mappings
dynamic port, 141
Frame Relay, 248, 248
mask parameter, 62
maximum option, 105
maximum paths, 78-79
maximum-paths command, 78
Maximum Transmission Units (MTUs), 79-80
Media Access Control (MAC) addresses
static, 106-107
switches, 115-116
wireless network authentication, 184-185
metric command, 79
metric maximum-paths command, 78-79
migrating to IPv6 protocol, 209-210
6to4 tunneling, 211-212, 211
dual stacking, 210-211
mini-OS component, 23
mismatched encapsulation, 231, 231
mismatched IP addresses, 231-232, 232
MKDIR command, 33
mls qos command, 135-136
mode command, 109
more command, 33
MOTD banners, 9-10
MPLS (MiltiProtocol Label Switching), 224
MTU command, 79
MTUs (Maximum Transmission Units), 79-80
multicasts, 238
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multiple devices, Telnet with, 45-46 no login command, 45
multiplexing, 242 no service password-encryption command, 12
multipoint subinterfaces, 243 no shutdown command
MultiProtocol Label Switching (MPLS), 224 EIGRP, 207-208

routers, 14

STM, 250-251

wireless devices, 187
N nonegotiate command, 126-127

NTP (Network Time Protocol), 156
named access lists, 142, 151-153 NVRAM (nOH-V'OlatllC. RAM)
names copying configuration to, 36-37
displaying, 38-39
NAT, 164 7
for startup-config file, 26

name command, 123

resolving, 48-51

VLANS, 123
NAT. See Network Address Translation (NAT)
native VLAN modification, 129-130 O
NCP (Network Control Protocol), 225-226
neighbors, CDP, 41-43 OFDM (Orthogonal Frequency Division
Network Address Translation (NAT), 141, 162 Multiplexing) technique, 181
configuration open-access mode, 184
dynamic, 166-167 OSPF (Open Shortest Path First) protocol
overloading, 167-168 configuration, 91
SDM for, 170-173, 171-172 areas, 92
static, 165 debugging, 98-100
verifying, 168-170 enabling, 92
names, 164 SDM, 275-277, 276-277
types, 163-164 verifying, 92-98
uses, 162-163, 163 default ADs, 66
network command overview, 90-91
EIGRP, 77 vs. RIP, 90-91
OSPF, 92 OSPFv3 protocol
RIP, 68 overview, 208-209
RIPv2, 70 verifying, 215-217
wireless devices, 187 outside NAT names, 164
network connectivity, 52 overloading NAT, 164, 167-168

debugging, 53-55
ping command, 52-53
processes, 55
traceroute command, 53 P
Network Control Protocol (NCP), 225-226
network reconnaissance attacks, 140
Network Time Protocol (NTP), 156 e-interf d
hob address parameter. 62 passive-interface comman
next hop a p ) EIGRP, 77-78
no auto-summary command, 81
RIP, 69
no cdp enable command, 40
no cdp run command, 40
no ip domain-lookup command, 51

packet sniffer attacks, 140
pairwise temporal keys, 186

passive interfaces, 273

passive state in EIGRP, 88

. password attacks, 140

no ip host command, 50 password command, 10, 187, 227
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passwords
encrypting, 11-12
recovering, 26-27
SDM, 253
Secure Shell, 12-14
setting, 10-12
Telnet, 45
PAT (Port Address Translation), 164, 167-168
paths, EIGRP, 78-79
peer route authentication, 141
per-user firewalls, 140
Per-VLAN Spanning-Tree (PVST), 116
perimeters, 138, 139
periodic command, 157
permanent parameter, 62
permit command, 143, 147, 152-155
phone calls in VLANs, 134-136
ping command
network connectivity, 52-53
STM, 250-251
ping of death attacks, 139
pipes, 8
Point-to-Point Protocol. See PPP (Point-to-
Point Protocol)
Point-to-Point Protocol over Ethernet (PPPoE)
configuration, 233-234
description, 223
point-to-point subinterfaces, 243
policy-based, multi-interface filtering, 141
POPs (points of presence), 221
Port Address Translation (PAT), 164, 167-168
port redirection attacks, 140
PortFast feature, 109-110
ports and port numbers
access lists, 153-156
CDP for, 43-44
dynamic mapping, 141
VLANSs, 124-130, 134
POST (power-on self test), 23
PPP (Point-to-Point Protocol), 225-226, 226
authentication, 227-230
configuration, 226-227
debugging, 230-232, 231-232
description, 223
encapsulation, 228-231, 228-229, 231
ppp authentication command, 227, 234
ppp chap command, 234
PPPoE (Point-to-Point Protocol over Ethernet)
configuration, 233-234
description, 223

pppoe-client command, 233-234
pppoe enable command, 233-234
pppoe max-sessions command, 233
Pre-Shared Key (PSK), 185-186
prefix-delegation command, 204-2035
priority fields in VLANS, 134
privilege level command, 252
privileged mode

defined, 4

entering, 28

moving between, 5
processes, connectivity, 55
propagations

EIGRP, 77-78

RIP, 69
protocol command, 147

protocols. See specific protocols by name

PSK (Pre-Shared Key), 185-186
PVST (Per-VLAN Spanning-Tree), 116
PWD command, 33

Q

QoS (Quality of Service), 134
question marks (?) for commands, 7

RA (router advertisement) requests, 204

radio frequencies (RF), 176
RAM (random access memory), 23
range command

STP, 110

VLANSs, 124-125

Rapid Spanning Tree Protocol (RSTP), 112

read-only memory (ROM), 23
recovering passwords, 26-27
redirection attacks, 140
redistribute command, 79-80
redistribution in EIGRP, 79-80
registers, configuration

boot system commands, 29

changing values, 24-26

checking values, 24

for password recovery, 26-27

resetting, 28-29
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reliability command, 79
reload command, 18, 26-27
reloading routers, 28-29
Request To Send (RTS) signal, 180
Reset Router option, 266
resetting configuration registers, 28-29
resolving host names, 48-51
restoration
configuration, 37-38, 262-266, 263-265
I0S, 32
RF (radio frequencies), 176
RIDs (Router IDs), 208
RIP (Routing Information Protocol), 66-67
configuration, 272-274, 273
default ADs, 66
enabling, 68
vs. OSPF, 90-91
propagations, 69
RIPv2, 69-71
timers, 67-68
verifying, 71-73
RIPng protocol
overview, 206-207
verifying, 212-215
RMDIR command, 33
ROM (read-only memory), 23
ROM monitor component, 23
ROM monitor mode, 27-28
rommon 1 prompt, 27-28
root bridges, 108, 118-120
route authentication, 85-86
route flush timers, 67
route invalid timers, 67
route redistribution, 79-80
route update timers, 67
routed protocols, 58
router advertisement (RA) requests, 204
router eigrp command, 5, 77-79
router-id command, 208-209
Router IDs (RIDs), 208
router ospf command, 92
router rip command, 66-70
router solicitation (RS) requests, 204
routers
booting, 2-4, 3,27
configuring. See configuration
interfaces for, 14-18
internal, 22-23, 138, 139
managing. See management of routers
reloading, 28-29

reliability command - shared keys 289

routing, IP. See IP routing
Routing Information Protocol. See RIP
(Routing Information Protocol)
routing protocols. See specific protocols
by name
routing tables, 58
RS (router solicitation) requests, 204
RSTP (Rapid Spanning Tree Protocol), 112
RTS (Request To Send) signal, 180
running-config file, 17
for configuration, 36
for IP access lists, 158, 160
for PPP, 232
RXBOOT component, 23

S

SDM (Security Device Manager)
backups and restores, 262-266, 263-265
configuration, 250-259, 253-257
EIGRP, 274-275, 274-275
NAT, 170-173, 171-172
OSPF, 275-277, 276-277
RIP, 272-274, 273
wireless network, 190-197, 191-197
flash memory management, 259-262,
259-262
LAN and WAN interfaces, 266-272,
266-272
Secure Shell (SSH), 12-14
security, 138
access lists. See access lists
devices for, 138, 139
firewalls, 140-141
layer 2 switching, 105-106
threats, 139-140
wireless networks, 184-186
Security Device Manager. See SDM (Security
Device Manager)
send-lifetime command, 86
service password-encryption command, 10,
227
Service Set Identifiers (SSIDs), 182-185, 183
service sets for wireless networks, 182-184,
183
sessions, Telnet, 47-48
setup command, 4
setup modes, 4
shared keys, 185-186
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shortened expressions in IPv6, 202
show access-list command, 158-159
show cdp command, 40-41
show cdp entry * command, 40, 42
show cdp interface command, 40, 43
show cdp neighbors command, 40-41
show cdp neighbors detail command, 40, 42,
228,232
show cdp traffic command, 40, 43
show controllers command, 19
show file command, 33-35, 38-39
show flash command, 25, 30, 34
show frame command, 243-244
show frame-relay command, 243
show frame-relay Imi command, 243-244
show frame-relay map command, 237, 243,
246, 248
show frame-relay pvc command, 237, 240,
243,245
show history command, 6
show hosts command, 48-49
show interface command, 14, 18-19
Frame Relay, 243, 245-246
PPP, 228-229, 232
switches, 114-115
show interface brief command, 20
show ip access-list command, 158
show ip eigrp command, 81-82, 84
show ip eigrp neighbors command, 86-87
show ip eigrp topology command, 87-88
show ip interface command, 15, 19, 72,
158-160
show ip nat command, 168
show ip ospf command, 93-95
show ip ospf database command, 93, 95
show ip ospf interface command, 93, 95-96
show ip ospf neighbor command, 93, 96-97
show ip ospf protocols command, 93
show ip protocols command, 71-72, 97-98
show ip route command, 8, 59-60
default routes, 65
EIGRP, 86
OSPF, 93
show ipv6 interface command, 212, 214
show ipv6 ospf neighbor command, 215-216
show ipv6 protocols command, 212-213,
215-216
show ipv6 rip command, 212-213
show ipv6 route command, 212-213, 215
show mac access-group command, 158

show mac address-table command, 103-104,
115-116
show processes command, 52, 55
show protocols command, 19-20
show running-config command, 8, 17-19
configuration, 35-36
IP access lists, 158, 160
PPP, 232
show sessions command, 44, 47
show spanning-tree command, 108, 112, 114,
116-119
show startup-config command, 17-19, 35-36
show terminal command, 6
show users command, 44, 4648
show version command, 24-25, 30
show vlan command, 124, 133
show vlan privileged command, 135
show vtp password command, 133
show vtp status command, 132-133
shutdown command, 14
6to4 tunneling, 211-212, 211
spanning-tree command, 107-108
spanning-tree backbonefast command, 111
spanning-tree bpdufilter command, 110
spanning-tree bpduguard command, 110
spanning-tree mode command, 112
spanning-tree portfast command, 109-110
Spanning-Tree Protocol. See STP (Spanning
Tree Protocol)
spanning-tree uplinkfast command, 110-111
spanning-tree vlan priority command, 118,
120
spanning-tree vlan root priority command,
118, 120
spanning-tree vlan root secondary command,
118
specific configuration modes, 5
spoofing, 140
SSH (Secure Shell), 12-14
ssid command, 187
SSIDs (Service Set Identifiers), 182-185, 183
Stacheldraht attacks, 139
standard access lists, 142-146
startup-config file
deleting, 38
displaying, 17, 36
password recovery, 26
Stateful IOS Firewall inspection engine, 140
static command, 106
static MAC addresses, 106-107
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static NAT, 163, 165
static routing, 58, 61-62, 65
status of virtual circuits, 239
STP (Spanning Tree Protocol), 107-108
EtherChannel, 112-114
interface range, 110
operations, 108-109
PortFast, 109-110
root bridge selection, 118-120
switches. See switches
verifying, 114-120
subinterfaces
Frame Relay, 242-243
VLANS, 130
subnets and subnetting VLANS, 131
summarization in EIGRP, 81
switch ports
access lists, 153-156
VLANSs, 124-125
switches
configuration
BackboneFast, 111
BPDUFilter, 110
BPDUGuard, 110
EtherChannel, 112-114
RSTP, 112
trunking, 127-128
UplinkFast, 110-111
verifying, 114-120
layer 2. See layer 2 switching
switchport command, 125
switchport access command, 125-126
switchport mode command, 125-126
switchport nonegotiate command, 114,
126-127
switchport port-security command, 105-106
switchport priority command, 135-136
switchport trunk allowed command, 128
switchport trunk encapsulation command,
127-129
switchport trunk native command, 129
switchport voice vlan command, 134-135
system ID extensions, 117

static NAT — UplinkFast feature 291

Telnet protocol, 44-45
closing sessions, 47-48
connections, 46, 48
IP access lists, 145-146
with multiple devices, 45-46
passwords, 13-14, 45
users, 46-47
Teredo, 212
terminal history size command, 6
terminal monitor command, 72
TFN (Tribe Flood Network) attacks, 139
TFTP (Trivial File Transfer Protocol), 31-32,
36-37
threats, security, 139-140
time-based access lists, 141, 156-157
time-range command, 156-157
timers
CDP for, 40-41
RIP, 67-68
timers command, 67-68
toll networks, 221
traceroute command, 52-53
traffic information, CDP for, 43
transport input command, 13, 252
Tribe Flood Network (TFN) attacks, 139
Trivial File Transfer Protocol (TFTP), 31-32,
36-37
Trojan horse attacks, 140
troubleshooting
connectivity, 53-55
Frame Relay, 247-248, 248
show ip protocols for, 71-72
trunk command, 126-127
trunk ports, 126-130
trust exploitation attacks, 140
tunnel destination command, 209, 211
tunnel mode command, 209, 211
tunnel source command, 209, 211
tunneling in IPv6 migration, 211-212, 211
2.4GHz wireless, 179-181, 180-181

T

Tab command, 6
TCP SYN flood attacks, 139
telephony, VLANSs, 134-136

U

undebug command, 52, 54

unified wireless security solution, 184-186

UNII (Unlicensed National Information
Infrastructure), 177, 177, 181, 181

upgrading IOS, 32

UplinkFast feature, 109-111
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user EXEC mode, 4-5
username command, 227, 251-252
usernames
PPP, 227
SDM, 252-253
users, Telnet, 46-48

\"/

V.24 standard, 225
V.35 standard, 225
variable-length subnet masks (VLSMs), 70
variance command, 82, 85
verifying
EIGRP, 86-90
flash memory, 30-31
Frame Relay, 243-247
NAT, 168-170
OSPF, 92-98
OSPFv3, 215-217
PPP encapsulation, 228-230, 228-229
RIP, 71-73
RIPng, 212-215
router, 36
switches, 114-120
VLANG, 124
version command, 70
version 2 command, 70-71
vertical bars (l) for pipes, 8
violation option, 105
virtual LANs. See VLANS (virtual LANs)
vlan command, 122-123
vlan priority command, 108
VLAN Trunk Protocol (VTP), 131-133
VLAN:S (virtual LANs), 122
configuration, 122-123
inter-VLAN routing, 130-131
switch port assignments, 124-125
trunk ports, 126-130
verifying, 124
voice, 134-136
VTP for, 131-133
VLSMs (variable-length subnet masks), 70
voice configuration, 134-136

voice traversal with firewalls, 140
VTP (VLAN Trunk Protocol), 131-133
vtp domain command, 131-133
vtp mode client command, 133
vtp mode server command, 131-132
vtp password command, 132-133
VTY

access lists for, 145-146

passwords for, 45
vty command, 13

w

WANSs (wide area networks), 220-221
Frame Relay. See Frame Relay
HDLC for, 224, 225
PPP for, 225-226, 226
authentication, 227-230
configuration, 226-227
debugging, 230-232, 231-232
encapsulation, 228-231, 228-229, 231
PPPoE for, 233-234
SDM for, 266-272, 266-272
support, 221-224
terminology, 221
WEP (Wired Equivalency Protocol), 184-185
Wi-Fi Alliance, 177
Wi-Fi Protected Access (WPA), 185-186
wildcards
for access lists, 145
for default routes, 63
Wired Equivalency Protocol (WEP), 184-185
Wireless Express Security screen, 193, 193
Wireless Interfaces screen, 194-195, 194-195
wireless networks, 175
802.11 standards, 178-182, 180-181
configuration
10S, 186-190
SDM/HTTP, 190-197, 191-197
overview, 176-178, 177
security, 184-186
service sets, 182-184, 183
Wireless Security settings, 196, 196
WPA (Wi-Fi Protected Access), 185-186
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