Contents at a Glance

FOFQUIOV «..n.eneeeeeeeeeeeeeeeneenaeeneensenneaneenseanseaneancencenneanXVIT
JHEPOAUCTION ...eeeeeeeeeeeeeeeaeaeeeennaaaeeeennnaseessannsaneeennnaanees ]

Part I: Building the Foundation
for Testing Wireless Networks ..........cccccccaanuneeeaaacccaaaannc

Chapter 1: Introduction to Wireless Hacking ...........cccccoieviviiiiniiinniiniiinicnieceeeienene 9
Chapter 2: The Wireless Hacking ProCess ........ccccocovviivviiiviinienienieceeieeieeveeee e 19
Chapter 3: Implementing a Testing Methodology ..........cccccevevininiinnieienineneeeeenee, 31
Chapter 4: Amassing Your War Chest ........cccccoivviiiriiniieieeeeeeeeeeeee s 43
Part 11: Getting Rolling with Common Wi-Fi Hacks .......65
Chapter 5: Human (IN)SECUTILY .....ccceeiiieieiiieiesiieeetetete et seeneas 67
Chapter 6: Containing the AITWaVES ........cccccievieiiieieeieciececte st 81
Chapter 7: Hacking Wireless CHENtS ...........coccoreririnieiieienieneeeeeeeee e 97
Chapter 8: Discovering Default Settings .........ccccocvvveeiiiiiieecieeeeeeeee e 113
Chapter 9: WardriVING ........cccociveiiiiiiiinieniereeeeie et ete st st saeesaeeseesteesessessnesanens 131
Part I1I: Advanced Wi-Fi Hacks ..............cccceceveeeneeee. 153
Chapter 10: Stll at WY ........ocviiiiiiiieceeeeeeeeeete ettt s e s b s erens 155
Chapter 11: Unauthorized Wireless DeVICES .........cccoceveeieiienienieninieeeeeierecieeee 177
Chapter 12: NetWork AtLACKS ....c.cccviiiiiiieiecieectecte ettt sve e eve v e ae e e 195
Chapter 13: Denial-of-Service Attacks ........cccccveeoiieiiiiiiieceeeceeeeeee e 225
Chapter 14: Cracking ENCryption .......cccoceeieiiiiieniicicciecieceeseese e 255
Chapter 15: Authenticating USEIS .........cccoecieviiiieieniniiieitetetee ettt 281
Part [U: The Part of Tens .......ccccceeeaceeeiceeecseecseeenaeen 301
Chapter 16: Ten Essential Tools for Hacking Wireless Networks ..........cccccoeeruennne 303
Chapter 17: Ten Wireless Security-Testing Mistakes .........cccccovvveveenerniernensienieennens 307
Chapter 18: Ten Tips for Following Up after Your Testing .........ccccoccevvivrviercrenvennnnne 321

Part U: Appendixes ..............cuuieeeccccccacnnneeccccccaacens 325

Appendix A: Wireless Hacking ReSoUrces ..........ccoooeviviriiieneniniiccceeeeeesee 327
Appendix B: Glossary of ACTONYIMS ......c.cccceeviiieirieriienieesieeieereereseesreesreesseesseeseennes 341

JRACK «eeeeeeeaeaaaaaeaaaaeaeeaeaeaaaeaaeaseeeeeeeeeeeessnnnnnnnnnnncece 3O T






Table of Contents

FOP@WOIA ......neeeeeeeeeeeaeeaeeaeneeasencencaneaseasencencancaneananeaXUIT

JOEPOAUCEION «..aaeeeeeeeeaaeeeeeeeeeennnaaaeeeeeeeennnnnnaseeeeeeeennnnnna ]

Who Should Read This BOOK? ........cccoooiiiiiieciiiceeceeeeeeee e 2
About ThisS BOOK ....cc.oiieiiieiieee ettt 2
How to Use This BOOK .....c.ccocuiieiiiiiiiceeeteee ettt 2
Foolish ASSUMPLIONS .....c.ccuiviiriiriieieieeee e 3
How This Book Is Organized ...........ccecvevieiieneeiieeiiieiecieeeeseenieesie e 3
Part [: Building the Foundation for Testing Wireless Networks ...... 4
Part II: Getting Rolling with Common Wi-Fi Hacks ...........ccccceccoenens 4
Part III: Advanced Wi-Fi HACKS .......cccccovviiiiieiiiieiecieeeee e 4
Part IV: The Part of TENS ....cc.ccceeveeiieieceeeeeeeeeee et 5
Part V: APPENdiXes .......cocvveeuieieieieierieeecetetee ettt 5
Icons Used in This BOOK .......c..ccoiiioiiiiiiicicce e 5
Where to GO from HEere .............oooiiiiiiiiieeeeeeeeeeeee e 6

Part I: Building the Foundation
for Testing Wireless Networks ...........cuuuueeeeeeeeeeeaaaaaaceaccc?

Chapter 1: Introduction to Wireless Hacking ..................... 9
Why You Need to Test Your Wireless Systems .........cccocevceervenenniencvennnenne 10
Knowing the dangers your systems face ..........ccoccevceeveenienenvuennnens 11
Understanding the enemy ..........ccccoeeeiiiiiiieciiecii e 12
Wireless-network complexities .........cccoceveenirnennennenneneencenennen. 14

Getting Your Ducks in @ ROW .....c.ccciviieiiciiciicieeeeeece e 15
Gathering the Right TOOIS ........ccccoeciiiiiiriiieiiceeeeeecee e 16

To Protect, You Must INSPECt .......cccoevieiiiiiiiiiniieieneeeceeeeee e 17
Non-technical attacks .......cccceccevviiriiniiniiiineeceeee 17

Network attacks ......ccccoceeviiiieiiieniiieteeee e 18

Software attaCks .......cceeieeiererieieeeeeee e 18

Chapter 2: The Wireless Hacking Process ...................... 19
Obeying the Ten Commandments of Ethical Hacking ...........cccccoceeeencnnee. 19
Thou shalt set thy g0als .......ccccecueriirienieiieieeceeeeeeee e 20

Thou shalt plan thy work, lest thou go off course ...........ccccunnee. 21

Thou shalt obtain permission ..........c.ccoceevervierriensieniienieenieneeseeiens 21

Thou shalt work ethically ........cccccoevieriiniiiiniiniieeccceeiee 22

Thou shalt Keep records ..........cceeeieeeiieiiieeieeee e 22



X Hacking Wireless Networks For Dummies

Thou shalt respect the privacy of others .........cccccoecieviiiinnnnennnns 23
Thou shalt do no harm ..o, 23
Thou shalt use a “scientific” process ........ccccoeceeveevierieriieneeseenenns 24
Thou shalt not covet thy neighbor’s tools ..........cccccevvervineeciennns 24
Thou shalt report all thy findings ........ccccceeveevievieveverineceeeeeeee, 25
Understanding Standards .........cccocevveenienennennieniienieneeeeeeieeee st 26
USING ISO 17799 ..ttt 26
USING CODIT ..ottt ettt 27
USING SSE-CMM ..ottt st 27
USING ISSAF ...ttt 27
USING OSSTMM ...ttt ettt 28
Chapter 3: Implementing a Testing Methodology ................. 31
Determining What Others Know .........cccccooveveeiiiniiniieniienececeeeeieeeee 32
What you should 100K fOr ........ccociriiniiniiiiiiceeceeeen 32
Footprinting: Gathering what’s in the public eye ..........c..c..c.c.c.... 33
Mapping YOUr NEtWOTK ......cccoeviiiiiriiiiinienterteiteteeeeeee et 35
Scanning YOUT SYSTEIMS .......cccccievierieriieriieriiesieeieeteseesreesteesteesaeesesaesseeses 37
Determining More about What’s RUnning ..........c.cccecevvveveenieneenienciennenne. 39
Performing a Vulnerability Assessment .........cccceccevviereenernienniennienceeneenne 39
Manual asSeSSMENt ........ccccceveriririirienienenineeeeteeeee e e nens 40
Automatic asseSSMENt ........ccccoevieirieieniininereeeeeceee e 40
Finding more information ...........c.ccocecerinininnieeeeeeeeeeeen 41
Penetrating the SyStem .........cccoevveeiiiieiiiiceceee e 41
Chapter 4: Amassing Your WarChest ........................... 43
Choosing Your Hardware ...........ccccocevevininienienieneneececeee e 44
The personal digital assistant ..........c.ccoeceeverviirvienienieneereeeeieeiens 44

The portable Or 1aptop .....ccceevieviiiiiniieeecereeeeeee e 44
HacCKINgG SOftWATE ....c.c.ecuveeieieieiesiececeeeeteteeste et neas 45
Using software emulators .........c.ccoeeviereeieniieniieniieneeneeneeseeseeeieens 45
Linux distributions on CD ..........ccccooiiiivininineeeeeeeeceeeeen 55
StUMDIING tOOIS ...cvviiiiiieiieiececectee et 56

You got the Sniffers? ... 56
Picking YOUr TranSCEIVET ........cccocuerierieniieniieienieeie st esee e eee e sse s 57
Determining your Chipset .........ccccovievieniiieniiinsienienieneeneeeeeeiene 57
Buying a wireless NIC .........cccoooieiririiriieneneceececece e 59
Extending YOUr Range ..........ccooovivieiriiieeeeeeeeee s 59
USING GPS ettt ettt st ees 62
Signal JAMMING ....cccoeviirieiieiieieeeceereee et sre e sbeeaesaeesaeens 63

Part II: Getting Rolling with Common Wi-Fi Hacks .......65

Chapter 5: Human (In)Security .................ccooiiiiiiina... 67

What Can HapPen .......c.ooceeiiiiiiniieeeeeeeeeeee ettt 68
IZNOTING the ISSUES .....oocvieiiieiieeeeteeeete e 69



Table of Contents X’i

Social ENGINeering .........ccoocevviiiiiiniiniinieeeeeieeese sttt 70
Passive teSES oo 71
ACHIVE TESES .ottt 73

Unauthorized EQUIPMENt ........cccocveiiiiiiiiiiieiecece e 74

Default SELHINGS ....cccceviirieiiiiirieeeeeeee e 76

Weak PASSWOIAS ...c.ooueriiriiiiiiiiieneneeteceecteteste ettt 77

Human (In)Security Countermeasures ...........cccevervieneenennienniensienseeneennes 78
Enforce a wireless security pOliCy .......ccccoceveeiriievienieneneneececeeeneen 78
Train and edUuCate ..........coocoveiieiriiiieeeee e 79
Keep people in the KNOW ........ccociiiiiiiiiininincceeeeeceee 79
Scan for unauthorized equipment ..........ccccoceeververnienenenineneneecene. 80
Secure your systems from the start .........cccoccovviviiniiniininncnnennnns 80

Chapter 6: Containing the Airwaves ............................ 81

Signal StrenGth .....cccooviiiiiiiiie e 81
Using Linux Wireless Extension and Wireless Tools ....................... 81
USING WAVEIMON .....oouiiiieiiiiiieieeiiecetetete sttt ettt s eeees 87
USING WSCAM ..ottt 88
USING WINAPD .eviieiiiieiieiieieeieeieete ettt ste et eeteeste s e e e e beesaeesaeennaens 88
Using XNetworkStrength .........cccccoovieviiniininiiniirenceeeeeeieeiens 88
USING WIIMON ...oviiiiiiiiiieiieieciestctestetee sttt 88
Other link MONItOrsS ......ccooiiviiiiiiiieeteeeeeeee e 88

Network Physical Security Countermeasures ............cccoceverervereeeeeennn. 90
Checking for unauthorized USETs ..........ccoeiririienieiiininenereeeeeeee 90
ANTENNA LYPE .eviiiiiiiiieceeeetee ettt ee s 91
Adjusting your signal strength .........cccccoceviininninninienceneeeeeeenn 94

Chapter 7: Hacking Wireless Clients ........................... 97

What Can HapPemn ........coceoviiiiiiiiieiiniesieeeeeeee ettt 98

Probing for PIEASUIE .........ccociviiiriiriiiitceceeece et 99
POrt SCANNING ..cc.eoviiiiiiiiiiiiecentteee et 99
Using VPNMORILOY .....ccooiriiriieieieieriereeeececete et 102

Looking for General Client Vulnerabilities ............ccccoooerinininnininenennn. 103
Common AP WeaKNESSES ........cooueviirireniieiiieienieseseeitete e 104
Linux application Mapping ..........cccecveeeeeeveeveereneseseseeeeseensesreenens 105
Windows NUll SESSIONS .....c.cevveviiriiiiinienieeeeeee ettt 106

Ferreting Out WEP Keys ..ottt 109

Wireless Client COUNtermeasures .........c.coceceeeeerverereneneeeneneeenreneeennens 111

Chapter 8: Discovering Default Settings ....................... 113

Collecting INformation ..........ccceceevievierierinieneeeeeeee e 113
Are you for Ethereal? ..........cococieviiieeiinieieceeeeeee e 113
This is AirTraf control, you are cleared to sniff ...........ccccuenenee. 114
Let me AiroPeek at your data .........ccocevceeviervinnieniienceeneenceneeeeen 114
Another CommView of your data .........ccccoecvevienennienneniieniencenenns 115
L1010 USSP 117
That’s Mognet not magnet ..........ccocoeveveeieieneneneeeeeeeee e 119

Other analyzZers ...t 119



X'ii Hacking Wireless Networks For Dummies

Cracking PasswoOrds ..........cooiiveiieriiniienienienteteteeeieete st 120
Using Cain & ADEl ......ccoviiiiieieieeeeeeee et 120
Using dSDIff ....ooveveiiieiee e 124

Gathering [P AddIeSSES ......cceovieeiiiciieiieieeiectecteet ettt 125

Gathering SSIDS ......ccciviiiienieneeeeie ettt ettt te s s b sae e 126
Using €8S1d_jACK ...coviiviiiiiiieniirienteteeeesee et 127
Using SSIDSNIff ....cc.coouiiiiiiiiieeette e 128

Default-Setting CouNtermeasures ...........cooeeeeecveecieeieseeneeneeseesreesaeenens 128
Change SSIDS ......couiiiriirieieeeeteteese ettt ettt ebe e 128
Don’t broadcast SSIDS ........coceeeeiiinienininenieteesieseeeete e 129
USING POMNE ..ottt ettt et steetestesae s e e ssaesbeesaeensasnnes 129
Detecting SNIffers .......ccccoviivieeiieniinienierececeeee s 129

Chapter 9: Wardriving ..............cciiiiiiiiiii i 131

Introducing Wardriving .........ccccoceecieniiinieninneniieceesteseeeee e 131

Installing and Running NetStumbler ...........ccccocirviniininniniininerieee 133

Setting Up NetStumbIEr ..........ccoociieieiiiieeeeeeee et 134

Interpreting the RESUILS .........cccuivieeiiiieieececee e 141

Mapping Your StumbIing ........cccccceeeiieviiriieniecieeeeeeeeee e 148
Using StumbVerter and MapPoint ..........ccceevevviervieniieniienieneeienen, 149
Using Microsoft Streets & Trips ......ccoceveeverviinvieniienieenieneeeeieen 150
USING DIGLE ..ottt 151

Part 11I: Advanced Wi-Fi Hacks ...........eeueueeeeeeeeeeennn.. 153

Chapter10: StillatWar ...t 155
Using Advanced Wardriving SOftware ............ccccceceveveneeeeeeciesieneseenens 155
Installing and using KiSmet ..........ccocceevvvereeieneneseeeseeeeeieee s 156

Installing and using Wellenreiter ............ccccocevvervieniiininninnenneennee. 167

UsSIiNg WarLINUX .....ccooveiiiriirieieieieiesese ettt 168

Installing and using MiniStumbler .............cccooenininninninenieen. 170

Using other wardriving software ...........ccccceevevievenciencieneeneeienen, 173
Organization Wardriving Countermeasures ..........c.ccoeceeeeecverneersvencvennens 174
UsINg KiSMEt ...cc.coviiiiiiiiiieieceeteee et 174

Disabling probe reSPONSES .........cccoceevienerrieriieriienieneeneeneeseeeeeeaees 175

Increasing beacon broadcast intervals .........cccceceeviiniininnennennee. 175

Fake ’em out with a honeypot ..........ccccoeveeiecieciceceeeeeee, 175

Chapter 11: Unauthorized Wireless Devices .................... 177
What Can Happen ......c..cocoiiiiiriiniiieieeeee et 178
Wireless System Configurations ..........cccoceevveveeiiinciincienieneese e, 179
Characteristics of Unauthorized Systems ..........ccccoecveveeviriiinnienvenieennne 181
Wireless Client SOftWare .........cc.cocceveeievieneneninieeceneneseeeeeeeeseeee e 184

StumbIng SOftWATE ....ccveiiiiiiiiiieeeeeeee et 186



Table of Contents

Network-Analysis SOftWare .........ccccoveeviininiiniiiieneeeeee e 188
Browsing the NetwWork ...........cocooviivieiininieceeee e 188
Probing further ..o 191

Additional Software OPtiONS ........cccccceevierierieneeiieieeeee e 193

Online Databases .......ccccocierieniiiieeiiieiecieetesteetese ettt be e sane s 193

Unauthorized System Countermeasures ........c..ccoceeveereereenieenienseenseennens 193

Chapter 12: Network Attacks .................cciiiiiininnt.. 195

What Can Happen .......ccoooiiiiiiiiicceeceee e 196

MAC-Address SPOOFING ......ccccevervieriiiriiinienienterteteee et 197
Changing your MAC in LINUX ....ccccoeviverieiieieierieeeeeeceeeeesee e 198
Tweaking your Windows settings .........cccccceevievieecienveeneeneeseeeeene. 199
SMAC’INg your address .........cccceeeverierieneenieesieeieeieseeseeseeseeesseennes 203
A walk down MAC-Spoofing Lane .........c.ccccceeveeveeviensiennieniieneenennns 204

Who'’s that Man in the Middle? .........ccccovviiriininiiniiniiieeeeeeeeeen 208
Management-frame attacks .........cccccoverviiniiiniiinniiniieniciccceeee, 209
ARP-poisoning attacks ........cccccoeeeiieieeienieiiesieeceee e 211

SNMP: That’s Why They Call It Simple ......ccoceciiiiininininineeeeeee 213

All Hail the Queensland Attack ..........cccoooeeiieiiiiiiecceceeeceeeeeeee e, 217

Sniffing for Network Problems ..........ccccocvevieeviiniieniiinieniceeieeeeeeeeeene 218
Network-analysis programs .........c.ccocceeveeverviernieniienieeneeneenesseennes 218
Network analyzer tips .......ccceceriiniinienieeeeee e 219
Weird stuff to 100K fOr .......cccoeviiiinieiiiiniiiccccceee 220

Network Attack Countermeasures ..........cocceceeceevierieneneneneeeenesese e 222

Chapter 13: Denial-of-Service Attacks ......................... 225

What Can HappPen ......cc.cocoiiiiirinirieieeseeeete et 227
Types of DOS attacks ......ccceceevieeiinienieneceeececeeeeee e 227
[t'S SO CASY eviriiriiriiriieiteitetee ettt ettt st ae e 228

We Be JAMIMUNG ....ooouiiriiiiiiiiiieeieeeetestestecee ettt 229
Common signal interrupters .........cccceevervieniieniienenneeneeeereeeeee 230
What jamming 100ks liKe ..........cccoeieiriiiiiiiiieeceeeee e 230
Fight the power enerators ..........cccoeveeveecieeciiecieecieceeseeeeee e 232

AP OVETIOAAING ....ooovviiiiiieiieieeieeieete ettt sre e eae s s e s e e beesaeeseeneas 234
Guilty by assOCIation .......cccevieriiriieiieriecieeeeececeee e 234
Too MUCh traffiC ...ccoceeiiiiiiieeiie e 240

Are YOu Dis'INgG ME7 ....couiiiiiiiiieieeteteteteee ettt 241
DisasSOCIAtIONS .......cc.cceviririeiiiiiciieccceee e 242
Deauthentications .........ccocoveeieiienieninineeeeeee e 242
Invalid authentications via fata_jack .........cccccoeveevervienienieneennennen. 249

Physical INSECUTILIES ......c.ccevviiieieieieeseee e 250

DOS COUNtEIMEASUIES ....ceevviriirieniieniienitenieerieeiteseestesieesseesseesseessessesanens 251
Know what’s normal .........ccecceeieiinienininieieeeeeseeeece e 251
Contain your radio WaVeS ..........ccceeerevieieienienieneeeeeeeeeesee e 251
Limit bandwidth ..o 253

Use a Network Monitoring System ..........cccocceeveevienceeneeneeneeneennnn. 253

XI



Xi(/ Hacking Wireless Networks For Dummies

USE A WIDS ..ottt st nesneas 253
AtaCK DACK ..o 254
Demand fiXeS .......ccceoieriririnieieeeee e 254
Chapter 14: Cracking Encryption ...................... ...t 255
What Can Happen .......c.cocoiiiirininieieeeeeetee et 255
Protecting Message PrivacCy ......cccccceeveerienieeniieiieciecteseeseeie e 256
Protecting Message INtegrity ........ccccocvvieveeiiniiiniiinieneceeeeeeeeee e 256
USIiNG ENCIYPLION ...cveeiiiiieieiececeeeeeese ettt et 257
WEP WEAKINESSES .....oveeieeieiieieiieeeeeteteste ettt see e esesensesseens 259
Other WEP Problems to LOOK FOY ........ccoociviriiiiiiiieiieeeeeee 261
AttacKing WEP ......oooiiiieeeeeeeetete ettt 263
Active traffic injection .........cccccceeviivirviniie 263
Active attack from both sides .........cccocevviiriinieniniiniieeee 263
Table-based attack ........ccccocevvieriiiniiniinieieceeeee e 264
Passive attack decryption ........c.ccovveveniiniinniniienicneeeceeee, 264
Cracking KEYS .....cceeiiieieierecieeteete ettt ettt ere e 264
USiNg WEPCIacCK ......occoeiiiiiiiiiieteteeeeeeeeceeee e 265
USING AIISNIOTT ....ooeieiieieceeteeeeeete ettt 267
USING QIFCTACK .ovviiiiiiiiieieeiectececteseee ettt 269
UsSING WEPLAD ....ooiiiiiiiiieeetetcece e 273
Finding other tools ..o 274
Countermeasures Against Home Network-Encryption Attacks ............ 274
ROtAtiNG KEYS ..ovvieieieieeteeeeeeeste ettt 275
USING WPA ..ottt ettt 275
Organization Encryption Attack Countermeasures ...........cccoceevvervennnene 277
USING WPAZ ..ottt 278
USING @ VPN L.ttt 278
Chapter 15: AuthenticatingUsers ............................. 281
Three States of Authentication ............coceeveriiniiniiniiinieeeeeee 281
Authentication according to IEEE 802.11 ........ccccccoevviiviieieneeneenns 282

[T KNOW YOUY SECTEt ....coeeimiiiiiiiieiiee ettt 283
Have We GOt EAP? ...ttt 284
This method seems easy to digest .........ccccevvervierviencieniieninneeieen, 285

Not another PEAP out of yOu .......cccovviviriiiniiiniiiiieecceeeee, 286
Another big LEAP for mankind .........cccccoceviininniniiniiniinienceene 286

That was EAP-FAST ......oooiiieeeee et 287
Beam me up, EAP-TLS ..ot 287
EAP-TTLS: That’s funky software .........cccccceeivviervienceeneeneeneeieenne. 288
Implementing 802.1X ......cccooiiriiiriieriereeeeeereete ettt eesresae s 288
Cracking LEAP ..ottt ettt st 290
USING @SIEAD ..vovvieiieiiiiteieeeeetetete et 291
Using THC-LEAPCracker ..........coccoverivineeieieieneseeeeee e 292
USING QNWTAD ..eviiiieiiiiiiieeieeteneesite sttt sttt sve e e 293
Network Authentication Countermeasures ..........cccccoceveeerreenieniencnennn. 293

WPA improves the 8021.1 PiCture .........cccceeveeveeveeveniienieeieneeeenns 293



Table of Contents  ¥(/

USING WPAZ ..ottt sttt 294
USING @ VPN ..ottt sttt 295
WIDS .ttt sttt ettt n e e neenene 296
Use the right EAP ....c..ooiiiieeeeeeeee et 297
Setting Up @ WDMZ .....c.oooiiiiiieeiecterteeeeee et 297
Using the Auditor Collection ........c.ccoceeverviirviniiiniienienienceeeiee, 297

Part 1U: The Part of Tens .........cccceeeceeeiceeecaeeecseeenaeees 301

Chapter 16: Ten Essential Tools for

Hacking Wireless Networks ......................ccoiit. 303
Laptop COMPULET ......ooiiiiiiiiiieieeteteee ettt ettt s 303
Wireless NetwWork Card .......cccceceevieeieiienieneeieciceieete et ae e 304
Antennas and Connecting Cables .........cccoveeverviirriiiiiiniienieeneeeeeeeeen 304
GPS RECEIVEY ..ottt ettt ettt st s 304
Stumbling SOftWATE .....ceeiiiiiiiiiieeeceeeeee et 304
Wireless Network ANAlYZEr ........cccoceevevieriinienieieieeeere et 305
POt SCANNEY ....ceviiiiiieeeece ettt ettt et e 305
Vulnerability Assessment TOOI .........cccccevvievienieiiinciecieeeeceeeee e 305
GOOZIE ...ttt ettt ettt et et eereere s et et e naesaanrens 305
An 802.11 Reference GUIAE ..........ccccveeeierinienieieieieiesee et 305

Chapter 17: Ten Wireless Security-Testing Mistakes ............ 307
Skipping the Planning Process .........cccccocvvivveniiniiiniinienicieeieeeeeeeene 307
Not Involving Others in Testing ........cccceverienieniiniienieeeeeeeeeeeee 308
Not Using a MethodolOgy .......cccoeeieieieiieniineeeeeeeeeee e 308
Forgetting to Unbind the NIC When Wardriving ..........ccccecveeviiencnenen. 309
Failing to Get Written Permission to Test ........cccccevvvcvivveeninnienecienn, 312
Failing to Equip Yourself with the Proper Tools .........ccccecvvevevenincnnn. 313
Over-Penetrating Live NetwWorks ........ccoccoevievciiniiniiniinicceeneeieeeeene 314
Using Data ImpProperly .......c.ccocevieriiniiniiinieeieeeesteteeeie e 314
Failing to Report Results or FOIlow Up .......ccccoeviiieiiiiniiieiecee e 314
BreaKing the LaW .........cccveiieiiiiiieiecieeceeeeeete et ete e sae e 316

Chapter 18: Ten Tips for Following Up after Your Testing ......... 321
Organize and Prioritize Your Results ........ccccoeieiiiiininininiieeeee 321
Prepare a Professional ReEport ..........cccoovvvieviieiiiniinieeeeeeeeceeeiene 322
Retest If NECESSATY ....eoviiiieiiiiieiesteeee ettt ae s 322
Obtain SigN-Off ....co.oiiiiiieiee ettt 322
Plug the Holes You Find .........cocoviiriiiiiiiiieeeceeeeeeeeee 323
Document the Lessons Learned ..........ccccooeeveriiiniiniineininninieeeneeeene 323
Repeat YOUT TESES ...ccvecuieciieiieieciectee et eie et te et veebeesteesaeeaeeane s 323
MOnNitOr YOUr AITWAVES ....cocviieiieiieiieieeieeteeteseesieeseeesteessessesssessessnessnens 324
Practice Using Your Wireless TOOIS ........ccceeevviirvienieneenenieeieeieeienene 324

Keep Up with Wireless Security ISSUES ......ccccecevviiriiniinenniiniinieeieene 324



X(/i Hacking Wireless Networks For Dummies

Part U: Appendixes ...........uuuueeeeeeuniiiiiiiiiiaaiacaicaaeaaann 325

Appendix A: Wireless Hacking Resources ..................... 327
CertifiCations ......ccceeieeiiiiecieceeeee ettt a e 327
General RESOUICES .......ccooieruieniiiiiiiicieeieetect ettt st saesaesane s 327
HacCKer SEUSf ..ot 328
Wireless Organizations ..........cceevieeciieeciieeiie et 328

Institute of Electrical and Electronics
Engineers (IEEE): WWW.I€€€.01g ......cccuvviiriieieeiecieeeeeeeeeee, 328
Wi-Fi Alliance (formerly WECA): www.wifialliance.com ............... 329
Local WIreless GIroUPS .......cccceceriereeneenieenieeiienitestesresseesseessesssesssesssessnens 329
Security Awareness and Training .........c.ccceceveevenvieniienieenieenenseeeeeeeens 331
WIr€eless TOOLIS ......coviiruiiiiiiiiiieeee ettt 331
GENETAl tOOIS ..c.evieiiiiieiieceeeeeee ettt sae e 331
Vulnerability databases .........ccccocievieeienienienieeciecie e 332
Linux distributions ........ccccecveeviiiiiinienienieeeeeeeeese e 332
Software emulators ........cccoceevieriieniieniieneeeee e 333
RF prediction SOftware ...........ccccveevvieecieecieceeeeee e, 333
RF MONITOTING .ooviiiiiiiiiiiieeieetete et 333
ADNTENNAE ....oooiiiiiieceeeeeeee ettt ae e e ae e e rae e 335
WardriVING ....coceccveeieiiecieeieceete ettt saeesaeste s aessaesae e aeenes 335
Wireless IDS/IPS VENAOL'S .......coovvviieuiiiiiieeecesieeeeeeee e 336
Wireless SNiffers .......ccovvevieviiiiniinieccceceeecese e 337
WEP/WPA Cracking ......ccccoeceeverviiiiiinienieneeneenieeieesiesee st seeseeesieenee 338
Cracking PASSWOYAS .....ccocceeirieieiirieseeeeteteteeee et seene 338
Dictionary files and word liSts ........cccccevervirviniiniiniinieeeeeeeee, 339
Gathering IP addresses and SSIDS .........ccccceeveeeeneeneeneeneesieeieene. 339
LEAP CTaCKEYS ....oooviiiiiiiiieieeieetectest et te et ve e sae s 340
Network MmappPing .....cccceeeevierrieniienieneeneeeee e 340
NetWork SCANNETS ......cocuiiiiiiiiierietetceeeee et 340
Appendix B: Glossary of Acronyms .....................c0o.nt. N

JOACK c.aeeaaaeaaaaaaannnneeeeeeneeeeeeeeeeeecasaasscesceacaacanaaee 3O T



