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accidents, 
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Account Lockout Counter policy, 824
Account Lockout Duration policy, 824
Account Policies settings, 
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ACK attacks, 835
ACLs (Access Control Lists), 514, 818, 

 

820–821

 

ACPI (Advanced Configuration and 
Power Interface), 163, 619

ACR (Advanced Communications Riser) 
expansion slots, 13, 
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activation, product, 

 

266–267

 

Activation Wizard, 267
Active Directory (AD), 815
active hubs, 461
active matrix LCDs, 
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150

 

active memory cooling, 86

active sniffing, 836
active termination, 103
active windows, 210
AD (Active Directory), 815
adapter cards
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installing, 
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NICs. 

 

See

 

 network interface cards 
(NICs)

purposes and characteristics, 

 

66–69
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removing, 
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Add Hardware Wizard, 752, 

 

752

 

Add Printer Wizard, 753, 
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Add/Remove Hardware program, 214
Add/Remove Programs program, 214
addresses

I/O, 613, 

 

616–617

 

IP. 

 

See

 

 IP addresses
IPX network, 445
memory, 

 

616–617

 

protocol, 

 

445–448

 

, 

 

447

 

administrative templates, 822–823
Administrative Tools program, 214
administrator passwords, 263
Advanced Attributes dialog box, 237, 

 

237

 

, 687
Advanced Communications Riser (ACR) 

expansion slots, 13, 

 

14

 

Advanced Configuration and Power 
Interface (ACPI), 163, 619

Advanced option for profiles, 218
Advanced Technology Attachment (ATA) 

connectors, 20
Advanced Technology Extended (ATX) 

motherboards
description, 
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power connectors, 
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adware – Audio Modem Riser (AMR) expansion slots

 

adware, 

 

494

 

AFS (Apple File Sharing), 

 

819

 

AGP (Accelerated Graphics Port) bus
characteristics, 588
expansion slots, 

 

12

 

, 

 

13

 

air compressors, 

 

110

 

air-cooling methods, 

 

84

 

chipsets, 

 

87

 

CPUs, 

 

87

 

fans, 

 

85

 

, 

 

85

 

hard drives, 

 

86

 

, 

 

86

 

memory, 

 

86

 

alcohol, 130
alignment, printhead, 404
alkaline battery disposal, 553
/ALL option, 680, 797–798
All Programs menu, 201
alternate mouse clicks, 196
ammonia, 769
AMR (Audio Modem Riser) expansion 

slots, 

 

13

 

, 

 

14

 

analysis process, 307
answer files, 256
anti-static bags, 548
anti-static wrist straps, 543, 

 

547–548

 

, 

 

547

 

, 622
anti-virus programs, 346, 508
Appearance tab, 197
Apple File Sharing (AFS), 

 

819

 

Apple Macintosh systems, hardening, 

 

818

 

AppleTalk protocol, 

 

444–445

 

appliances, firewall, 496
Application layer, 440, 

 

440

 

Application log file, 332, 697
applications, 

 

185

 

compatibility in upgrades, 

 

272

 

exploiting, 

 

493

 

installation problems, 

 

323

 

, 

 

721

 

startup, 710, 

 

711

 

startup problems, 

 

323–324

 

, 

 

721

 

troubleshooting, 308, 

 

720–722

 

updates, 

 

514

 

Applications tab, 330, 

 

695

 

APs (wireless access points), 468
configuring, 

 

471–472

 

for home networks, 

 

470

 

for internal networks, 641

Archive attribute, 237, 333, 675
archives for network security, 512
ARCNet (Attached Resource Computer 

Network), 

 

449

 

aspect ratio, 151
ASR (Automated System Recovery), 

 

318–319

 

, 505, 

 

714–715

 

assigning resources, 

 

619

 

, 

 

620

 

asymmetric encryption algorithms, 

 

502–503

 

AT attachment (ATA) numbers, 100–101
AT commands, 

 

122–124

 

AT system power connectors, 

 

49–50

 

, 

 

49

 

ATA (Advanced Technology Attachment) 
connectors, 20

ATAPI (ATA Packet Interface), 100
Attached Resource Computer Network 

(ARCNet), 

 

449

 

attachments
motherboard, 24, 

 

24

 

viruses in, 

 

494

 

attacks, 

 

831

 

back door, 

 

831

 

ICMP, 

 

837

 

man-in-the-middle, 

 

832

 

password-guessing, 

 

833

 

replay, 

 

832–833

 

spoofing, 

 

831–832

 

TCP, 

 

835–837

 

UDP, 

 

836–837

 

attended installations, 256
ATTRIB command, 687

from command prompt, 671, 

 

673–675

 

, 

 

673

 

in Recovery Console, 316, 715
for troubleshooting, 

 

333–334

 

attributes, file
changing, 

 

236–238

 

, 

 

236–237

 

managing, 

 

333–334

 

, 

 

686–687

 

options for, 

 

673–675

 

, 

 

673

 

ATX (Advanced Technology Extended) 
motherboards

description, 

 

6

 

power connectors, 

 

51–52

 

, 

 

51

 

, 599
ATX12V connector standard, 

 

51–52

 

, 

 

52
Audio Modem Riser (AMR) expansion 

slots, 13, 14
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audio/video jacks – BOOT.INI file 875

audio/video jacks, 74–75, 74
audit files, 827–828
Audit Policy settings, 824
authentication

certificates for, 487–488, 488
CHAP, 487, 488
issues in, 492
Kerberos, 489
multifactor, 489, 490
PAP, 486
security tokens, 488–489, 489
usernames and passwords in, 486, 487

auto-hiding Taskbar, 199
auto-restart errors, 718–719
Automated System Recovery (ASR), 

318–319, 505, 714–715
automatic addresses, troubleshooting, 801
automatic scanner feed mechanisms, 750
Automatic Updates tab, 220

B
B (Bearer) channels, 466
back door attacks, 831
back ends in LANs, 427
Background tab, 197
backlights for LCDs, 644
backside bus, 9
backups

Backup utility for, 229–230, 230
for Linux, 826–827
for network security, 503–505, 512
NTBACKUP.EXE for, 690
and recovery CDs, 725
scheduling, 339–342, 340–341, 

727–730, 728–729
tape devices for, 42
testing, 342, 730–731
for upgrades, 273

bad pixels, LCDs, 153
Balanced Technology Extended (BTX) 

motherboards, 7
bandwidth, 448
barcode readers, 65
base I/O addresses, 617

Base term in Ethernet specifications, 448
baselines for security systems, 812–813
Basic Input/Output System. See BIOS 

(Basic Input/Output System)
Basic Rate Interface (BRI), 466
basis weight of paper, 387
BATCH command, 316, 715
batteries

CMOS, 25–26
disposal procedures, 552–553
laptop, 162–163, 167, 167, 643, 651
motherboard, 130

BD (Blu-ray Disc) technology, 46–47
Bearer (B) channels, 466
beep codes, 118
Bell La-Padula model, 509, 509
belts, printer, 363–365
Berg connectors, 48, 48
bias voltage in laser print process, 377
Biba model, 509–510, 510
bidirectional parallel ports, 77
bidirectional satellite connections, 467
biometric devices, 65, 492
BIOS (Basic Input/Output System)

chips, 25
for IDE drives, 101
for SCSI extensions, 105
for security, 507–508
troubleshooting, 127

.biz domain, 782
black pages from laser printers, 407
Black/White Threshold option, 764
blank pages from laser printers, 406–407
blanks, 129
Blu-ray Disc (BD) technology, 46–47
Blue Screen of Death (BSOD), 322–323, 

720–721
Bluetooth standard

for laptops, 161, 635–637, 637
for networks, 787
for printers, 384

BNC connectors, 451, 451
bonding, 467
boot files, 226
BOOT.INI file

attributes for, 675
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876 boot logging – capacity

in boot process, 226, 312–313, 712
errors in, 718

boot logging, 713
Boot Normally startup option, 315, 714
boot process, 310

boot disks and ERDs in, 317–319, 318, 
714

errors in, 717–718
important files in, 310–313
issues in, 321–322
in recovery, 711–713
Recovery Console, 315–317, 715–717
startup options in, 314–315, 713–714
in Windows 2000/XP, 313–314

boot ROMs, 257
bootable devices

floppy disks, 114, 317–318, 714, 723
SCSI, 105

bootable media, 257
BOOTSECT.DOS file

in boot process, 312–313
in dual-boot configurations, 226

borders, windows, 210
Boyce, Christopher, 830
BRI (Basic Rate Interface), 466
bridges, 462
brightness settings, 602, 604
broadband Internet access, 465
broadband networks, 787
broadcasts, 461
brouters, 462
browsers, 789–791, 790–791
brute force attacks, 833
BSOD (Blue Screen of Death), 322–323, 

720–721
BTX (Balanced Technology Extended) 

motherboards, 7
bubble-jet printers, 362, 746

cartridges for, 362–363, 363, 388
control, interface, and power circuitry, 

368
head carriages, belts, and stepper 

motors in, 363–365, 364–365
paper-feed mechanism, 365–366, 

365–367
printheads, 362–363, 363

printing process, 368–370, 747–748
troubleshooting, 403–404

buffer memory
DMA, 616
printer, 369, 747

buffer overflow attacks, 834
burners, 41
bus topologies, 434–435, 435, 587–588
button cell battery disposal, 553

C
C-RIMM (continuity RIMM), 37
CAB files, 334
cable access methods, 460
cable networks, 466, 787
cables and cabling, 69, 76, 449

coaxial, 450–451, 450–451
for display devices, 106
fiber-optic, 454–455, 454–456
as hazard, 531, 531
IEEE 1394, 83, 83
parallel interface, 77–78, 78–79
PS/2, 84, 84
RCA, 83–84, 83
RS-232, 455
SCSI, 103
serial interface, 78–81, 79–81
summary, 456–457
twisted-pair, 451–453, 452–453
USB, 81–82, 82
wireless networks, 456

caches
CPU, 16, 30
disk, 293–295, 293–295

/CACHESIZE option, 725
calibration

printer, 398, 752
scanner, 398, 754

caliper of paper, 387
call waiting, problems with, 124
Can’t find NTLDR error, 718
capacity

memory, 588–589
power supplies, 589
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Card Services software – CHKDSK command 877

Card Services software, 157
CardBus adapters, 157
cards. See adapter cards
carriage belts, 365, 365
carriage motors

in bubble-jet printers, 363–365, 364
in dot-matrix printers, 402

carrier, toner, 370
Carrier Sense Multiple Access with 

Collision Avoidance (CSMA/CA), 
444, 460

Carrier Sense Multiple Access with 
Collision Detection (CSMA/CD), 460

cartridges, printer, 370–371, 371, 
388–389

CAs (certificate authorities), 487
cases

as hazard, 526
laptop, 143–144
troubleshooting, 120

Category view, 213
cathode ray tubes (CRTs)

disposal procedures, 553–554
repairing, 106–107
safety for, 529
technology, 53

CC (Common Criteria) standard, 812
CCD (charge coupled device) arrays, 

393–394
CCFLs (Cold Cathode Fluorescent 

Lamps), 644
CD command

from command prompt, 671
in Recovery Console, 316, 715
working with, 675–677

CD-R (CD-recordable) drives, 41
CD-rewritable (CD-RW) drives, 41
CD-ROM (Compact Disc Read-Only 

Memory) drives, 40–41, 40
laptops, 148–149, 149
requirements, 253
troubleshooting, 126

CD-RW (CD-rewritable) drives, 41
CDMA (Code Division Multiple Access), 

639–640
CDs, recovery, 724–725

cellular networking
description, 788
WANs, 639–640

cellular ports for laptops, 160
centering display devices, 602
central processing units. See CPUs (central 

processing units)
centralized processing, 427
Centronics connectors, 76, 76
CERT (Computer Emergency Response 

Team), 506
certificate authorities (CAs), 487
Certificate Practice Statements (CPSs), 487
Certificate Revocation Lists (CRLs), 487
certificates for authentication, 487–488, 

488
CGA (Color Graphics Adapter), 54
Challenge Handshake Authentication 

Protocol (CHAP), 487, 488
Change Type profile option, 218
channels

DMA, 616
ISDN, 466

CHAP (Challenge Handshake 
Authentication Protocol), 487, 488

characters per second (cps), 361, 744
charge coupled device (CCD) arrays, 

393–394
charging step in laser print process, 376, 

376
chassis fans, 610
CHDIR command

in Recovery Console, 316, 715
working with, 675–677

/checkgradeonly option, 261
chemicals

disposal, 554–555
spills, 545

chip creep, 128
chipsets, 9, 10

cooling, 87
fans for, 85
Northbridge, 9–10
Southbridge, 10

CHKDSK command
from command prompt, 672
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878 chkupgrd.exe program – Compact Disc Read-Only Memory (CD-ROM) drives

for diagnosis, 621
for disk reports, 689, 689
in Recovery Console, 316, 715
for troubleshooting, 326–327

chkupgrd.exe program, 272
chrominance signals, 58
CISs (contact image sensors), 394
clamping, 29
clamshell laptop design, 143
Clark-Wilson model, 510, 510
Classic View, 213
cleaning

keyboards, 124–125, 129
laptop displays, 173–174
LCDs, 652
printers, 130, 766–767
products, 622
systems, 129, 533–534

cleaning cycles, printer, 369, 375–376, 
375, 747

client computers, 430
client/server networks, 433–434, 433, 794
client software, 430
clock speeds, laptop processors, 145
close buttons, 209, 209
closed source code, 185
CLS command

from command prompt, 672
in Recovery Console, 316, 715

CMD command, 332, 670, 696
/cmd option, 261
CMOS (Complimentary Metal Oxide 

Semi-conductor) chips, 26
batteries for, 25–26
for memory, 35

CMYK (cyan, magenta, yellow, and 
black) inks, 362, 369, 747

CNAME records, 784
CNR (Communications and Networking 

Riser) expansion slots, 14, 14
coaxial cable, 450–451, 450–451
Code Division Multiple Access (CDMA), 

639–640
Cold Cathode Fluorescent Lamps 

(CCFLs), 644
collapsing folders, 233, 685

collision lights, 475
collisions

in AppleTalk, 444–445
in IEEE 802.3 CSMA/CD, 442

Color Adjustment scanner option, 764
Color Graphics Adapter (CGA), 54
color temperature setting, 603
.com domain, 782
COMMAND.COM file, 670
command prompt, 669–670

accessing, 220–221, 220
ATTRIB command, 673–675
CD/MD/RD commands, 675–677
COPY command, 677
DIR command, 677–679
FORMAT command, 679
HELP command, 679–680
IP addresses from, 798
IPCONFIG command, 680–681, 680
PING command, 681–682, 681
running from, 670, 671
text-based commands from, 671–674
XCOPY command, 682–683

Common Criteria (CC) standard, 812
communication and professionalism

accountability, 571
confidentiality, 572
exam essentials, 576
flexibility, 572
objectives, 563–565
perspective on, 575–576
privacy, 575
punctuality, 570–571
respect, 572–575
review questions, 577–582
skills, 566–569
summary, 576

communication types for printers, 382–384
Communications and Networking Riser 

(CNR) expansion slots, 14, 14
communications ports. See ports
Compact Disc Read-Only Memory 

(CD-ROM) drives, 40–41, 40
laptops, 148–149, 149
requirements, 253
troubleshooting, 126
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compact installations – connectors 879

compact installations, 254
compatibility

hardware, 252–253
printers and scanners, 758
in upgrades, 272

complaint handling, 567
Complimentary Metal Oxide 

Semi-conductor (CMOS) chips, 26
batteries for, 25–26
for memory, 35

component video, 58, 59
components

identifying
adapter cards, 66–69, 67–69
cables. See cables and cabling
cooling systems, 84–88, 85–86
CPUs, 27–30, 27–28
display devices. See display devices
exam essentials, 89–90
input devices, 62–66, 62
memory. See memory
motherboards. See motherboards
objectives, 1–3
ports. See ports
power supplies, 47–52, 47–52
review questions, 91–96
selecting, 587–588
storage devices. See storage devices
summary, 89
system/firmware limitations, 589

working with
cooling systems, 610–613
CPUs, 589
display devices, 106–107, 600–604
exam essentials, 131, 623–624
input/multimedia devices, 107, 

604–609
objectives, 97–98, 583–586
power supplies, 589, 599–600
preventative maintenance, 

129–130, 622–623
resources. See resources
review questions, 132–137, 

625–630
storage devices, 99–106, 102–104, 

594–599

summary, 131, 623
tools for. See tools
troubleshooting. See 

troubleshooting
composite video, 60
composition of paper, 387
compressed air, 110, 130, 544
compression options for files, 238
Computer Configuration settings, 823
Computer Emergency Response Team 

(CERT), 506
Computer Management Console, 329, 

329, 690–692, 690–691
computer names in installation, 263
Computer Security Incident Response 

Team (CSIRT), 506
confidentiality, 572
ConfigSafe utility, 332
configuration files, 320
configuring

cooling systems, 612–613
display devices, 602–604
input devices, 607–609
motherboards, CPU, memory, and 

adapter cards, 594
scanners, 754–756, 754–755
storage devices, 598–599

conflicts
resource, 619
wireless/wired, 173

connection protocols, 470
connectivity and connectivity devices, 

460–461
bridges, 462
brouters, 462
CPU, 589
gateways, 462
hubs/switches, 461
network systems, 787–789, 791–792, 

792–793
repeaters, 461
routers, 462

connectors
Centronics, 76, 76
coaxial cable, 451, 451
fiber-optic cable, 455, 456
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880 consumables – custom installations

IDE drives, 101
IEEE 1394, 83, 83
input devices, 605–607, 606
keyboards, 21, 22
onboard, 20, 21
parallel interface, 77–78, 78–79
peripherals, 22–25, 23–25, 70–72, 71
power, 19, 19, 48–52, 48–52
PS/2, 84, 84
RCA, 83–84, 83
serial interface, 78–81, 79–81
twisted-pair cable, 451–453, 453
USB, 81–82, 82, 606

consumables, print, 388–389
Contact E-mail parameter, 784
contact image sensors (CISs), 394
contention, token ring, 442
context menus, 195, 195
continuity and termination RIMM 

(CT-RIMM), 37
continuity RIMM (C-RIMM), 37
contrast ratio, LCDs, 152–153
control boxes, 209, 209
control circuits in bubble-jet printers, 368
Control Panel, 212–214, 213

programs in, 214–215
System control panel, 215–220, 216

controllers, hard drive, 38
convergence settings, 603
CONVERT command, 672
cooling systems, 84, 610

chipsets, 87
configuring, 612–613
CPUs, 87–88
fans, 85, 85
hard drives, 86, 86
installing, 611–612
laptops, 173
memory, 86
removing, 610–611
troubleshooting, 120

cooperative multitasking, 186, 188
copiers, 391
COPY command

from command prompt, 672
in Recovery Console, 316, 716

Copy To profile option, 218
copying files, 677, 682–683
corona rollers, 373, 373
corona wires, 373, 373
cost of laptops, 142
covers for scanners, 392
cps (characters per second), 361, 744
CPSs (Certificate Practice Statements), 

487
CPUs (central processing units)

configuring, 594
cooling, 87–88
determining type of, 29
dislodged, 128
fans for, 85
features, 27–30, 27–28
heat sinks, 611–612
installing, 592–594
laptops, 144–145
removing, 590–592
requirements, 253
selecting, 589
slots for, 16–19, 16–17
troubleshooting, 119

CRC (cyclic redundancy check), 259
CRI (Customer Respect Index) ranking, 

573
CRLs (Certificate Revocation Lists), 487
CRTs (cathode-ray tubes)

disposal procedures, 553–554
repairing, 106–107
safety for, 529
technology, 53

cryptographic algorithms, 502
CSIRT (Computer Security Incident 

Response Team), 506
CSMA/CA (Carrier Sense Multiple Access 

with Collision Avoidance), 444, 460
CSMA/CD (Carrier Sense Multiple Access 

with Collision Detection), 460
CT-RIMM (continuity and termination 

RIMM), 37
current

measuring, 113, 114
vs. voltage, 528

custom installations, 254
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Customer Respect Index (CRI) ranking – devices 881

Customer Respect Index (CRI) ranking, 
573

customers
dealing with. See communication and 

professionalism
error reproduction by, 569–570
satisfaction of, 566–569
in troubleshooting, 308–309, 569–570

cyan, magenta, yellow, and black 
(CMYK) inks, 362, 369, 747

cyclic redundancy check (CRC), 259

D
D (Delta) channels, 467
D-subminiature (D-sub) connectors, 23, 

70, 71, 606–607, 606, 609
daisy-chaining, 103
daisy-wheel printers, 360–361, 360, 

744–745, 745
Data Link layer, 439, 440
data migration, 512
Data Over Cable Service Interface 

Specification (DOCSIS), 466
data remnant removal, 513
databases, exploiting, 493
date settings in installation, 264
Date/Time program, 214
daughterboards

laptops, 144
in NLX form factor, 7

DC adapters, 163
DC power supplies (DCPS) in laser 

printers, 372
DDoS (distributed denial of service) 

attacks, 834–835
DDR (Double Data Rate) SDRAM, 32–33
DDR2 memory, 33
de facto standards, 442
de jure standards, 442
/debug option, 261
Debugging Mode startup option, 315, 714
dedicated servers, 429
default scanner settings, 763–764, 763

defining problems, 115–116
DEFRAG command

from command prompt, 672, 689
for troubleshooting, 327

defragmenting disks, 290–291, 290–291, 
706

from command prompt, 672, 689
in Windows 2000, 291, 292, 707
in Windows XP, 292–293, 707

degaussing
for network security, 491
purpose, 603–604

DEL command
from command prompt, 672
in Recovery Console, 316, 716

delay, propagation, 468
Delete option for profiles, 217
deleting objects, 208, 235–236, 686
Delta (D) channels, 467
demineralized water, 129
denatured isopropyl alcohol, 130
denial of service (DoS) attacks, 817, 

833–835
Descreen scanner option, 764
desktop

icons, 162, 206–208
vs. laptops, 142–143
Remote Desktop connection, 699–704, 

701–703
Windows, 195–198, 196–197

detection of penetration and theft, 
501–502

developer, toner, 370
developing rollers, 377
developing step in laser print process, 376, 

377
Device Manager, 217, 691

for diagnosis, 621
for resource assignment, 619
for system resources, 617–619
for troubleshooting, 328–329, 328
working with, 692–694, 692–693

device states for laptops, 165
devices

display. See display devices
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882 DHCP for IP addresses – docking stations

drivers. See drivers
installing, 282–283
updating, 514

DHCP for IP addresses, 801
diagnoses. See also troubleshooting

laptop problems, 170–172
procedures, 115–118
resources, 620–622
tools, 334–336, 722–726

dial-up connections, 465, 788
dialers, 465
dictionary attacks, 833
differential backups, 504–505
Digital Subscriber Line (DSL), 787

endpoints, 465–466
operation, 465

Digital Visual Interface (DVI), 57–58, 
57–58, 149

digitally signed driver, 281
DIMM (Dual Inline Memory Module) 

RAM, 15, 36, 36
DIN connectors, 21, 22, 605
DIP (Dual Inline Package) CPUs, 27, 27
DIP switches, 26, 26
DIR command

from command prompt, 672, 677–679
in Recovery Console, 316, 716

direct memory access (DMA)
channels, 613
description, 616

Direct-Sequence Spread Spectrum (DSSS), 
499

direct-solder method, 25
directories. See folders
Directory Services Restore Mode startup 

option, 315, 713
dirt

cleaning, 533
in preventative maintenance, 129–130
problems from, 128–129

DISABLE command, 316, 716
Disk Defragmenter, 230–231
disk imaging, 257
Disk Management screen, 228, 229
disk mirroring, 106
disk striping, 105

disk wiping, 491
DISKCOPY command, 672
DISKPART command

from command prompt, 672
in Recovery Console, 316, 716

disks. See drives and disks; floppy disks 
and drives; hard drives

dislodged chips and cards, 128
display devices, 53, 600–601

cleaning, 173–174
concepts, 53
configuring, 602–604
disposal procedures, 553–554
installing, 601
laptop, 143, 149–154, 150, 173–174
LCDs, 61–63, 62
monitors, 60–61, 60
preventative maintenance, 623
removing, 601
troubleshooting, 125
upgrading, 106–107
video technologies, 53–60, 57–59

Display program, 214
Display Properties screen, 196, 197
disposal procedures, 552

batteries, 552–553
chemical solvents, 554–555
display devices, 553–554
issues, 532–533

distributed denial of service (DDoS) 
attacks, 834–835

distributed processing, 427
distributions, Linux, 192
DIX connectors, 451, 451
DIX Ethernet networks, 448
DMA (direct memory access)

channels, 613
description, 616

DNS (Domain Name System)
purpose, 782–783
spoofing, 832
troubleshooting, 799
zones in, 783–784

DNS Records, 784
docking ports, 162, 162
docking stations, 22, 162, 650
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DOCSIS – dynamic random access memory 883

DOCSIS (Data Over Cable Service 
Interface Specification), 466

documentation
safety, 535–542
in troubleshooting, 310–311

Documents menu, 201–202
domain controllers, 216
domain model networks, 794
Domain Name System (DNS)

purpose, 782–783
spoofing, 832
troubleshooting, 799
zones in, 783–784

Domain tab, 216
DoS (denial of service) attacks, 817, 

833–835
dot-matrix printers

operation, 361–362, 361, 745–746
troubleshooting, 400–402

dot pitch, 60
double-clicks, 196
Double Data Rate (DDR) SDRAM, 32–33
double-sided/single-sided memory, 35
Dr. Watson utility, 322, 621, 720
draft quality printers, 362
DRAM (dynamic random access 

memory), 32–33
drive bays, laptops, 147
drive imaging, 257
drivers, 185

configuring, 283
current, 337
installing, 280–286, 284–285
loading, 283
locating, 282
NIC, 459
printer

bubble-jet, 747
calibrating, 754
corrupted, 719
installing, 397–398, 397, 752–754, 

753
laser, 410
purpose, 386
wireless, 384

rolling back, 719

scanner
calibrating, 754
installing, 397–398, 397, 752–754, 

753
security issues, 281
signing, 217
troubleshooting, 800
updating, 269–270
version-specific, 283–286, 284–285

drives and disks. See also DVD drives; 
floppy disks and drives; hard drives

caches, 293–295, 293–295
CD-ROM, 40–41, 40

laptops, 148–149, 149
requirements, 253
troubleshooting, 126

external, 45, 46
IDE, 100–102, 102
managing, 227–231, 326–327, 

688–689
preparing, 100
RAID, 105–106
SCSI, 102–105, 103–104
thumb, 45, 45
for virtual memory, 223–224

DSL (Digital Subscriber Line), 787
endpoints, 465–466
operation, 465

DSSS (Direct-Sequence Spread Spectrum), 
499

dual-bank/single-bank memory, 35
dual-booting, 219, 255
dual-core processors, 29
Dual Inline Memory Module (DIMM) 

RAM, 15, 36, 36
Dual Inline Package (DIP) CPUs, 27, 27
dust, 129–130, 533
DVD drives

burners, 41
laptops, 148–149
requirements, 253
troubleshooting, 126

DVI (Digital Visual Interface), 57–58, 
57–58, 149

dye-sublimation printers, 381–382, 750
dynamic random access memory 

(DRAM), 32–33
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884 e-mail exploitation – Event Viewer

E
e-mail exploitation, 493–494
/e option

WINNT.EXE, 260
XCOPY, 681

EALs (Evaluation Assurance Levels), 
812–813

ECC (Error Checking and Correcting), 31
ECHO command, 672
ECP (enhanced capabilities ports), 78
EDIT command, 334, 670, 671, 672
editing Registry, 222, 696
.edu domain, 782
educating users, 758
Effects tab, 197
EGA (Enhanced Graphics Adapter), 54
EIDE (enhanced IDE) drives

connectors for, 20
working with, 100

8.3 naming convention, 227
802.11b standard, 161, 642
802.11g standard, 161
802.11x wireless protocols, 498–499
electrical fires, 527
electrical interference, 800
electromagnetic interference (EMI), 449
electron guns, 60
electronic stepper motors, 372, 373
electronics cleaner, 130
electrophotographic (EP) laser printers. 

See laser printers
electrostatic discharge (ESD), 546–549, 

547–548
eliminating possibilities in 

troubleshooting, 309
Emergency Repair Disks (ERDs), 

317–318, 318, 714
EMI (electromagnetic interference), 449
employer and employee environment 

responsibilities, 550
emptying Recycle Bin, 208, 208
Enable Boot Logging startup option, 314, 

713
ENABLE command, 316, 716

Enable VGA Mode startup option, 314, 713
encryption

file, 238
for home wireless networks, 472
for network security, 502–503

End User License Agreement (EULA), 266
endpoints, DSL, 465–466
Enforce Password History policy, 823–824
engine self-tests, 410–411, 411
enhanced capabilities ports (ECP), 78
Enhanced Graphics Adapter (EGA), 54
enhanced IDE (EIDE) drives

connectors for, 20
working with, 100

enhanced parallel ports (EPPs), 77–78
envelope feeder, 391
environment. See safety and 

environmental issues
environment variables, 219, 296, 708
EP (electrophotographic) laser printers. 

See laser printers
EPPs (enhanced parallel ports), 77–78
EPS12V connector standard, 51–52
ERDs (Emergency Repair Disks), 

317–318, 318, 714
ergonomics for display devices, 601
Error Checking and Correcting (ECC), 31
errors

boot, 717–718
printer, 412
reporting, 325–326, 325
reproducing, 569–570
startup, 718–719

ESD (electrostatic discharge), 546–549, 
547–548

ESD mats, 548, 548
Ethernet networks, 448

for laptops, 161
wireless, 640–642, 641

ethics, 575
EULA (End User License Agreement), 266
Evaluation Assurance Levels (EALs), 

812–813
evaluation in troubleshooting, 310
Event Viewer, 691

for diagnosis, 621
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for errors and logging, 696–697
for troubleshooting, 332
in Windows 2000, 814, 815

executive subsystems, 313, 712
exhaust fans, 85, 85, 610, 612

laptops, 173
printer, 413

expandability of laptops, 143
expanding folders, 233, 685
expansion buses

cards for, 66–69, 67–69
laptops, 156–161, 157, 160

expansion slots, 11
ACR, 13, 14
AGP, 12, 13
AMR, 13
CNR, 14, 14
ISA, 11, 11
PCI, 12, 12
PCIe, 12–13

Expiration Time parameter, 784
ExpressBus, 159
Extended Graphics Array (XGA), 55, 

151–152
extended partitions, 228, 599, 684
extension magnets, 767
external caches, 16
external disk drives, 45, 46
external endpoints, 466
external SCSI devices, 104
external storage drives, 106
EXTRACT command

for CAB files, 334
in Recovery Console, 316, 716

F
/F option, XCOPY, 681
fans, 85, 85, 610, 612

laptops, 173
printer, 413

FAT (File Allocation Table) filesystem, 
227, 818–819

FAT32 filesystem, 227, 684
fax modems, 391

FDISK command, 228, 598
feed rollers, 372, 373
feeders, 391
FHSS (Frequency-Hopping Spread 

Spectrum), 499
fiber-optic cabling, 454–455, 454–456
File Allocation Table (FAT) filesystem, 

227, 818–819
file formats for scanners, 762–763, 762
file-related problems, 319

boot process, 321–322
common problems, 322–323
missing system files, 320
rebooting for, 324–325, 722
reporting for, 325–326, 325
swap files, 320

file servers, 429
File Transfer Protocol (FTP), 785
filenames, 231
files

attributes for
changing, 236–238, 236–237
managing, 333–334, 686–687
options for, 673–675, 673

copying, 677, 681–682
creating, 234–236, 235
deleting, 208, 235–236, 686
locking, 427
managing, 231–232

attributes, 236–238, 236–237
permissions, 238–240
tools, 333–334
Windows Explorer, 232–236, 232, 

235
overview, 231–232
permissions for, 688
visibility of, 225, 225, 311–312, 311

Files and Settings Transfer Wizard, 270
filesystems, 227–228

hardening, 818–820, 820
in installation, 254
network security for, 497–498
in upgrades, 277

filters
firewall, 496–497
in laser printers, 374–375
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886 Final Tasks page – garbage from laser printers

Final Tasks page, 264
FIND command, 672
Find menu, 202–203, 202–203
finding files, 234, 686
finger mice, 155
finishers, printer, 391
fire safety, 527
Firefox browser, 791, 791
fireproof containers, 503–504
firewalls

for network security, 496–497
troubleshooting, 800

FireWire interface
cables and connectors, 83, 83, 606
ports, 73, 73
for printers, 384

firmware
limitations, 589
for motherboards, 26
for printers, 759

FIXBOOT command, 316, 716
FIXMBR command, 316, 716
flash memory, 42–45, 43–45
flashlights, 110, 544
flat-blade screwdrivers, 108, 108, 

765–766
flatbed scanners, 394, 395, 750
flexibility, 572
flooding, UDP, 837
floor guards, 531, 531
floppy disks and drives

bootable, 114, 723
components of, 38–39, 40
configuring, 598
connectors, 20
interfaces, 20
laptops, 147, 147–148
power connectors, 48, 49
requirements, 253
troubleshooting, 125–126

/FLUSHDNS option, 680
foam, anti-static, 549
Folder Options program, 214
Folder Redirection extension, 822
folders

command prompt for, 675–679

creating, 234–236, 235, 686
deleting, 208, 235–236, 686
hidden, 225, 225
overview, 231–232
sharing, 794, 795
structure of, 684–686, 685
Windows Explorer for, 232–236, 235

fonts
adding and removing, 214
printer, 390

Fonts program, 214
form factors, motherboard, 6–7
FORMAT command

for bootable floppy disks, 114
from command prompt, 672
options, 679
in Recovery Console, 316, 716
for troubleshooting, 326

formats for scanners, 762–763, 762
formatter boards, 410
formatting drives, 227–228, 258–259, 

599, 683–684
from command prompt, 679
in Windows 2000, 262

Frequency-Hopping Spread Spectrum 
(FHSS), 499

front ends in LANs, 427
front intake fans, 85
frontside bus (FSB), 9
/FS option, 679
FTP (File Transfer Protocol), 785
full backups, 504
Full Control permission, 795
full-duplex communications, 458
full installations, 254
function keys, 653
fuser assemblies, 374, 374, 378–379, 378

G
/G option, XCOPY, 681
G1 Sleeping mode, 164
game ports, 23, 23
garbage from laser printers, 409–410
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gateways
purpose, 462
troubleshooting, 800

GDI (Graphics Device Interface), 753–754
General Packet Radio Service (GPRS), 639
general protection faults (GPFs), 322, 720
Ghost utility, 725
ghosting from laser printers, 409
glass plates for scanners, 392
global states for laptops, 164
Global System for Mobile 

Communications (GSM), 639–640
.gov domain, 783
GPFs (general protection faults), 322, 720
GPRS (General Packet Radio Service), 639
graphical installation phase, 266–268, 

267–269
Graphical User Interface (GUI), 185
graphics, icon, 205
Graphics Device Interface (GDI), 753–754
graphics mode video, 54
grayware, 496
Group Policy Editor, 823
GSM (Global System for Mobile 

Communications), 639–640
GUI (Graphical User Interface), 185

H
/H option, XCOPY, 681
H/V (horizontal/vertical) display settings

convergence, 603
linearity, 603
moire, 603
position, 602
size, 602, 604

HAL.DLL file, 226, 312, 712
half-duplex communications, 458
half self-tests, printer, 411
Halt state, 164
handheld PCs (HPCs), 141
handheld scanners, 395, 750
hard drives, 683

components of, 38, 39
configuring, 598

connectors, 20
cooling, 86, 86
defragmenting, 290–291, 290–291, 

706
from command prompt, 672, 689
in Windows 2000, 291, 292, 707
in Windows XP, 292–293, 707

formatting, 227–228, 258–259, 599, 
683–684

from command prompt, 679
in Windows 2000, 262

interfaces, 20
laptops, 147–148
optimizing, 230–231
partitioning, 227–229, 258, 598–599, 

683–684
for printers, 390
requirements, 253
troubleshooting, 121

hard reboots, 722
hardening systems, 813

Access Control Lists, 820–821
Apple Macintosh, 818
file systems, 818–820, 820
Group Policy, 821–827
Novell NetWare, 817
Unix/Linux, 816–817
Windows 2000, 814–815, 815
Windows Server 2003, 816
Windows XP, 815–816

hardware
compatibility, 252, 272
drivers for. See drivers
for network security, 491–492
profiles for, 217
recommended, 336
removing from laptops, 168, 168–169, 

646–648, 647–648
requirements, 252–253
in troubleshooting, 308
in upgrade reports, 277
in Windows 2000, 284–285, 284
in Windows XP, 285–286, 285

Hardware Compatibility List (HCL), 252, 
272

Hardware tab, 216
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888 hardware tools – HVPS

hardware tools
compressed air, 110
flashlights, 110
multi-meters, 111–113, 111
pliers, 110, 110
screwdrivers, 108–110, 108–109
soldering irons, 110–111
wire cutters/strippers, 111

Hardware Wizard, 217
hash algorithms, 502
Hayes command set, 122
hazard identification, 526
HCL (Hardware Compatibility List), 252, 

272
HD DVD (High Density DVD) 

technology, 46
HDMI (High-Definition Multimedia 

Interface), 58
head carriages, 363–365
header connections, 24, 24
headers in OSI model, 439
heads, scanning, 392–394
heat

cooling systems for. See cooling 
systems

laptops, 173
printer, 768

heat sinks, 84, 610–612
heat spreaders, 36
help

for command prompt, 673
Remote Assistance feature, 703–704
for troubleshooting, 118

Help command, 203
from command prompt, 672
in Recovery Console, 316, 716
working with, 679–680

Help And Support command, 203
hermaphroditic data connectors, 453
hex drivers, 542
Hex Extended Graphics Array (HXGA), 

151
Hibernation mode, 164
Hidden attribute, 333, 675
hidden files and folders, 225, 225, 

311–312, 311

hiding Taskbar, 199
High-Definition Multimedia Interface 

(HDMI), 58
High Density DVD (HD DVD) 

technology, 46
high-voltage power supplies (HVPS), 371, 

407
high-voltage probes, 529
hijacking, TCP/IP, 836
HINFO records parameter, 784
hives, Registry, 221
HKEY_CLASSES_ROOT hive, 221
HKEY_CURRENT_CONFIG hive, 221
HKEY_CURRENT_USER hive, 221
HKEY_LOCAL_MACHINE hive, 221
HKEY_USERS hive, 221
home computers

Remote Desktop connection for, 700
wireless networks, 470–474, 471, 474

horizontal/vertical (H/V) display settings
convergence, 603
linearity, 603
moire, 603
position, 602
size, 602, 604

host adapters, 38, 39
hostnames, translating to IP addresses, 

782–784
hosts files, 782–783
hotfixes, 828
HP LaserJet printers

testing, 410–412, 411
troubleshooting, 413

HPCs (handheld PCs), 141
HTML (Hypertext Markup Language), 785
HTT (Hyper-Threading Technology), 28
HTTP (Hypertext Transfer Protocol), 785
hubs

in star topologies, 435–436
types, 461
USB, 81, 82

hue setting, 603
human accidents, 545
humidity, 546, 549
HVPS (high-voltage power supplies), 371, 

407
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HXGA (Hex Extended Graphics Array), 
151

hybrid topologies, 437
Hyper-Threading Technology (HTT), 28
HyperTerminal program, 122
Hypertext Markup Language (HTML), 785
Hypertext Transfer Protocol (HTTP), 785
Hypertext Transfer Protocol (Secure), 785

I
i.Link, 83
I/O (input/output)

addresses, 613, 616–617
cards, 69
memory, 616
ports and cables, 120

I/O_MEM line, 616
I&A (identification and authentication), 

486
IBM data connectors (IDCs), 453, 453
ICANN (Internet Corporation for 

Assigned Names and Numbers), 447
ICMP (Internet Control Message 

Protocol), 443
attacks, 837
packets, 834

icons, 205–208, 206
ID numbers, SCSI, 105
IDCs (IBM data connectors), 453, 453
IDE (integrated drive electronics) drives, 

100
connectors for, 20
installation and configuration, 

101–102, 102
pros and cons, 101
working with, 100–101

identification and authentication (I&A), 
486

IEEE 802 project models, 441–442
IEEE 802.3 CSMA/CD, 442
IEEE 802.5 Token Ring, 442
IEEE 802.11x wireless protocols, 

498–499

IEEE 1394 interface
cables and connectors, 83, 83
ports, 73, 73
for printers, 384

illegal operations, 322, 720
image smudging from laser printers, 409
IMAP (Internet Message Access Protocol), 

785
impact printers, 360, 744

daisy-wheel, 360–361, 360, 744–745, 
745

dot-matrix, 361–362, 361, 745–746
impersonation, 829
Inaccessible Boot Device error, 321, 

717–718
Incident Response policies, 505–506
incremental backups, 504
Indexing file option, 237
Industry Standard Architecture (ISA) 

expansion slots, 11, 11
.info domain, 783
Information Flow model, 511, 511
information gathering in troubleshooting, 

309, 570
Infrared Data Association (IrDA) 

standard, 74, 160, 637
infrared methods

for laptops, 159–160, 160, 637–639, 
638

for networking, 788
ports, 73–74, 73
for printers, 383

ink and ink cartridges, 388, 769
bubble-jet printers, 362–363, 363, 

403–404
refill kits, 388–389

ink-dispersion printers, 746–748
inkjet printers, 362, 746

bubble-jet. See bubble-jet printers
cleaning, 766–767

inoculating against viruses, 346
input devices, 604–605. See also 

keyboards; mouse
configuring, 607–609
identifying, 62–66, 62
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installing, 605–607, 606
laptops, 154–156, 156, 171, 653
preventative maintenance, 623
removing, 609
troubleshooting, 171
upgrading, 107

input/output
addresses, 613, 616–617
cards, 69
memory, 616
ports and cables, 120

Install a New Copy of Windows 2000 
(Clean Install) option, 275

installation manuals
for diagnosis, 620, 723–724
for troubleshooting, 335

installing
cooling systems, 611–612
display devices, 601
home wireless networks, 470–474, 

471, 474
IDE drives, 101–102, 102
input devices, 605–607, 606
motherboards, CPU, memory, and 

adapter cards, 592–594
NICs, 463–464
operating systems. See operating 

systems (OSs)
printers and scanners, 396–400, 397, 

399, 751–754, 752–753
SCSI devices, 103–105, 103–104
storage devices, 596–598

instruction sets, 29, 589
integrated drive electronics (IDE) drives, 

100
connectors for, 20
installation and configuration, 

101–102, 102
pros and cons, 101
working with, 100–101

Integrated Services Digital Network 
(ISDN), 466–467, 788

integrated system boards, 6
intelligent hubs, 461
interfaces, 76

IEEE 1394

cables and connectors, 83, 83
ports, 73, 73
for printers, 384

parallel, 77–78, 78–79
printer, 368, 382–386
PS/2, 84, 84
RCA, 83–84, 83
scanner, 394, 396
serial, 78–81, 79–81
USB, 81–82, 82
Windows. See Windows operating 

systems
interference

electrical, 800
EMI, 449

interlaced technologies, 55
internal endpoints, 466
internal SCSI devices, 103–104
Internet

connection types, 464
cable, 466
connection protocols, 470
dial-up/POTS, 465
DSL, 465–466
ISDN, 466–467
satellite, 467–468
summary, 469–470
VOIP, 469
wireless, 468–469

for troubleshooting, 335
Internet Control Message Protocol 

(ICMP), 443
attacks, 837
packets, 834

Internet Corporation for Assigned Names 
and Numbers (ICANN), 447

Internet Explorer
cached files in, 294–295, 294–295
for networks, 790, 790

Internet Message Access Protocol (IMAP), 
785

Internet Network Information Center 
(InterNIC), 447

Internet Options program, 214
Internet Protocol (IP), 443
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Internet Service Providers (ISPs)
for Internet connections, 464, 786
for IP addresses, 641

Internet telephony, 789
Internet/Web resources for diagnosis, 620, 

724
Internetwork Packet Exchange/Sequenced 

Packet Exchange (IPX/SPX)
description, 443–444, 785
network addresses in, 445
troubleshooting, 800

InterNIC (Internet Network Information 
Center), 447

interrupt request (IRQ) lines, 613–615
Invalid Boot Disk error, 321, 717
invalid working directories, 324, 722
inverse multiplexing, 467
Invert Colors option, 764
inverters for LCDs, 645
IO.SYS file, 313
IP (Internet Protocol), 443
IP addresses

hostname translation to, 782–784
ISPs for, 641
spoofing, 832
troubleshooting, 801
in Windows XP, 798

IP telephony, 789
IPCONFIG command

from command prompt, 670, 672
for network troubleshooting, 797–798
options, 680–681, 680

IPX/SPX (Internetwork Packet Exchange/
Sequenced Packet Exchange) protocol

description, 443–444, 785
network addresses in, 445
troubleshooting, 800

IR (infrared) ports, 73–74, 73
IrDA (Infrared Data Association) 

standard, 74, 160, 637
IRQ (interrupt request) lines, 613–615
ISA (Industry Standard Architecture) 

expansion slots, 11, 11
ISA bus type, 588

ISDN (Integrated Services Digital 
Network), 466–467, 788

isolation in troubleshooting, 118–119
isopropyl alcohol, 130
ISPs (Internet Service Providers)

for Internet connections, 464, 786
for IP addresses, 641

IT8 scanner targets, 398, 754

J
jacks

audio/video, 74–75, 74
sound card, 24, 24

jams, printer
bubble-jet, 404
dot-matrix, 401–402
laser, 404–406

jargon, 576
journaled filesystems (JFS), 503
journaling, 503
joystick ports, 23, 23
jumpers, 26, 26

K
/K option, XCOPY, 681
KDCs (key distribution centers), 489
Keep Printed Documents option, 755
Kerberos authentication, 489
key balance setting, 602
key distribution centers (KDCs), 489
Key fobs, 492
keyboards, 64

cleaning, 124–125, 129
connectors, 21, 22
installing, 604–605
laptop, 154, 159
ports, 75, 75
requirements, 253
safety for, 529
spills, 534
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troubleshooting, 124–125
upgrading, 107

keys, encryption, 502–503
keystone, 602
kiosks, 155

L
L1 (Level 1) cache, 16
L2 (Level 2) cache, 16
labels

for dot-matrix printers, 402
icon, 205

lamps, scanner, 393
landing setting, 603
lanes, 13
language in communication, 576
LANs (local area networks), 427, 427, 

789
laptop computers

architecture, 142
cases, 143–144
vs. desktops, 142–143
displays, 143, 149–154, 150, 643–645, 

644, 652
docking stations, 162, 162
exam essentials, 174, 654–655
expansion buses and ports, 156–161, 

157, 160
input devices, 154–156, 156, 653
memory, 145–147, 146–147
motherboards, 144, 144
objectives, 139–140, 631–633
power systems, 163–164

batteries, 162–163, 167, 167, 643, 
651

requirements, 643, 643
states in, 164–165
troubleshooting, 651
types, 162–163
in Windows, 165–167, 166–167

preventative maintenance, 172–174
processors, 144–145
removing hardware from, 168, 

168–169, 646–648, 647–648

review questions, 175–180, 656–661
storage devices, 147–149, 147–149
summary, 174, 654
troubleshooting, 170–172, 650–654
video, 651–652
video memory sharing, 648–649
wireless methods, 635

Bluetooth, 635–637, 637
cellular, 639–640
Ethernet, 640–642, 641
infrared, 637–639, 638
troubleshooting, 653

wireless/wired conflicts, 173
working with, 634

laser printers, 370
controller assemblies, 374
electrophotographic print process, 

375–379, 375–379, 748–749
fuser assemblies, 374, 374
laser scanning assembly, 371, 372
memory, 760
ozone filters in, 374–375
paper transport assemblies, 372, 373
power supplies

DC, 372, 765
high-voltage, 371

testing, 410–412, 411
toner cartridges, 370–371, 371, 406
transfer corona assemblies, 373, 373
troubleshooting, 404–413, 408, 411

Last Known Good Configuration startup 
option, 315, 713

latency, DDR2 memory, 33
LBA (Logical Block Addressing), 589
LCDs (liquid crystal displays), 53, 149, 

643
backlights for, 644
inverters for, 645
maintenance, 153–154
overview, 61–63, 62
resolution, 151–153
technologies, 150, 150
troubleshooting, 652
video cards for, 644, 644

LED (light-emitting diode) page printers, 
379–380
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LEDs – Maximum Password Age policy 893

LEDs. See light-emitting diodes (LEDs)
Lee, Andrew Daulton, 830
letter quality (LQ) printers, 361, 745
Level 1 (L1) cache, 16
Level 2 (L2) cache, 16
License Agreement and Product Key 

screen, 276
light-emitting diode (LED) page printers, 

379–380
light-emitting diodes (LEDs)

for fiber-optic cabling, 454
on laptops, 653
NIC, 475
power, 590
printer, 413

light sources for scanners, 393
light with printers, 768
Lighten/Darken scanner option, 763
linearity setting, 603
link light on NICs, 475
Linux operating systems

backups for, 826–827
hardening, 816–817
network cards for, 792, 792
overview, 192–194

liquid cooling systems, 88, 610, 612
liquid crystal displays. See LCDs (liquid 

crystal displays)
List Folder Contents permission, 796
listening skills, 568
LISTSVC command, 316, 716
lithium ion battery disposal, 553
loading drivers, 283
local area networks (LANs), 427, 427, 

789
local policies, 823–826
local ports, 751
Local Users and Groups, 691
locking workstations, 513
locks in security, 501
Logical Block Addressing (LBA), 589
logical partitions, 229, 684
logical topologies, 434
login issues, 323, 721
LOGON command, 316, 716

logs
boot, 713
Event Viewer, 697
security, 827–828

loop back plugs, 622
Low Profile Extended (LPX) 

motherboards, 7
LQ (letter quality) printers, 361, 745
luminance signals, 58

M
MAC addresses, 445
Mac operating system

hardening, 818
overview, 191–192

magnets, 767
main motors in dot-matrix printers, 402
maintenance

LCDs, 153–154
preventative. See preventative 

maintenance
maintenance stations, 363
MAKEBOOT.EXE utility, 318
/makelocalsource option, 261
malicious software protection, 508
man-in-the-middle attacks, 832
manuals

for diagnosis, 620, 723–724
for safety, 535–542
in troubleshooting, 118, 335

MAP command, 316, 716
mapping printers, 759
master boot record (MBR)

in boot process, 313, 712
in partitions, 258

master computers, 257
master drives, 101, 102
Master File Table (MFT), 259
Material Safety Data Sheets (MSDSs), 

535–542
MAUs (multistation access units), 449
maximized windows, 211, 212
Maximum Password Age policy, 823–824
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MBR (master boot record)
in boot process, 313, 712
in partitions, 258

MD command
from command prompt, 672
in Recovery Console, 316, 716
working with, 675–677

MDA (Message Digest Algorithm), 502
mechanical off state, 164
media

network, 449
access methods, 460
cabling, 450–457, 450–451, 

454–456
NICs, 457–460

for printers, 386–387
media bays, 162
MEM command, 672
memory, 30–31, 31

addresses, 613, 616–617
capacity and characteristics, 588–589
CMOS, 35
configuring, 594
cooling, 86
DDR, 32
DDR2, 33
DRAM, 32
flash, 42–45, 43–45
installing, 592–594
laptops, 145–147, 146–147
NIC, 459
packaging, 35–38
printer, 369, 390, 747, 759–760
Rambus DRAM, 34
removing, 590–592
requirements, 253
ROM, 35
sharing, 648–649
slots for, 15–16, 15
SRAM, 32, 34
virtual. See virtual memory

memory cards, 43, 43
menu bars, 210
mesh topologies, 437, 437
Message Digest Algorithm (MDA), 502

meters, 111–112, 111, 544, 622
for current, 113, 114
overview, 765
for resistance, 112, 113
for voltage, 112, 113

MFT (Master File Table), 259
mice. See mouse
Micro ATX motherboards, 6
microcode, 29
MicroDIMM memory, 38, 147, 147
microfloppy diskettes, 39
microSD products, 43
Microsoft Diagnostics (MSD), 115
Microsoft Windows. See Windows 

operating systems
MIDI (Musical Instrument Digital 

Interface) connectors, 23
migration in network security, 512
.mil domain, 783
mini-Centronics connectors, 78, 79
Mini-DIN connectors, 75, 605
Mini PCI standard, 158
minifloppy diskettes, 39
minimal installations, 254
minimize buttons, 209, 209
minimized windows, 211, 212
Minimum Password Age policy, 823–824
Minimum Password Length policy, 

823–824
minimum specifications, 252
miniSD products, 43
Mirror scanner option, 764
mirroring disks, 106
mirrors

for scanners, 393
as tools, 543

Missing NTLDR error, 322
missing system files, 320
Mitnick, Kevin, 830
MKDIR command

in Recovery Console, 316, 716
working with, 675–677

MMC (MultiMediaCard) format, 43
MMX (Multimedia Extensions) 

microcode, 29
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mobile users, 822
Modem Dialing Information screen, 263
modems,

fax, 391
overview 67–68, 68
troubleshooting, 121–124, 122

Modems program, 214
modes, fiber-optic cabling, 454
Modify permission, 795
moire setting, 603
Molex connectors, 50, 50
monitors, 53, 60–61, 60

cleaning, 129
disposal procedures, 553–554
LCDs. See LCDs (liquid crystal 

displays)
lifting, 552
repairing, 106–107
safety for, 529
troubleshooting, 125

monochrome video, 54
mopiers, 389
MORE command, 317, 716
motherboards, 4–5, 5

BIOS chips, 25
cards

configuring, 594
installing, 592–594
removing, 590–592

chipsets, 9–10, 10
CMOS batteries, 25–26
components, 8–9, 8, 130
CPU slots, 16–19, 16–17
CPUs, 589
expansion slots, 11–14
firmware, 26
form factors, 6–7
jumpers and DIP switches, 26, 26
keyboard connectors, 21, 22
laptops, 144, 144
memory slots and external cache, 

15–16, 15
onboard connectors, 20, 21
peripheral ports and connectors, 

22–25, 23–25

power connectors, 19, 19
troubleshooting, 119
types, 5–6

mouse
configuring, 608–609
installing, 604–605
laptop, 154–156, 156, 159
overview, 63–64, 63
ports, 75, 75, 159
requirements, 253
safety for, 529
troubleshooting, 124–125
upgrading, 107

mouse clicks, 196
mouse pads, 64
MOVE command

from command prompt, 672
working with, 677

MSCONFIG tool, 226, 313, 331, 696
MSD (Microsoft Diagnostics), 115
MSDSs (Material Safety Data Sheets), 

535–542
multi-core architecture, 28–29
multi-meters, 111–112, 111, 544, 622

for current, 113, 114
overview, 765
for resistance, 112, 113
for voltage, 112, 113

multifactor authentication, 489, 490
multifunction printers, 391
Multimedia Extensions (MMX) 

microcode, 29
multimedia input devices, 65
Multimedia program, 214
MultiMediaCard (MMC) format, 43
multimode fiber, 454
multiple file selections, 233, 685
multiple-lock access control methods, 501
multiplexers, 455
multipurpose servers, 429
multistation access units (MAUs), 449
multitasking, 186, 188
multithreading, 28, 186
Musical Instrument Digital Interface 

(MIDI) connectors, 23
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MX records, 784
My Computer icon, 206–207
My Network Places icon, 207
My Recent Documents menu, 201–202

N
names

computer, 263
file, 231

NAT (Network Address Translation), 641
native resolution, LCDs, 152
natural elements, damage from, 530–531, 

531
NBF (NetBIOS Frame), 444
NDIS (Network Driver Interface 

Specification), 444
NDS (NetWare Directory Services), 817
near letter quality (NLQ) printers, 362
near-line storage, 223
needle-nose pliers, 110, 110
.net domain, 783
NetBEUI (NetBIOS Extended User 

Interface) protocol, 444, 786
NetBIOS (Network Basic Input/Output 

System), 444, 786
NetBIOS Frame (NBF), 444
NetWare Directory Services (NDS), 817
NetWare operating system, hardening, 

817
Network Address Translation (NAT), 641
Network Basic Input/Output System 

(NetBIOS), 444, 786
Network Driver Interface Specification 

(NDIS), 444
Network File System (NFS), 819
Network Identification tab, 216
network installations, 257
network interface cards (NICs), 430, 

457–458
drivers, 459
installing, 463–464
for Linux, 792, 792
overview, 66–67, 67
PC bus type, 459

performance, 459
preparing data for, 458
for printers, 383, 390
sending and controlling data for, 458
settings, 459
troubleshooting, 126–127, 475

network interfaces, troubleshooting, 800
Network layer, 439, 440
Network Neighborhood icon, 207
network operating systems (NOSs)

hardening, 814
overview, 431–434, 432–433

network ports, 751
Network program, 214
network security

access control, 508–511, 509–512
authentication, 485–490, 487–490
backups, 503–505, 512
BIOS, 507–508
data migration, 512
data remnant removal, 513
encryption technologies, 502–503
exam essentials, 516
filesystem, 497–498
firewalls, 496–497
hardware, 491–492
Incident Response policies, 505–506
locking workstations, 513
malicious software protection, 508
objectives, 483–484
overview, 484–485
passwords, 513
physical, 501–502
problem areas, 513–515
review questions, 517–522
social-engineering attacks, 506–507
software exploitation, 492–496
summary, 515
wireless, 498–501

Network Setup Wizard, 792, 792
network systems

browsers, 789–791, 790–791
connectivity, 787–789, 791–792, 

792–793
exam essentials, 802–803
objectives, 777–780
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preventative maintenance, 801–802
protocols and technologies, 781–787
resource sharing, 794–796, 794–796
review questions, 804–808
summary, 802
tools for, 797–799
troubleshooting, 799–801
in Windows 2000 installation, 264

Networking tab, 331, 695
networks and networking, 185

architectures, 448
ARCNet, 449
Ethernet, 448
Token Ring, 449

client software for
IEEE 802 project models, 441–442
OSI model, 438–440, 440
protocols, 443–448

components, 428–429
network operating systems, 431
resources, 430–432
servers, 429–430
workstations, 430

connectivity devices, 460–462
exam essentials, 476
in installation, 254
LANs vs. WANs, 426

LANs, 427, 427
WANs, 428, 428

laptops, 171–172, 653
login issues, 323, 721
media, 449

access methods, 460
cabling, 450–457, 450–451, 

454–456
NICs, 457–460

principles, 425–426
protocols, 443

addressing, 445–448, 447
AppleTalk, 444–445
NetBEUI, 444

resources, 430–432
client-server model, 433–434, 433
peer-to-peer networks, 432–433, 

432
review questions, 477–482

security. See network security
summary, 475–476
systems. See network systems
topologies, 434–438, 435–437
wireless, 468–469, 789, 832

cabling, 456
home, 470–474, 471, 474
for laptops, 161, 653
security for, 498–501

New Low-profile Extended (NLX) 
motherboards, 7

New Technology File System (NTFS), 684
hardening, 818–819
security in, 497–498
in upgrades, 277

NFS (Network File System), 819
nickel cadmium (NiCd) battery disposal, 

553
nickel metal hydride (NiMH) battery 

disposal, 553
NICs. See network interface cards (NICs)
NiMH (nickel metal hydride) battery 

disposal, 553
NLQ (near letter quality) printers, 362
NLX (New Low-profile Extended) 

motherboards, 7
nondedicated servers, 429–430
nonintegrated system boards, 5
Noninterference model, 511, 512
Northbridge chipsets, 9–10
NOSs (network operating systems)

hardening, 814
overview, 431–434, 432–433

Novell NetWare operating system, 
hardening, 817

Novell Storage Services (NSS), 819
NS records, 784
NSLOOKUP utility, 799
NSS (Novell Storage Services), 819
NT File System (NTFS), 228–229
NTBACKUP.EXE utility

for troubleshooting, 327
working with, 690

NTBOOTDD.SYS file, 226, 312
NTBTLOG.TXT file, 713
NTDETECT.COM file, 226, 312, 314, 712
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NTFS (New Technology File System), 684
hardening, 818–819
security in, 497–498
in upgrades, 277

NTLDR file
in boot process, 226, 312–314, 712
missing, 320, 322, 718

NTOSKRNL.EXE file, 226, 312, 314, 
712–713

NTOSKRNL.EXE missing or corrupt 
error, 322, 718

null modem serial cables, 80, 80

O
/O option

DIR, 678
XCOPY, 682–683

Occupational Safety and Health 
Administration (OSHA), 536, 549–550

octets, 445
OFDM (Orthogonal Frequency Division 

Multiplexing), 499
off board interfaces, 20
offsite backup storage, 504
ohms, measuring, 112, 113
onboard connectors, 20, 21
1/8-inch (3.5mm) stereo minijacks, 24
one-way hashes, 502
onsite backup storage, 503–504
open access points, 472
open source operating systems

defined, 185
Linux, 192–194

Open Systems Interconnection (OSI) 
model, 438–440, 440

opening files, 233, 686
Operating System Not Found error, 265, 

321, 717
operating systems (OSs), 663–668

hardening. See hardening systems
installing

computer preparation for, 258–259
drivers, 280–286, 284–285
exam essentials, 297–298
methods, 255–257

objectives, 249–250
options, 254–255
post-installation routines, 269–270
prerequisites, 251–253
review questions, 299–304
summary, 296
Windows 2000, 260–264, 263
Windows XP, 264–268, 265, 

267–269
managing

command prompt. See command 
prompt

exam essentials, 731–732
files and folders, 684–688, 685, 687
hard drives. See hard drives
review questions, 733–738
summary, 731
utilities. See Windows operating 

systems
optimizing, 286, 704

defragmenting disks, 290–293, 
290–292, 706–707

disk caches, 293–295, 293–295
temporary files, 295–296, 707–708
virtual memory, 286–290, 289, 291, 

705–706, 706
overview, 184–185, 184

exam essentials, 241
file management. See files
folder management. See folders
Linux, 192–194
Mac OS, 191–192
objectives, 181–182
review questions, 242–247
summary, 240–241
terms and concepts, 185–186
Windows. See Windows operating 

systems
troubleshooting, 710–711

applications, 720–722
auto-restart and startup errors, 

718–719
boot disks and ERDs in, 714–715
boot errors, 717–718
boot process, 310–319, 711–713
diagnostic tools, 334–336, 722–726
exam essentials, 348–349
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file-related problems, 319–326, 325
objectives, 305–306
overview, 307
preventative maintenance, 

336–347, 726–731, 728–729
printing, 719–720
Recovery Console, 715–717
review questions, 350–355
startup options, 713–714
steps, 308–310
summary, 347–348
Windows-based utilities, 326–334

updating, 513–514, 828–829
upgrading, 270–271

finalizing, 280
prerequisites, 271–273
to Windows 2000, 273–278, 

274–276, 278
to Windows XP, 279, 279–280

optimizing
hard disks, 230–231
operating systems, 286, 704

defragmenting disks, 290–293, 
290–292, 706–707

disk caches, 293–295, 293–295
temporary files, 295–296, 707–708
virtual memory, 286–290, 289, 291, 

705–706, 706
printers, 400
scanners, 400, 761–764, 761–763

.org domain, 783
Orthogonal Frequency Division 

Multiplexing (OFDM), 499
OSHA (Occupational Safety and Health 

Administration), 536, 549–550
OSI (Open Systems Interconnection) 

model, 438–440, 440
output size, scanner, 761–762, 761
overclocking, 29–30, 130
overheating, 130. See also cooling systems
ozone in printers, 374–375, 769

P
/P option, DIR, 678
P8 connectors, 49, 49

P9 connectors, 49, 49
packaging

CPU, 27, 27
memory, 35–38, 36–37

packet filter firewalls, 497
PACs (pin array cartridges), 16
page-description languages, 384–386, 

747, 753–754
page printers

laser. See laser printers
LED, 379–380
troubleshooting, 404–413, 408, 411

PAGEFILE.SYS file, 224
paging files, 223–224, 287, 705
PAP (Password Authentication Protocol), 

486
paper feeders, 365–366, 365–367
paper for printers, 386–387
paper-free environments, 743
paper jams, printer

bubble-jet, 404
dot-matrix, 401–402
laser, 404–406

paper pickup rollers, 372, 373
paper transport assemblies, 372, 373
paper trays, 365, 367, 391
Parallel ATA (PATA)

connectors, 20
description, 99

parallel ports, 77–78, 78–79, 
382–383

parallelogram setting, 602
parity blocks, 106
parity checking, 31
parked printer heads, 748
partitions

creating, 227–229, 258, 598–599, 
683–684

recovery, 725
passive hubs, 461
passive matrix LCDs, 62, 62, 150, 150
passive memory cooling, 86
passive termination in SCSI, 103
Password Authentication Protocol (PAP), 

486
password-guessing attacks, 833
Password Policy settings, 823
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passwords
administrator, 263
in authentication, 486, 487
in network security, 513

Passwords Must Meet Complexity 
Requirements Of The Installed 
Password Filter policy, 823

PATA (Parallel ATA)
connectors, 20
description, 99

patches
applying, 829
for hardening systems, 817

paths, file, 231
PC Card expansion bus, 156–158, 157
PC Cards, 42
PC2-3200 module, 33
PC800 module, 34
PC1600 module, 32
PCI (Peripheral Component Interconnect) 

bus type
characteristics, 588
expansion slots, 12, 12

PCI Express (PCIe) expansion slots, 12–13
PCL (Printer Control Language), 

385–386, 753–754
PCMCIA (Personal Computer Memory 

Card International Association) 
expansion bus, 156–158, 157

PDAs (Personal Digital Assistants), 141
peel-off labels, 402
peer-to-peer networks, 432–433, 432, 794
Peltier cooling, 88
penetration, detecting, 501–502
Pentium M processors, 145
performance, 218

hard disks, 230–231
laptops, 142
NICs, 459
operating systems, 286, 704

defragmenting disks, 290–293, 
290–292, 706–707

disk caches, 293–295, 293–295
temporary files, 295–296, 707–708
virtual memory, 286–290, 289, 291, 

705–706, 706

printers, 400
scanners, 400, 761–764, 761–763
Task Manager for, 331, 695

Performance Logs and Alerts, 691
Performance Monitor, 815
performance states for laptops, 165
Performance tab, 331, 695
Peripheral Component Interconnect (PCI) 

bus type
characteristics, 588
expansion slots, 12, 12

peripherals
interfaces for. See interfaces
ports and connectors for, 22–25, 

23–25, 70–72, 71
power connectors for, 50, 50

permissions
driver, 281
file, 238–240, 688
for resource sharing, 795–796, 796
troubleshooting, 801

persistence of vision, 55
Personal Computer Memory Card 

International Association (PCMCIA) 
expansion bus, 156–158, 157

personal computers. See components
Personal Digital Assistants (PDAs), 141
Personalize Your Software screen, 263
PGA (Pin Grid Array) CPUs, 27, 27
phase change cooling, 88
phase (Hue or Tint) setting, 603
Phillips screwdrivers, 108, 109, 765–766
photosites in scanners, 393
physical accidents, 545
Physical layer, 439, 440
physical security, 501–502
physical topologies, 434
pickup rollers

bubble-jet printers, 365, 366
laser printers, 372, 373, 404–406

pickup stepper motors, 365
piconets, 635
pin array cartridges (PACs), 16
pin balance setting, 602
Pin Grid Array (PGA) CPUs, 27, 27
pincushion setting, 602
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PING command
from command prompt, 672
for network troubleshooting, 681–682, 

681, 799
ping of death, 834
ping time, 468
pins, dot-matrix printer, 361, 361, 745
pixels, 53
Plain Old Telephone Service (POTS), 465, 

788
planar boards. See motherboards
plenum-rated coating, 450
pliers, 110, 110, 543
Plug and Play (PnP) technology

for drivers, 281
for NICs, 463
for storage devices, 594
in upgrades, 277
in Windows, 189

pointer speed, 608
pointing devices

for laptops, 154–156, 156
mouse. See mouse

policies
Group Policy, 821–827
security, 514

polling, network, 460
port replicators, 22, 162
portability of laptops, 142
portable computers, 61, 149. See also 

laptop computers
portable installation type, 254
ports, 69

addresses, 616–617
audio/video jacks, 74–75, 74
Centronics connector, 76, 76
IEEE 1394, 73, 73
infrared, 73–74, 73, 638
laptops, 156–161, 157, 160
parallel, 77–78, 78–79, 382–383
peripherals, 22–25, 23–25, 70–72, 71
printer, 368, 382–384, 397, 751
PS/2, 75, 75
scanner, 397, 751
serial, 78–81, 79–81, 382, 455

troubleshooting, 120
USB, 72–73, 72

POST (power-on self-test), 118–119, 313, 
712

POST cards, 119
post-installation routines, 269–270
PostScript (PS) language, 385, 753–754
POTS (Plain Old Telephone Service), 465, 

788
Power Meter tab, 166, 166
power-on self-test (POST), 118–119, 313, 

712
Power Options program, 214
power supplies and systems, 47–48, 47

bubble-jet printers, 368
connectors, 19, 19, 48–52, 48–52
fans, 85
for laptops, 163–164

batteries, 162–163, 167, 167, 643, 
651

requirements, 643, 643
states in, 164–165
troubleshooting, 170, 651
types, 162–163
in Windows, 165–167, 166–167

laser printers, 371–372, 765
LEDs for, 590
managing, 163, 619
output capacity, 589
preventative maintenance, 623
removing, 599–600
safety for, 527–528
troubleshooting, 127–128

PowerPC processor, 192
preemptive multitasking, 186
Presentation layer, 440, 440
preventative maintenance, 622–623

components, 129–130
laptops, 172–174
network systems, 801–802
operating systems, 336, 726–727

backups, 339–342, 340–341
drivers, 337
recommended hardware, 336
restore points, 343–346, 343–345
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shutdown, 337–338
viruses, 346–347
Windows installation, 337
Windows updates, 338–339, 339

printers, 768–769
PRI (Primary Rate Interface), 467
primary mouse clicks, 196
primary partitions, 228
Primary Rate Interface (PRI), 467
principals in KDC authentication, 489
print buffer memory, 747
print servers, 429, 636, 637
Print Test Page option, 719
Printer Command Language (PCL), 

753–754
printer control circuits, 368
Printer Control Language (PCL), 

385–386, 753–754
printer controller assemblies, 374
printers

calibrating, 398, 752
card slots in, 44, 44
cleaning, 130, 766–767
compatibility, 758
configuring, 754–756, 754–755
drivers

bubble-jet, 747
calibrating, 754
corrupted, 719
installing, 397–398, 397, 752–754, 

753
laser, 410
purpose, 386
wireless, 384

dye-sublimation, 381–382, 750
education for, 758
exam essentials, 415–416, 770
firmware for, 759
impact, 360, 744

daisy-wheel, 360–361, 360, 
744–745, 745

dot-matrix, 361–362, 361, 745–746
inkjet, 362, 746

bubble-jet. See bubble-jet printers
cleaning, 766–767

installing, 396–400, 397, 399, 
751–754, 752–753, 757

interface components, 382–386
laser. See laser printers
mapping, 759
memory, 369, 390, 747, 759–760
network, 794, 794
objectives, 357–358, 739–742
optimizing, 400
ports, 368, 382–384, 397, 751
preventative maintenance, 768–769
process, 368–370, 743–744
review questions, 417–422, 771–776
safety for, 528–529, 768–769
solid-ink, 381, 749
summary, 414–415
supplies, 386–391
test pages, 398–400, 399, 757
testing, 410–412, 411
thermal, 381, 749–750
troubleshooting, 719–720, 764–767
upgrading, 389–391, 758–761

Printers and Faxes window, 754, 755
Printers program, 214
printhead carriages, 363–365, 364
printheads

bubble-jet printers, 362–363, 404
daisy-wheel printers, 360

Printing Preferences window, 754, 755
priorities in troubleshooting, 115
privacy, 575
private encryption keys, 502–503
problems

defining, 115–116
troubleshooting. See troubleshooting

Processes tab, 331, 695
processor states for laptops, 164–165
processors. See CPUs (central processing 

units)
product activation, 266–267
product keys, 266, 276
professionalism. See communication and 

professionalism
profiles

hardware and user, 217–218
roaming, 822
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program notes in upgrade reports, 277
Programs menu, 201
propagation delay, 468
proprietary components

motherboards, 7
ports, 162

protocols, network, 443
addressing, 445–448, 447
AppleTalk, 444–445
identifying, 781–787
NetBEUI, 444, 786

proxy agents, 787
proxy firewalls, 497
PS (PostScript) language, 385, 753–754
PS/2

connectors, 21, 22
interface, 84, 84
ports, 75, 75

PTR records, 784
public encryption keys, 502–503
punctuality, 570–571
/PURGECACHE option, 725

Q
/Q option

DIR, 678
FORMAT, 679

Quad Extended Graphics Array (QXGA), 
151

quality
bubble-jet printers, 403–404
dot-matrix printers, 400–401
laptop construction, 143

QXGA (Quad Extended Graphics Array), 
151

R
/R option, 681
rag stock of paper, 387
RAID (Redundant Array of Independent 

Disks), 105–106
RAM. See memory

Rambus DRAM (RDRAM), 34
RCA connectors, 83–84, 83
RCA jacks, 74–75, 74
RD command

from command prompt, 673
in Recovery Console, 317, 716
working with, 675–677

RDRAM (Rambus DRAM), 34
Read & Execute permission, 796
Read-only attribute, 333, 675
read-only memory (ROM), 35
Read permission, 796
Readiness Analyzer, 272
rear exhaust fans, 85
Reboot startup option, 315, 714
rebooting, problem solving by, 117, 

324–325, 722
recent changes, troubleshooting after, 570
recommended hardware, 252–253, 336
recovery

boot disks and ERDs in, 714–715
boot process in, 711–713
data loss, 502
Recovery Console for, 715–717
startup options in, 713–714
Windows XP, 826

recovery CDs, 621, 724–725
Recovery Console, 315–317, 715–717
Recycle Bin, 208, 208
recycling, 532–533
Redundant Array of Independent Disks 

(RAID), 105–106
refill kits, ink cartridge, 388–389
refresh rate, 61
Refresh Time parameter, 784
REGEDIT.EXE utility, 331–332, 696
REGEDT32.EXE utility, 331–332, 696
Regional Settings screen, 263
registered jack (RJ) connectors, 71, 71, 

453–454
registration rollers, 372, 373
Registry, 221

in boot process, 713
editing, 222, 696
errors in, 719
for performance, 218
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restoring, 222–223
in Windows 2000 installation, 264

/RELEASE parameter, 680–681, 797–798
Remote Assistance feature, 220, 703–704
Remote Desktop connection, 699–704, 

701–703
Remote Installation Services (RIS), 822
remote installations, 257
Remote tab, 220
removable storage devices, 42

cleaning, 130
external disk drives, 45, 46
flash memory, 42
memory cards, 43–44, 43–44
tape backup, 42
thumb drives, 45, 45
troubleshooting, 125–126

removing
cooling systems, 610–611
display devices, 601
input devices, 609
laptop hardware, 168, 168–169, 

646–648, 647–648
motherboards, CPU, memory, and 

adapter cards, 590–592
power supplies, 599–600
storage devices, 594–596

REN command
from command prompt, 672
in Recovery Console, 317, 716

/RENEW parameter, 680–681, 797–798
repair tools, 542–544, 542
repeaters, 461
repetitive marks from laser printers, 407, 

408
replay attacks, 832–833
reports

error, 325–326, 325
upgrade, 277–278, 278

reproducing errors, 569–570
Reset Account Lockout Counter After 

policy, 824
Reset Tools option, 764
resistance measurements, 112, 113
Resize scanner option, 763

resolution
LCD screens, 151–153
scanner, 394, 761–762, 761, 764
video, 53

Resolution option, 764
resources

assigning, 619, 620
available, 617–619, 618–619
diagnostic, 620–622
memory, 616–617
network, 430–432

client-server model, 433–434, 433
peer-to-peer, 432–433, 432

for startup applications, 710, 711
respect, 572–575
Restart option, 205
restarting

services, 691–692, 691
in troubleshooting, 117, 324–325, 722

restoration CDs, 725
restore buttons, 209, 209
restore points, 219, 343–346, 343–345, 

697–699, 700–701, 731
restored windows, 211, 212
restoring

Registry, 222–223
user data files, 270

Retry Time parameter, 784
Return to OS Choices Menu startup 

option, 315, 714
/REVERT option, 725
RG cable type, 450–451
ribbons and ribbon cartridges, 388
right-clicking, 64
RIMM RAM, 36, 37
ring topologies, 436, 436, 442, 449
RIS (Remote Installation Services), 822
riser cards, 7
RJ (registered jack) connectors, 71, 71, 

453–454
RMDIR command

in Recovery Console, 317, 716
working with, 675–677

roaming profiles, 822
roaming users, 821
rolling back drivers, 719
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ROM (read-only memory), 35
root directory, 232
rootkits, 495
rotation setting, 603
routers

description, 462
wireless, 641, 641

RS-232 cables, 455
Run command, 204, 204
Run Window, 204, 204

S
/s option

DIR, 678
WINNT.EXE, 260
WINNT32.EXE, 260
XCOPY, 681

S/PDIF (Sony/Philips Digital Interface), 68
S-video, 59–60, 59
Safe Mode startup option, 314, 713
Safe Mode with Command Prompt 

startup option, 314, 713
Safe Mode with Networking startup 

option, 314, 713
SAFER+ (Secure and Fast Encryption 

Routine) encryption, 636
safety and environmental issues

accidents, 542–544
cleaning, 533–534
computer components, 526
disposal issues, 532–533, 552–555
documentation, 535–542
electrostatic discharge, 546–549, 

547–548
environmental hazards, 534–535
equipment handling, 551–552
exam essentials, 555
hazard identification in, 526
keyboard and mouse, 529
laptops, 172–173, 650
monitors, 529
natural elements, 530–531, 531
objectives, 523–524
overview, 525

power supplies, 527–528
printers, 528–529, 768–769
repair tools, 542–544, 542
review questions, 556–561
summary, 555
troubleshooting, 128–129
work environment, 549–551

safety plans, 550–551
Samba protocol, 796
SARC (Symantec's Anti-Virus Center), 346
SATA (Serial ATA) connectors, 20, 21, 

52, 52
satellite connections, 467–468
satellite networks, 787
SCA connectors, 102
/SCANBOOT option, 726
scanners, 392, 393

calibrating, 398, 754
compatibility, 758
configuring, 754–756, 754–755
default settings, 763–764, 763
drivers

calibrating, 754
installing, 397–398, 397, 752–754, 

753
education for, 758
exam essentials, 415–416, 770
file formats, 762–763, 762
flatbed, 394, 395, 750
glass plates and covers, 392
handheld, 395, 750
installing, 396–400, 397, 399, 

751–754, 752–753
interfaces, 394, 396
objectives, 357–358, 739–742
optimizing, 400
process, 743–744, 750
resolution and output size, 761–762, 761
review questions, 417–422, 771–776
scanning heads, 392–394
sheet-fed, 395, 395
stepper motors, 394
summary, 414–415, 769–770
test pages, 757
troubleshooting, 414, 764–767
vulnerability, 828
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906 scanning assemblies – sharing

scanning assemblies, 371, 372
/SCANNOW option, 725
/SCANONCE option, 726
scatternets, 635
scheduled maintenance for printers, 768
scheduling backups, 339–342, 340–341, 

727–730, 728–729
Screen Saver tab, 197
screwdrivers, 108–110, 108–109, 

542–543, 765–766
scripts, 822–823
SCs (subscriber connectors), 455, 456
SCSI (small computer system interface) 

devices
installation and configuration, 

103–105, 103–104
printers, 383–384
working with, 102–103

SD (Secure Digital) format, 43–44, 43
SDIO (SD Input/Output) specification, 44
SDR (single data rate) SDRAM, 32–33
SDRAM (Synchronous DRAM), 32
Search menu, 202–203, 202–203
SECC (Single Edge Contact Cartridge) 

form factor, 27
secondary fans, 612
secondary mouse clicks, 196
secret self-tests, 411
sectors, 259
Secure and Fast Encryption Routine 

(SAFER+) encryption, 636
Secure Digital (SD) format, 43–44, 43
Secure Hash Algorithm (SHA), 502
Secure Sockets Layer (SSL), 786
security

attacks. See attacks
auditing and logging, 827–828
baselines for, 812–813
driver, 281
exam essentials, 840
file permissions, 688
general rules for exam, 837–839
hardening systems. See hardening 

systems
network. See network security
objectives, 809–811

operating system updating, 828–829
review questions, 841–846
social engineering attacks, 829–830
summary, 840

Security log file, 332, 697
security logs, 332, 697, 827–828
Security Options settings, 824
Security Settings extension, 822–823
security tokens, 488–489, 489
selecting

components, 587–588
CPUs, 589
files, 233, 685

self-tests, printer, 410–411, 411
sending and controlling NIC data, 458
separator pads, 365
separator pages, 756
sequence number attacks, 836
Serial ATA (SATA) connectors, 20, 21, 

52, 52
Serial Number parameter, 784
serial ports, 78–81, 79–81, 382, 455
server-based networks, 794
servers, 429–430
service manuals, 118
service packs, 273, 828
Service Set Identifiers (SSIDs), 471–472, 498
services

managing, 708–709, 708–709
stopping and restarting, 691–692, 691

Session layer, 439, 440
SET command, 673
Settings menu, 202
Settings tab, 197
setup files, 259
Setup Wizard, 273–278, 274–276, 278
SETVER command, 673
SFC (System File Checker), 725–726
SHA (Secure Hash Algorithm), 502
shadow copies, 503
share-level access privileges, 497
Shared Folders, 691
ShareNet, 427
sharing

laptop video memory, 648–649
resources, 794–796, 794–796
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Sharpen scanner option, 764
sheet-fed scanners, 395, 395
shells, operating system, 185
shielded twisted-pair (STP) cable, 452
shortcuts, 264
shoulder surfing, 830
Shut Down command, 204–205
shutting down, 204–205, 337–338
SIG (Special Interest Group), 635
signals

ISDN, 467
video, 58

signing, driver, 217, 281
Simple Mail Transfer Protocol (SMTP), 786
simple problems, checking for, 116
simultaneous multithreading (SMT), 28
single data rate (SDR) SDRAM, 32–33
Single Edge Contact Cartridge (SECC) 

form factor, 27
single-mode fiber optic, 454
single-purpose servers, 429
site licenses, 431
site surveys, 500
64-bit system bus, 30
size

memory, 588
scanner output, 761–762, 761
video, 602, 604

slave drives, 101, 102
sleep modes, 164–165
slots. See expansion slots
small computer system interface (SCSI) 

devices
installation and configuration, 

103–105, 103–104
printers, 383–384
working with, 102–103

Small Outline DIMM (SoDIMM) 
memory, 15, 37, 37, 146, 146

smart cards, 491–492
smoke, problems from, 128–129
smoking, damage from, 535
SMP (symmetric multiprocessing), 28
SMT (simultaneous multithreading), 28
SMTP (Simple Mail Transfer Protocol), 786
smudging from laser printers, 409

Smurf attacks, 837
sneakernet, 426
sniffing, active, 836
SOA records, 784
social-engineering attacks, 506–507, 

829–830
social side of troubleshooting, 117
Socket Services software, 157
SoDIMM (Small Outline DIMM) 

memory, 15, 37, 37, 146, 146
soft off state, 164
software, 183

client, 430
exploiting, 492–496
in upgrade reports, 277

Software Installation snap-in, 822
software modems, 121
Software Settings options, 823
software tools, 114–115
soldering irons, 110–111
solenoids, printer, 360, 745, 745
solid-ink printers, 381, 749
Sony/Philips Digital Interface (S/PDIF), 68
sound cards

description, 68, 69
jacks, 24, 24
troubleshooting, 126

source code, operating system, 185
Source Host parameter, 784
Southbridge chipsets, 10
spam, 496
Special Interest Group (SIG), 635
special permissions, 238–240
specialty tools, 622
speed

CPU, 30, 145, 589
memory, 588

SPGA (Staggered PGA) layout, 27
splash screens, 718
spoke and wheel networks, 640
spoofing attacks, 831–832
Spyware, 494
square connectors, 455
SRAM (static random access memory), 

32, 34
SSIDs (Service Set Identifiers), 471–472, 498
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SSL (Secure Sockets Layer), 786
ST (straight tip) connectors, 455, 456
stabilizer bars

in bubble-jet printers, 365, 365
in scanners, 393

Staggered PGA (SPGA) layout, 27
Stand By option, 205
standard parallel ports, 77
standard permissions, 239
standard screwdrivers, 108
standard serial interface, 79–81, 80
Standby mode, 164
star topologies, 435–436, 435
Start Menu, 195, 199–201, 200

Help command, 203
My Recent Documents submenu, 

201–202
Programs submenu, 201
Run command, 204, 204
Search submenu, 202–203, 202–203
Settings submenu, 202
Shut Down command, 204–205

Startup And Recovery options, 219
startup environment, 709–710, 710–711
startup errors, 718–719
startup options

advanced, 713–714
in boot process, 314–315

stateful inspection, 497
stateful packet filtering, 497
states

processor, 164–165
window, 211, 212

static addresses, troubleshooting, 801
static-charge eliminator strips, 373, 373
static electricity, 546–549, 547–548
static random access memory (SRAM), 

32, 34
status indicators on NICs, 475
stepper motors

bubble-jet printers, 363–365, 364
dot-matrix printers, 402
laser printers, 372, 373
scanners, 394

Stop-Clock state, 164

stopping services, 691–692, 691
storage devices, 38, 594. See also specific 

devices by name
advanced, 46–47
CD-R and CD-RW drives, 41
CD-ROM drives, 40–41, 40
configuring, 598–599
drives, 100–106, 102–104
DVD burners, 41
DVD-ROM drives, 41
external, 106
floppy drives, 38–39, 40
hard drives, 38, 39
installing, 596–598
on laptops, 147–149, 147–149
preventative maintenance, 623
removable, 42–45, 43–46
removing, 594–596

Store Password Using Reversible 
Encryption For All Users In The 
Domain policy, 824

STP (shielded twisted-pair) cable, 452
straight tip (ST) connectors, 455, 456
striping, disk, 105
strippers, 543
sublimate, 381
submarining, 62, 150
subnet masks, 446, 801
subscriber connectors (SCs), 455, 456
Super eXtended Graphics Array plus 

(SXGA+), 151–152
Super I/O cards, 69
supplies, printer, 386–391, 769
SVGA (SuperVGA) video, 55
swap files, 223–224, 287, 321, 705
switches

network, 461
in star topologies, 436

Switches command, 673
SXGA+ (Super eXtended Graphics Array 

plus), 151–152
Symantec's Anti-Virus Center (SARC), 346
Symmetric encryption algorithms, 502
symmetric multiprocessing (SMP), 28
symptom reports, 569
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SYN flood attacks, 835
Synchronous DRAM (SDRAM), 32
syntax for command prompt, 673
SYSEDIT tool, 313
sysprep utility, 257
System attribute, 333, 675
system boards. See motherboards
System Configuration Utility, 696
System control panel, 215–220, 216
System Failure options, 219
System File Checker (SFC), 725–726
system files

in boot process, 312
missing, 320
Windows, 224–226, 225

system limitations, 589
system lockups, 322, 720
System log file, 332, 697
system management tools, 327, 690

CMD, 332, 696
Computer Management Console, 329, 

329, 690–692, 690–691
ConfigSafe, 332
Device Manager, 328–329, 328, 

692–694, 692–693
Event Viewer, 332, 696–697
MSCONFIG.EXE, 331, 696
REGEDIT.EXE and REGEDT32.EXE, 

331–332, 696
Remote Assistance feature, 703–704
Remote Desktop connection, 699–704, 

701–703
System Restore, 697–699, 698, 700–701
Task Manager, 329–331, 330, 

694–695, 694
system memory, 616
System program, 214
system properties, 207
System Restore, 343–346, 343–345, 

697–699, 698, 700–701, 731
System Restore tab, 219–220
System Startup option, 219
System Tray, 198–199
system variables, 219
SYSTEMROOT command, 317, 716

T
/t option, 260
tablet PCs, 155
tailgating, 829
tape backup devices, 42
Task Manager, 329–331, 330, 620, 

694–695, 694
Taskbar, 195, 198–199, 198
tasks, operating system, 184, 184
TCP (Transmission Control Protocol)

attacks, 835–837
purpose, 443
wrappers in, 817

TCP/IP (Transmission Control Protocol/
Internet Protocol) suite, 786

addresses, 445–448, 447
DNS for, 782–784
protocols in, 443

TCP/IP hijacking, 836
TDMA (Time Division Multiple Access), 

639
Telnet protocol

description, 786
security issues with, 497

/tempdrive option, 260
templates, administrative, 822–823
temporary files

managing, 295–296, 707–708
in Windows 2000 installation, 264

Temporary Internet Files directory, 294
terminal adapters, 466
terminating resistor packs, 102–104
test pages, 398–400, 399, 719, 757, 767
testing

backups, 342, 730–731
printers, 410–412, 411

text-based commands, 671–674
text-based installation phase, 266
text mode video, 54
theft, detecting, 501–502
themes, desktop, 196–197
thermal printers, 381, 749–750
thermally sensitive devices, protecting, 623
thrashing, 290, 321, 707
3.5mm (1/8-inch) stereo minijacks, 24
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32-bit Flat mode, 313, 712
32-bit system bus, 30
386 Enhanced mode, 188
throttling, 29, 145
thumb drives, 45, 45
tilt setting, 603
time

setting, 215, 215
in Windows 2000 installation, 264

Time Division Multiple Access (TDMA), 
639

Time to Live (TTL) parameter, 784
time zones, 215
tint setting, 603
title bars, 210
token passing, 460
Token Ring networks, 442, 449
tokens, security, 488–489, 489
toner and toner cartridges, 370

cleaning, 130
laser printers, 370–371, 371, 406
LED page printers, 379–380
recommended, 769
refilling, 388–389

toolkits, 542, 542
tools, 107

hardware. See hardware tools
network, 797–799
software, 114–115

top-level domains, 782–783
topologies, network, 434

bus, 434–435, 435
hybrid, 437
mesh, 437, 437
ring, 436, 436
star, 435, 435
summary, 438

Torx screwdrivers, 109, 109, 765–766
touch screens, 65–66, 155–156, 156
touchpads, 155, 653
Touchpoint feature, 155
TRACERT command, 682, 799
trackballs, 155
training materials

for diagnosis, 620, 724
for troubleshooting, 335–336

transfer corona assemblies, 373, 373, 
406–407

transferring step, 378, 378
translating hostnames to IP addresses, 

782–784
Transmission Control Protocol (TCP)

attacks, 835–837
purpose, 443
wrappers in, 817

Transmission Control Protocol/Internet 
Protocol (TCP/IP) suite, 786

addresses, 445–448, 447
DNS for, 782–784
protocols in, 443

transparencies, 387, 749
Transport layer, 439, 440
trapezoidal setting, 602
trays, printer, 391
Trojan horses, 495–496
troubleshooting, 115

BIOS issues, 127
case issues, 120
CD-ROM/DVD issues, 126
cooling issues, 120
customer reports in, 569–570
diagnostic procedures, 115–118
display device problems, 125
hard-disk system problems, 121
I/O ports and cables, 120
keyboard and mouse problems, 124–125
laptops, 170–172, 650–654
miscellaneous problems, 128–129
modem problems, 121–124, 122
motherboard and CPU problems, 119
network systems, 799–801
NICs, 126–127, 475
operating system. See operating 

systems (OSs)
power-supply problems, 127–128
printers

bubble-jet, 403–404
dot-matrix, 400–402
HP LaserJet, 413
laser and page, 404–413, 408, 411
tools for, 764–767

problem isolation in, 118–119
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removable disk-drives, 125–126
scanners, 414, 764–767
social side of, 117
sound cards, 126

tunneling, ICMP, 837
Turn Off Computer command, 204–205
twisted-pair cabling, 451–453, 452–453
two-factor authentication system, 489, 490
two-way hashes, 502
TYPE command

from command prompt, 673
in Recovery Console, 317, 716

typical installations, 254

U
/u option

WINNT.EXE, 260
XCOPY, 681

UDCs (universal data connectors), 453, 453
/udf option

WINNT.EXE, 260
WINNT32.EXE, 261

UDP (User Datagram Protocol)
attacks, 836–837
purpose, 443

Ultra eXtended Graphics Array (UXGA), 
151–152

UltraDMA technology, 100–101
/unattend option, 260
unattended installations, 256–257
unidirectional satellite connections, 467
uninterruptible power supplies (UPSs), 

130
universal data connectors (UDCs), 453, 

453
Universal Serial Bus. See USB (Universal 

Serial Bus)
Unix operating system

file system, 819
hardening, 816–817

unshielded twisted-pair (UTP), 452
updating

applications, 514
Automatic Updates tab, 220

devices, 514
drivers, 269–270
for hardening systems, 817
operating systems, 338–339, 339, 

513–514, 726–727, 828–829
for upgrades, 273

Upgrade to Windows 2000 
(Recommended) option, 274

upgrading
display devices, 106–107
input/multimedia devices, 107
operating systems, 270–271

finalizing, 280
prerequisites, 271–273
to Windows 2000, 273–278, 

274–276, 278
to Windows XP, 279, 279–280

printers, 389–391, 758–761
UPSs (uninterruptible power supplies), 130
USB (Universal Serial Bus)

Bluetooth devices, 636, 637
cables and connectors, 81–82, 82, 606
external drives, 45, 46
for input devices, 605
for laptops, 158–159
ports, 72–73, 72
for printers, 383, 399–400, 757
for scanners, 751

user data files, restoring, 270
User Datagram Protocol (UDP)

attacks, 836–837
purpose, 443

user-level access privileges, 497
user manuals

for diagnosis, 620, 723–724
for troubleshooting, 335

User Must Logon To Change The 
Password policy, 824

user profiles, 217
User Rights Assignment settings, 824
user variables, 219
usernames in authentication, 486, 487
users

dealing with. See communication and 
professionalism

educating, 758
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error reproduction by, 569–570
errors by, 116
mobile, 862
roaming, 821
satisfaction of, 566–569
in troubleshooting, 308–309, 569–570

Users tab, 331, 695
UTP (unshielded twisted-pair), 452
UXGA (Ultra eXtended Graphics Array), 

151–152

V
/V option

FORMAT, 679
XCOPY, 681

vampire taps, 451, 451
variables, environment, 219, 296, 708
VDUs (video display units), 53
VER command, 673
verifying operating system installation, 270
version-specific drivers, 283–286, 284–285
versions, operating system, 185
vertical black lines from laser printers, 408
vertical scan frequency, 61
vertical white lines from laser printers, 

408–409
very low insertion force (VLIF) principle, 16
VFAT (Virtual FAT) filesystem, 227
VGA (Video Graphics Array), 54–55
video. See also display devices; monitors

laptops, 171, 651–652
requirements, 253
technologies, 53–60, 57–59

video adapters, 53
video cards, 66, 67

chipset fans for, 85
for LCDs, 644, 644

video display units (VDUs), 53
Video Graphics Array (VGA), 54–55
video memory sharing, 648–649
views, files, 686
Virtual FAT (VFAT) filesystem, 227
virtual memory, 15, 223–224, 286–287

managing, 705–706, 706
purpose, 287–288

in Windows, 188
Windows 2000, 288, 289
Windows XP, 289–290, 289, 291

viruses
e-mail, 493–494
guarding against, 346–347
overview, 495
protection from, 508

visibility of files, 225, 225, 311–312, 311
VLIF (very low insertion force) principle, 16
Voice over IP (VOIP), 469, 789
voltage regulator modules (VRMs), 30
voltages

CPU, 589
vs. current, 528
laptop processors, 145
measuring, 112, 113

voltmeters, 544
VRAM (virtual RAM). See virtual 

memory
vulnerability scanners, 828

W
/W option, 678
Wake On LAN cards, 127
WANs (wide area networks)

cellular, 639–640
vs. LANs, 789
overview, 428, 428

WAP (Wireless Access Protocol), 499–500
WAPs (wireless access points), 468

configuring, 471–472
for home networks, 470
for internal networks, 641

wardriving, 501, 642
water damage, 530, 545
watts, 48
Web browsers, 789–791, 790–791
Web resources for troubleshooting, 335
Web tab, 197
weight of paper, 387
Welcome to the Windows 2000 Setup 

Wizard screen, 274
WEP (Wired Equivalent Privacy), 500
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WHUXGA (Wide Hex Ultra Extended 
Graphics Array), 151

wide area networks (WANs)
cellular, 639–640
vs. LANs, 789
overview, 428, 428

Wide Hex Ultra Extended Graphics Array 
(WHUXGA), 151

Widescreen UXGA (WUXGA), 151–152
WiFi Protected Access (WPA), 500
WiFi standard, 161, 641
wildcard characters

in command prompt, 677
in searches, 234

Windows-based troubleshooting utilities, 
326

disk management tools, 326–327
file management tools, 333–334
system management tools, 327–332

Windows Catalog, 252, 272
Windows Explorer

for file management, 685–686, 685
for troubleshooting, 333
working with, 232–236, 232, 235

Windows Internet Name Service (WINS), 
787, 801

Windows operating systems, 186–187
command prompt, 220–221, 220
Control Panel, 212–220, 213, 215–216
desktop, 195–198, 196–197
development of, 187
disk management, 227–231
file management, 231–240
icons, 205–208, 206
interface, 194–195, 195
laptop power management, 165–167, 

166–167
preventative maintenance, 726–727
Registry, 221–223
services, 708–709, 708–709
Start Menu, 199–205, 200
startup environment, 709–710, 710–711
system files, 224–226, 225
Taskbar, 198–199, 198
troubleshooting, 710–711

applications, 720–722

auto-restart and startup errors, 
718–719

boot disks and ERDs in, 714–715
boot errors, 717–718
boot process, 711–713
diagnostic utilities, 722–726
printing, 719–720
Recovery Console, 715–717
startup options, 713–714

updating, 338–339, 339, 726–727
utilities, 688

disk management tools, 688–689
file management tools, 333–334
system management tools, 690–697, 

690–694
virtual memory, 223–224
Windows 1, 187–188
Windows 2, 188
Windows 3.x, 188
Windows 95, 188–189
Windows 98/Me/NT, 189–190
Windows 2000, 189–190

boot disks and ERDs, 317–318, 
318, 714

boot process, 313–314, 711–713
defragmenting disks, 291, 292, 707
disk caches, 293–294, 293
hardening, 814–815, 815
hardware, 284–285, 284
important files, 312–313
installing, 260–264, 263
upgrading to, 273–278, 274–276, 

278
virtual memory, 288, 289

windows in
elements, 209–210, 209–210
states, 211, 212

Windows Server 2003, 190, 816
Windows Vista, 190–191
Windows XP, 189–190

Automated System Recovery, 
318–319, 505, 714–715

boot process, 313–314, 711–713
defragmenting disks, 292–293, 707
disk caches, 293–294, 293
folder sharing, 794, 795
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hardening, 815–816
hardware, 285–286, 285
important files, 312–313
installing, 264–268, 265, 267–269
IP addresses, 798
network printers, 794, 794
recovering, 826
scheduling backups, 728–730, 

728–729
upgrading to, 279, 279–280
virtual memory, 289–290, 289, 291

Windows Settings options, 823
Windows Terminal program, 122
Windows Update program, 280, 

338–339, 339, 726–727
WINLOGON program, 713
Winmodems, 121
WinMSD utility, 621
WINNT.EXE program

options, 260
for upgrades, 273

WINNT32.EXE program
options, 260–261
for upgrades, 273

WINS (Windows Internet Name Service), 
787, 801

wiping, disk, 491
wire cutters, 111, 543
Wired Equivalent Privacy (WEP), 500
wireless access points (WAPs), 468

configuring, 471–472
for home networks, 470
for internal networks, 641

Wireless Access Protocol (WAP), 499–500
wireless cards, 470, 472–473
Wireless Markup Language (WML), 499
wireless methods

for laptops, 161, 635
Bluetooth, 635–637, 637
cellular, 639–640
Ethernet, 640–642, 641
infrared, 637–639, 638
troubleshooting, 653

networking, 468–469, 789, 832
cabling, 456

home, 470–474, 471, 474
for laptops, 161, 653
security for, 498–501

for printers, 384
Wireless Personal Area Networks (WPANs)

for laptops, 161
specification for, 635

Wireless Transport Layer Security 
(WTLS), 498

Wireless Zero Configuration Service, 473
WML (Wireless Markup Language), 499
WMLScript environment, 499
work environment, 531, 531, 549–551
Workgroup tab, 216
working copy backups, 503
working directories, 324, 722
workstations

locking, 513
overview, 430

worms, 496
WPA (WiFi Protected Access), 500
WPANs (Wireless Personal Area Networks)

for laptops, 161
specification for, 635

wrappers, TCP, 817
Write permission, 796
writing step in print process, 376, 377
WTLS (Wireless Transport Layer 

Security), 498
WUXGA (Widescreen UXGA), 151–152

X
XCOPY command

from command prompt, 673
working with, 682–683

XGA (Extended Graphics Array), 55, 
151–152

Z
zombies, 835
zones, DNS, 783–784
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