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1xRTT wireless WAN services, 312

2.4 GHz radio frequency
Bluetooth technology, 56, 285
802.11x technologies, 20
interference from devices using, 80
performance, 338-339
telephone interference, 142
Wi-Fi technology, 56

5 GHz radio frequency, 20

60-foot radius (access points), 82

64-bit WEP keys, 189

100BaseT Ethernet support (switches), 101

128-bit WEP keys, 189
802.11a wireless standard
and detachable antennas, 45
features, 20
IEEE adoption of, 47
interoperability, 21
radio frequency, 49-50
speed and interference, 47-48
throughput, 48
versus 802.11b and g standards, 21-22
802.11a/b/g combination devices, 22
802.11b wireless standard
backwards compatibility, 47
features, 20
handling audio/video files, 246
interoperability, 21
for public hot spots, 301
PDA support for, 39
radio frequency, 49-50
remote controls using, 249
speed and interference, 47
versus 802.11a and g standards, 21-22
802.11-based whole-home IR coverage,
277-278
802.11-enabled telephones, 349-351

802.11g wireless standard
advantages of using, 22-23
backwards compatibility, 48
features, 20
interoperability, 21
PDA support for, 39
radio frequency, 49-50
use of by AirPort products, 144
versus 802.11a and b standards, 21-22
802.11i WPA standard, 104
802.11n wireless standard, 20
802.11x home network backbones, 254
802.15.1 PAN standard, 284
802.1x server, 95, 198-199
802.3af POE standard, 103

o/ o

access points (APs)
Bluetooth devices, 296
as bridge, 33
changing default settings, 123-124, 193
choosing, 74-76
connection options, 76
costs, 90-91
desirable features, 24-25, 102-103
detachable antennas, 44
enabling security features, 185
function, 24
installing on Mac OS X systems, 123-124
installing on Windows systems, 113-121
locating, 76-78, 245, 330
multiple, 335-337
network name, 40
purchase decisions, 94
range and coverage, 105
as routers, 75
setup programs, cautions, 97
signal strength determinants, 76-82
60-foot radius, 82
stand-alone, 39-40, 171-172
Windows versus Macintosh systems, 171
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adapters
Bluetooth, 294-296
Compact Flash cards, 38
link test function, 141
non-Ethernet, 251-252
Secure Digital Input Output card
adapters, 38
site surveys/station lists, 330
wireless, modifying, 134-135
Add Network Place icon (My Network
Places), 208
ad-hoc networks, 41-42, 54
Administrators, defined, 211
Advanced Encryption Standard (AES), 191
aggregators of hot spots, 306
AIBO robotic dog (Sony), 281
AIM (AOL Instant Messenger), 15
airlink security. See also security tools and
systems
changing default settings, 193-194
enabling encryption, 194-197
options for, 92, 322
overview, 184-186
AirPort Admin Utility (Apple), 157
AirPort Express (Apple), 147-149, 251
AirPort Extreme networks (Apple)
AirPort Extreme Card, 144
AirPort-ready computers, 144-145
Base Station, 146-147, 150-154
connecting Apple computers to, 154-156
connecting non-Apple computers
to, 156-157
dial-up modems, 163
overview, 143-144
AirTunes (Apple), 149
Allow/Enable Remote Management
function, 194
America Online Access panel (AirPort Base
Station), 151
antennas
antenna gain, 44
detachable, 103
importance of, 42-43
locating, 82, 331
multiple, 333
types and range, 43-45
antivirus software, 183

AOL (America Online)
AOL for Broadband, 146
AOL Instant Messenger, 15
Apple. See also Macintosh OS X systems
AirPort Express, 147-149, 251
AirPort Extreme networks, 143-157
AirTunes, 149
FairPlay copy protection, 262
iTunes, music download cautions, 262
Wireless Keyboard and Mouse, 294
application-triggered ports, 239
APs. See access points
ATI Radeon XI800 XL video card, 223
attached devices, viewing, 207-208
attenuation of signals (antennas), 44
AudioReQuest music server, 217, 251-254
audio/visual (A/V) devices. See also
entertainment systems; Home Theater
PCs (HTPCs)
Bluetooth-enabled, 292-293
TiVo connections, 254
types, 246-248
AuraGrid Wireless Extension system, 64
authentication
Bluetooth devices, 56
function, 186-187
auto channel select feature, 102
auto-synchronizing audio files, 266
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backbones
capacity, 10
and 802.11x technologies, 254
backpack-based hot spot, 269
backward compatibility
802.11g wireless devices, 20
802.11n wireless devices, 22
HPNA 3.0 devices, 66
PCIx cards, 132
Baldwin Piano ConcertMaster scores, 348
bandwidth monitors, 128
base stations, 24
Belkin
Powerline Ethernet Adapter, 76
Wireless Pre-N router, 20
wireline bridges, 251
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BL-C30A wireless network camera
(Panasonic), 274
Bluetooth technology
audio/video devices, 292-293
Bluetooth 1.2 devices, 57
capacity, 56
connection types, 55
devices using, 57-58
802.15.1 PAN standard, 284
features, 285
history and devices, 52-53
how it works, 284
in motorcycle helmets, 272
pairing, 296-298
personal digital assistants, 290-291
person-area networks, 283-284, 286
piconets and unconscious connectivity,
54-55
printers, 292
security layers, 56
speed and capacity, 56
standards, 57
versus Wi-Fi technology, 53-54
wireless adapters, 294-296
Boingo Wireless
hot spots, 306, 308-309
support information, 311-312
telephone services, 350
Bonjour (formerly Rendezvous)
networking system, 218
bridges. See Ethernet bridges
Briere, Danny
Home Theater For Dummies, 258
Smart Homes For Dummies, 29, 280
Wireless Network Hacks & Mods For
Dummies, 199
broadband connections, 12-15
Broadband Reports forums, 362
Broadband Using PPPoE panel (AirPort
Base Station), 152
Broadband Using Static IP panel (AirPort
Base Station), 152
Broadband Wireless Exchange Magazine
Web site, 360
budgeting for wireless networks, 90-91
bundled functionality, DHCP servers, 98
bus topology, 32

oo

cable modems, 13
cable TV systems, extending, 64
cable/DSL (digital subscriber line) routers
how they work, 33
Internet connections and connection
sharing, 75, 160-162
purchase decisions, 100
cables, eliminating, 53-54, 286-287
cabling homes, 17-18
cameras, digital
Bluetooth-enabled, 60-61
connecting to wireless networks, 256
cameras, wireless
function, 31-32
installing, 274-275
sources and features, 272-274
Car Profile Working Group (Bluetooth), 58
car-based wireless systems
audio/visual gear, 271-272
auto-synchronizing audio files, 266
Bluetooth-enabled, 288
devices for, 264-265, 267
e-commerce tools, 345
integrating with home networks, 265
remote controls for, 345
stereo removal, 271
vehicle monitoring systems, 344
CarCPU Web site, 270
carputers, sources and features, 270-271
CAT 5e (Ethernet) patch cable, 116-117
cell phones. See also hot spots
as audio players, 262
Bluetooth applications for, 58, 287-288
as personal digital assistants, 70
as wireless remote controls, 276
Centrino chip (Intel), 25
certification, Wi-Fi Alliance, 94-96, 254
CF (Compact Flash) cards
adding Bluetooth capability using, 59
for enabling Bluetooth, 290-291
features, 38
installing, 130-132
Chambers, Mark L. (Mac OS X All-in-One
Desk Reference For Dummies), 204



368

Wireless Home Networking For Dummies, 2nd Edition

channels (radio)
changing for better performance, 331
selecting during setup, 40-41, 120-121
child-safety devices, 353
chips, implantable, 354
ciphers, cryptographic, 186, 188-189
cleanliness, 18
client adapters (Macintosh), 143-144
client computers
examples, 30-31
Network Address Translation
identification, 86
closed networks, creating, 197-198
CNET Web site, 358
communications protocols, 33-34
community LANs, 304
Compact Flash (CF) cards
adding Bluetooth capability using, 59
for enabling Bluetooth, 290-291
features, 38
installing, 130-132
Companion (CorAccess) home-control
products, 279-280

ConcertMaster (Baldwin Piano) scores, 348

Conclusion panel (AirPort Base
Station), 153
Connect to Server (Mac OS X), 218
connection speeds. See also specific
wireless standards
Bluetooth technology, 285
checking using ping commend, 223

connectivity, unconscious connectivity, 54

Connexion by Boeing Web site, 306
CorAccess
Companion home-control products,
278-279
CorPhoto digital photo exchange, 280
cordless phones, interference from,
338-339
costs
access points, 24
comparison shopping, 108
and popularity of wireless, 9
wireless standards, 21-22
wireless versus wired networks, 17-18
crackers, 187
Creative Labs Sound Blaster Wireless
Music, 252

Creative Technologies gaming
controllers, 224

Creston touch panel home-control
products, 278-279

customer support, 109
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Daily Wireless Web site, 360
dashboards, removing stereos from, 271
data speeds, wireless standard
comparisons, 21
data transmission packets, 33
Data-only connections (Bluetooth), 55
Davis Instrument Corporation
DriveRight, 344
dBm measurements, 43-44
decryption, Bluetooth technology, 56
DECT technology, 351
defaults, security, changing, 192
Delphi XM MyFi receiver, 265
demilitarized zone (DMZ) feature (routers)
and Internet connection sharing, 171
as security tool, 100
setup process, 240-242
when to use, 321
detachable antennas, 44-45, 103
device driver software updates, 126
devices, wireless. See also Bluetooth
technology
counting when planning network, 70-71
disconnected, viewing, 207
sharing, 10-11
variety of, 9-10
DHCP (Dynamic Host Configuration
Protocol) server
assigning IP addresses using, 75
bundled functionality, 98
determining presence of, 116
function, 24, 31
DHCP panel (AirPort Base Station), 152
DHCP Server Start/Finish IP Address box
(routers), 237
dial-up modems
features, 13
Internet connection sharing, 162-163
Digital Rights Management (DRM)
systems, 262
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digital subscriber line (DSL) modems,
13, 15
dipole antennas, 43
directional antennas, 44
discoverable settings (Bluetooth), 297
diversity antenna systems, 43
D-Link
DGL-3420 Gaming Adapter, 233-234
GameFuel prioritization technology, 234
MediaLounge Wireless Media Player, 256
SecuriCam DCS-6620G/DCS-900W
cameras, 273-274
USB Bluetooth adapter, 295
wireless bridges, 251
DMZ (demilitarized zone) feature (routers)
and Internet connection sharing, 171
as security tool, 100
setup process, 240-242
when to use, 321
docking cradles (PDAs), 289
domain controllers, 205
Domain Name System (DNS) servers
function, 165
identifying host name, 116
domains (Windows), 205-206
dongles, 38
DriveRight (Davis Instrument
Corporation), 344
drivers, third-party, 145
DRM (Digital Rights Management)
systems, 262
DSL (digital subscriber line) modems,
13,15
dual-band interference, checking for, 332
Dynamic Host Configuration Protocol
(DHCP) server
assigning IP addresses using, 75
bundled functionality, 98
determining presence of, 116
function, 24, 31
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EAP (Extensible Authentication Protocol),
96
EHomeUpgrade Web site, 350
802.11a wireless standard
and detachable antennas, 45
features, 20

IEEE adoption, 47

interoperability, 21

radio frequency, 49-50

speed and interference, 47-48

throughput, 48

versus 802.11b and g standards, 21-22
802.11a/b/g combination devices, 22
802.11b wireless standard

backwards compatibility, 47

features, 20

handling audio/video files, 246

interoperability, 21

for public hot spots, 301

PDA support for, 39

radio frequency, 49-50

remote controls using, 249

speed and interference, 47

versus 802.11a and g standards, 21-22
802.11-based whole-home infrared (IR)

coverage, 277-278

802.11-enabled telephones, 349-351
802.11g wireless standard

advantages of choosing, 22-23

backwards compatibility, 48

features, 20

interoperability, 21

PDA support for, 39

radio frequency, 49-50

use of by AirPort products, 144

versus 802.11a/b standards, 21-22
802.11i WPA standard, 104
802.11n wireless standard, 20
802.11x home network backbones, 254
802.15.1 PAN standard, 284
802.1x server, 95, 198-199
802.3af POE standard, 103
Electronic House magazine and Web

site, 360

e-mail servers, 31
encryption keys

audio/video devices, 246

and device installation, 128, 132

Ethernet bridges, 233

function, 41

how they work, 186

WEP versus WPA, 41
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encryption tools. See also security tools
and systems
Bluetooth technology, 56
desirable features, 104
enabling, 194-197
Engadget Web site, 350
enterprise security, 188
entertainment systems
PC interfaces, 255-256
sources for, 258
wireless-enabling, 244-245
wirelessly functional equipment, 246
ESSID (extended service set identifier)
function, 40
and wireless Ethernet bridge
configuration, 233
Ethernet bridges
with ad hoc networks, 41-42
D-Link DGL-3420 Gaming Adapter, 233-234
enhancing performance using, 337-338
function, 33, 232
HomePlug with, 63
for network-enabled audio/visual
devices, 247
SMC SMCWEBT-G EZ Connect, 234
sources for, 251
Ethernet patch cable (CAT 5e), 116-117
Ethernet port, built-in (Xbox), 228
Ethernet protocol
how it works, 204-205
wireless Ethernet, 16-17, 53-54
Evolution-Data Only (EV-DO) access
with car-based wireless networks,
265, 268
locating routers for, 269
wireless WAN services, 312
Exceptions tab (Windows Firewall), 179
exercise equipment, wireless connections
for, 346
Explorer, Windows, viewing network
resources, 208
extended service set identifier (ESSID)
function, 40
and wireless Ethernet bridge
configuration, 233
Extensible Authentication Protocol
(EAP), 96
ExtremeTech Web site, 361

ofFe

FairPlay (Apple) copy protection, 262
Federal Communication Commission
(FCC), industrial, scientific and
medical (ISM) bands, 49-50
fiber optic modems, features, 13
file servers, 31
file sharing
accessing shared files, 213
Bluetooth applications for, 286
ease of, 11
enabling on Windows 2000/XP systems,
210-211
on Home Theater PCs, 260-262
setting permissions, 211-213
specifying what to share, 209
uses for, 209
file transfer for audio/video files, 245
File Transfer Protocol (FTP), using with
Bluetooth devices, 297
files, audio/video, approaches to
handling, 245
FiOS service (Verizon), 74
firewalls
adding to networks, 76
desirable features, 104-105
function, 34
importance of using, 104
personal, 183
in routers, enabling, 183-184
stateful packet inspection firewalls, 184
versus Network Address Translation,
323-324
Windows XP setup, 176-180
firmware upgrades
AirPort Extreme Base Station, 153-154
defined, 107
importance of, 107-108
Mac OS X hardware, 150
process, 129-130, 322-323
routers, 229
5 GHz radio frequency, 20
FM modulators (car-based wireless
systems), 271
form factors
Apple AirPort Express, 148
defined, 38
for-pay hot spots, 302, 305-307



forums, locating, 362

Freedom Input Bluetooth keyboards, 290

freenets (free networks), 302-304

frequency bands (radio signals), 49-50

Friendly Machines Robomow robotic
lawnmower, 351

FTP (File Transfer Protocol), using with
Bluetooth devices, 297

full duplex support (switches), 101

FutureDial SnapSync phone
synchronization software, 287
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gadget Web sites, 350
gain and antenna range, 43
GameCube (Nintendo) consoles
as client computer, 31
online gaming using, 221, 231-232
GameFuel (D-Link) prioritization
technology, 234
Gamertag (Xbox Live), 229
gaming consoles. See also online gaming;
PC gaming
adding to home networks, 225-227
configuring routers for, 235-240
gaming controllers, 224
Ethernet ports, 232
examples, 31
networking kits, 221
next generation, 227
and online capability, 227
gateways. See Internet gateways, wireless
General Packet Radio Service/EDGE
wireless WAN services, 313
geocaching, 353
Gizmondo Web site, 350
Globalpetfinder GPS-enabled system,
348-349
Google Web site, 264
Gotcha! child-safety device, 353-354
GPRS/EDGE wireless WAN services, 313
GPS Kid Locator Tracker Backpack Web
site, 353
GPS-enabled systems
pet-tracking devices, 348
wearables and child-safety devices, 353
Griffin Technologies Total Remote
software, 276

o/ o

HAI Omni system, 280
Hands Free Profile (HFP; Bluetooth), 297
hard-disk storage space (car-based
wireless systems), 271
hardware
for PC gaming, 223-224
platform compatibility, 97
Harmony Remote controls (Logitech), 276
headless devices, 31
headsets, headphones, 287, 293
Hewlett-Packard HP z555 Digital
Entertainment Center, 259
hexadecimal notation (WEP keys), 194
HFP (Hands Free Profile; Bluetooth), 297
H+H Zentrum fuer Rechnerkommunikation
GmbH Virtual CD software, 217
home electronics, adding to networks, 85
home monitoring systems, 272-275
Home Networking For Dummies (Ivens),
184, 204
home networks, overview, 30-32
Home Phoneline Networking Association
(HPNA) devices, 65-66
Home Theater For Dummies (Briere and
Hurley), 258
Home Theater PCs (HTPCs)
features, 258-259
Internet file sharing, 260-262
media servers for, 248, 256-257
using as a personal video recorder, 261
HomePlug Powerline networking standard,
62-66, 260-262
hot spots
aggregators, 306
Boingo network, 308-309, 311-312
car-based, 268
defined, 16, 299
for-pay services, 305-307
freenets, 302-304
locating, tips for, 309-310
for Nintendo DS, 231
portable backpack version, 269
public, locating, 300-302
T-Mobile, 306, 307-308
unwilling, 302
Wayport, 308
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HP z555 Digital Entertainment Center
(Hewlett-Packard), 259
HPNA (Home Phoneline Networking
Association) devices, 65-66
HTPCs (Home Theater PCs)
features, 258-259
Internet file sharing, 260-262
media servers for, 248, 256-257
using as a personal video recorder, 261
hubs, network
function, 24, 32
switched, 33
wired connections using, 72
hubs, USB, 295
Hurley, Pat
Home Theater For Dummies, 258
Smart Homes For Dummies, 29, 280
Wireless Network Hacks & Mods For
Dummies, 199
HyperTerminal Telnet program
(Windows), 107

o]e

Icon Fitness wireless links, 346

IEEE (Institute of Electrical and Electronics
Engineers), 20, 45-46. See also specific

wireless standards
industrial, scientific and medical (ISM)
bands, 49-50
industry organization Web sites, 363
Industry Standard Architecture (ISA)
expansion slots, 27
Infrared Data Association (IrDA) wireless
technology, 54
infrared (IR) remote controls
802.11-based whole-home coverage,
277-278
remote controls, 275
infrastructure mode, 41-42
initialization vector (WEP key), 189
Institute of Electrical and Electronics
Engineers (IEEE) wireless standards,
20, 45-46. See also specific wireless
standards

Intel Centrino chip, 25
interfaces for car-based wireless systems,
271-272
interference, radio signal
Bluetooth technology reduction
approaches, 56
from cordless phones, 338-339
factors that affect, 78-80
and overlapping channels, 49-50
wireless versus wired networks, 19, 22
Internet Access panel (AirPort Base
Station), 151-152
Internet connection sharing
advantages, 12
approaches to, 169-171
cable/DSL router for, 87-88
dial-up connections for, 162-163
Mac OS X systems, 171-172, 175-176
modem types, 13
options for, 87-89, 160-162
phone jacks versus networks, 14-15
security tools, 322
software-based options, 87-88, 171
Windows 2000 systems, 172-174
Windows XP systems, 174-175
Internet connections
cable/DSL routers, 75
options for, 86-87
planning for, 85-86
Pocket PCs, 135-137
security tools, 92
Internet gateways, wireless
benefits of, 288
connecting printers to, 82-83
defined, 100
function, 34
Internet connection sharing, 160-162
purchase decisions, 100
schematic for, 89
Internet Protocol (IP) addresses
assignment process, 98-99
automatic versus manual assignment,
164-165
configuring during AP setup, 122-123
defined, 33-34
game consoles, 235-237
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Pocket PCs, 136
subnet mask, 163
third octet, 163
unique, importance of, 75
viewing, 324
Internet radio stations, 262
Internet refrigerators, 346-347
Internet security
antivirus software, 183
threats, 182-183
Internet service providers (ISP),
community LANs, 304
interoperability
802.11b and 802.11g, 49
Wi-Fi Alliance certification, 46
wireless versus wired networks, 21-22
ionKids child-safety device, 353
IP addresses. See Internet Protocol
addresses
ipconfig program, identifying IP address
using, 123-124, 135, 324
iPronto (Philips) audio/video device
controller, 277
IR (infrared)
802.11-based whole-home coverage,
277-278
remote controls, 275
IrDA (Infrared Data Association) wireless
technology, Bluetooth replacement
of, 54
ISA (Industry Standard Architecture)
expansion slots, 27
ISM (industrial, scientific and medical)
bands, 49-50
ISP (Internet service providers),
community LANs, 304
iTunes (Apple), music download
cautions, 262
Ivens, Kathy (Home Networking For
Dummies), 184, 204

° ] °
Jabra wireless headsets, 287
Jacuzzi Affinity hot tubs, 342-343

JiWire Web site, 303
Junxion Wireless WAN Router, 268
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Kenwood KHD-CX910 Excelon Music
Key, 267

keyboards, Bluetooth-enabled, 290, 294

keys. See encryption keys

o/ o

LAN panel (AirPort Base Station), 152
LANSs. See local-area networks
Leapfrog Series Wireless A/V System
(Terk), 254
Levitron PowerlJack, 335
LGE Internet Refrigerator, 346-347
line-of-sight requirements, 54
link test function, 141
Linksys WMCE54AG Dual-Band Wireless
A/G Media Center Extender, 259-260
local IP address, 123
local wireless group, Web sites for, 363
local-area networks (LANs)
community LANs, 304
defined, 30
security threats, 181-182
logging utilities, 105
Logitech
Harmony Remote controls, 277
Wireless Headphones, 292-293

o o

MAC (Media Access Control) filters
configuring during AP setup, 122
desirability of, 104
setting, 197-198
Mac OS X All-in-One Desk Reference For
Dummies (Chambers, Tejkowski and
Williams), 204

Macintosh OS 9.x systems, automatic IP
addressing, 169

Macintosh OS X systems. See also Apple
AirPort Base Station, 150-153
AirPort Extreme system, 143-144,

149-150
automatic IP addressing, 170
Bluetooth support, 58
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Macintosh OS X systems (continued)
Bonjour networking system, 218
connecting with non-Apple-based

systems, 158, 218-219
Internet connection sharing, 160, 175-176
wireless networking features, 30
macros for remote control interfaces, 277
Manage Security Settings (Windows
Security Center), 178

manufacturer Web sites, 364

masters (piconets), 54-55

mated devices, signal boosters as, 334

McAfee Wireless Security program, 200

Media Access Control (MAC) filters
configuring during AP setup, 122
desirability of, 104
setting, 197-198

Media Center Extender (Linksys), 259-260

Media Center PCs, 243, 259

media players, 247, 255-256

media servers, 248, 256-257

MediaLounge Wireless Media Player

(D-Link), 256

mesh network, 362

mice, Bluetooth-enabled, 294

Microsoft. See also Windows systems;

Windows 2000 systems; Windows XP
systems

Smart Personal Objects Technology, 355

Windows Mobile, Bluetooth technology,
58-59

Wireless Optical Desktop Elite for
Bluetooth, 294

Wireless Zero Configuration, 137-138

Xbox Live online gaming service, 227-229

Xbox networking kits, 221

Xbox wireless bridges, 254

MIMO products
availability, 96
features, 74
pros and cons of purchasing, 319
range and coverage, 105

mini-PCI cards
AirPort Extreme Card, 144
installing, 128-129, 132-133

modems, wireless-enabled, 13, 76

motorcycle helmets, Bluetooth-

enabled, 272

Movielink downloads, 243
MP3 servers, 11, 32
MP3Car Web site, 270
multimedia entertainment, including in
planning, 85
multimode equipment, Wi-Fi
certification, 95
multiuser games, 16
music
Digital Rights Management systems, 262
online files, 261-262
online scores and music libraries, 348
MusicCAST (Yamaha) audio server,
249-250
My Network Places (Windows 2000/XP)
accessing, 205
Add Network Place icon, 208
installing network printers, 216
viewing network connections on, 30
viewing shared devices, 207

o\ o

NANSs (neighborhood-area networks), 349
NAS (Network Attached Storage)

hard drive, 257

including in planning, 70

servers, 31
NAT. See Network Address Translation
NETGEAR

Client Manager program, 134-135

wireless bridges, 251
NetRemote home control (Promixis), 276
network adapters, wireless

costs, 91

modifying, 134-135

PC Cards, 36

PCI wireless adapters, 36-37

types of, 35
Network Address Translation (NAT)

as firewall feature, 104

Internet connection sharing and, 160-161

port forwarding, 237-240

and purchase decisions, 100

routers for, 86, 88

as security tool, 33-34, 76

versus firewalls, 323-324
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Network Attached Storage (NAS)
hard drive, 257
including in planning, 70
servers, 31
network bridges. See Ethernet bridges
network cable, connecting to wireless
access point, 118
network, defined, 204
network effect, 290-291
network hubs
function, 24, 32
switched, 33
network interface adapters
bandwidth monitors, 128
features, 27
installing, 127-128
network interface card, 25-26
setup overview, 125-126
wireless adapters, 27
wireless versus wireline networks, 35
network interface card (NIC), 25-26
Network (Macintosh systems), 30
network name, unique, importance of, 40
Network Neighborhood (Windows
95/98/ME), 30, 205
network printers, installing, 215-216
network routers. See routers
network sniffer programs, 310
Network Stumbler software, 310-311
Network World magazine and Web site, 361
network-enabled audio/visual devices, 247
networks, home, overview, 30-32
Nevo home control (Universal
Electronics), 276
NIC (network interface card), 25-26
Nintendo
DS (Wi-Fi) Connection service, 231
GameCube networking kits, 31, 221
GameCube online gaming, 231-232
noise level, viewing, 141
non-interfering channels, 120
NoviiRemote Deluxe, 276

o () o

obstacles, and performance, 332-333
octets (IP addresses), 33-34
Olympia DualPhone, 15

Omni system (HAI), 280

omnidirectional antennas, 43, 82
Omnifi car networking system (Rockford
Fosgate), 266-267
100BaseT Ethernet support (switches), 101
128-bit WEP keys, 189
1XRTT wireless WAN services, 312
online gaming. See also gaming consoles;
PC gaming
D-Link DGL-3420 Gaming Adapter, 233-234
router configurations, 235-240
SMC SMCWEBT-G EZ Connect Wireless
Ethernet bridge, 234
using Nintendo GameCube, 231-232
using Sony PlayStation 2, 230
using Xbox Live, 227-229
OnStar calling, 345
OS X Finder, connecting to Windows
networks, 218
Outmesguine, Mike (inventor), 269

opPe

packets, defined, 33
pairing (Bluetooth)
configuration settings, 296-297
defined, 56
process for, 298
Palm personal digital assistants (PDAs)
operating systems, 289
wireless adapters for, 39
Panasonic
BL-C30A wireless network camera, 274
projector, wireless interface, 249
PANs (personal-area networks)
Bluetooth applications for, 286
features, 283
pass phrases, how they work, 186. See also
Wi-Fi Protected Access (WPA)
passwords
administrative, changing defaults, 193
configuring during access point
setup, 122
for WEP, Apple naming conventions, 157
PC Cards
car-based wireless systems, 271
features, 27
network interface adapters, 128
networking using, 36
wireless, installing, 129-130
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PC gaming
hardware requirements, 223-224
networking requirements, 224
popularity of, 222
PC magazine and Web site, 360
PC PVR Kkits, 261
PCI. See Peripheral Component
Interconnect
PCMCIA (Personal Computer Memory Card
International Association) cards
car-based wireless systems, 271
features, 36
PDAs (personal digital assistants)
Bluetooth adapters, 59
Bluetooth-enabled, 287-288, 290-291
built-in wireless, 38-39
docking cradles, 289
pros and cons, 71
types of, 289
wireless EV-DO access, 265
as wireless remote control, 276
performance
access point location, 330
antenna types, 331
and channel choice, 331
dual-band interference, 332
and multiple access points, 335-337
and multiple antennas, 333
and multiple repeaters or bridges,
337-338
physical obstacles, 80-82, 332-333
signal boosters, 333
testing after setup, 140-142
troubleshooting, 329-330
Peripheral Component Interconnect (PCI)
adapters, installing cards on, 132-133
expansion slots, 27
PCIx cards, 132-133
wireless adapters, 36-37
permissions for file sharing, 211-213
Personal Computer Memory Card
International Association (PCMCIA)
card
for car-based wireless systems, 271
features, 36
personal digital assistants (PDAs)
Bluetooth adapters, 59
Bluetooth-enabled, 287-288, 290-291
built-in wireless, 38-39

docking cradles, 289
pros and cons, 71
types of, 289
wireless EV-DO access, 265
as wireless remote control, 276
personal video recorders (PVRs), 261
personal-area networks (PANs)
Bluetooth applications for, 286
features, 283
pets, GPS-based tracking for, 348-349
Philips iPronto audio/video device
controller, 277
phone jacks versus networks, 14-15
phonebook synchronization, wireless, 287
PhotoBridge HD (Roku Labs), 256
physical obstacles to signal transmission,
80-82, 332-333
piconets, 54-55
pinging, 223
planning wireless networks
access points, 23-25
budgeting, 90-91
choosing a wireless technology, 71-72
choosing an access point, 74-76
determining number of devices, 70-71
for home electronics and multimedia
devices, 85
Internet connections, 85
locating access point, 76-82
network interface adapters, 25
printer sharing, 82-84
security planning, 92
wired versus wireless connections, 71-72
Plantronic wireless headsets, 287
PlayStation (Sony) consoles
networking kits, 221
online gaming using, 230
PlayStation Portable, 229
Pocket PC adapters
features, 38-39
synchronizing with PC, 135-137
PoE (Power over Ethernet) feature, 102-103
point-to-multipoint Bluetooth
connections, 285
Point-to-Point Protocol over Ethernet
(PPPoE), 123
port forwarding feature (routers), 100,
237-240
port triggering, 239
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portability, wireless versus wired
networks, 18
portable wireless hot spots, 16
power loss, troubleshooting problems
following, 99
power output
and antenna range, 43
measurements for, 44
Power over Ethernet (PoE) feature, 102-103
power use, Bluetooth technology, 285
Power Users, defined, 211
PowerlJack (Levitron), 335
PPPoE (Point-to-Point Protocol over
Ethernet), 123
Practically Networked Web site, 361
Pre-N products
pros and cons of purchasing, 319
range and coverage, 74, 105
Pre-Shared Key (PSK), 121
prestandard wireless LAN devices, 96
print servers
adding to networks, 76
desirable features, 101-102
function, 24, 31
including in planning, 70
setup process, 214-215
wireless, 82-84
printer sharing
accessing shared printers, 217
advantages, 11-12
network printers, 215-216
planning for, 82-84
setup process, 214-215
viewing shared printers, 207
Printers folder (Printers and Faxes
window), 216
printers, wireless, Bluetooth-enabled,
60-61, 292
prioritization (routers), 234
profiles (Bluetooth), 297
Promixis NetRemote home control, 276
protocols, communications
defined, 204
Transmission Control Protocol/Internet
Protocol, 33-34
PSK (Pre-Shared Key), 121
PSP (PlayStation Portable; Sony), 229

PS2 (PlayStation 2; Sony) online
gaming, 231
PT-LB20NTU projector interface
(Panasonic), 249
purchase decisions
access points, 24, 94, 102-103
comparison shopping, 108
compatibility issues, 97
and consolidation, 98-99
customer/technical support, 109
form factors, 97-98
gateways, 100
indoor versus outdoor use, 98
manageability features, 106-107
print servers, 101-102
security tools, 103-105
switches, network, 101
wall mounting capability, 98
warranties, 108-109
Wi-Fi Alliance certification, 94-96
PVRs (personal video recorders), 261

ogo

Quality of Service (QoS), 96
QuickerTek AirPort extender, 146-147
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Radeon X1800 XL video card (ATI), 223
radio frequency (RF). See radio signals
radio, satellite, 265
radio signals
Bluetooth technology, 56
frequency bands, 49
interference, 19
interference versus line-of-sight
requirements, 54
network adapters, 35
overlapping channels, 49-50
range limits, 19
and remote controls, 275
selecting channel during AP setup,
120-121
selecting channel for, 40-41
2.4 versus 5 GHz frequencies, 20
wireless standard comparisons, 22
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radio stations, Internet, 262
RADIUS (Remote Authentication Dial-In
User Service) server
features, 198-200
how it works, 122
WPA enterprise security, 95
range
antenna, factors that affect, 43-45
Bluetooth versus Wi-Fi, 53
radio signals, 19
wireless standard comparisons, 22
Rathbone, Andy (Windows XP For
Dummies), 204
RC4 encryption protocol
features, 41
use of for Wi-Fi networks, 188
receive sensitivity (antennas), 44
reliability, wireless versus wired
networks, 17
Remote Authentication Dial-In User Service
(RADIUS) server
features, 198-200
how it works, 122
WPA enterprise security, 95
remote controls
for car wireless devices, 345
802.11b wireless-based, 249
infrared versus radio frequency, 275
macro-based interfaces, 277
touch panels, 278-280
Rendezvous (now Bonjour) networking
system, 218
repeaters, enhancing performance using,
337-338
resource sharing, 30
RF (radio frequency). See radio signals
ring topology, 32
ripping DVDs, 261
RoadSafety International RS-1000 Teen
Driver System, 344
roaming services, Web sites for, 363
robots, 351-352
Rockford, Rockford Fosgate
MP3 servers, 11
Omnifi car networking system, 266-267
Roku Labs
PhotoBridge HD, 256
SoundBridge products, 255
SoundBridge Radio, 246

Roomba robotic vacuum cleaner, 351
rotating key systems, 140
routers. See also demilitarized zone (DMZ)
feature (routers)
access points as, 75
firewalls in, 183-184
function, 24
for HPNA networks, 66
Internet connection sharing using,
160-162
Network Address Translation, 86
for online gaming, 234-237
port forwarding, 237-240
purchase decisions, 100
types and function, 33-34
Xbox-compatibility, 229
RS-1000 Teen Driver System (RoadSafety
International), 344
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Samsung Digital Network Refrigerator,
346-347
satellite modems, 13
satellite radio, 265
scatternets (Bluetooth), 55
Secure Digital Input Output (SDIO) card
adapters
Bluetooth communications, 290-291
features, 27, 38
installing, 130-132
SecureMyWiFi (WiTopia) program, 199
SecuriCam DCS-6620G/DCS-900W cameras
(D-Link), 273-274
Security Center (Windows), 178
security tools and systems. See also Wi-Fi
Protected Access (WPA); Wired
Equivalent Privacy (WEP)
antivirus software, 183
Bluetooth technology, 56
built-in features, enabling, 185
closing the network, 197-198
default settings, changing, 193-194
domain controllers, 206
encryption, 41, 194-197
enhancements, 322
for file sharing, 210
firewalls, 34
home surveillance systems, 272-275
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installing during AP setup, 121-122
Internet security issues, 182-184
Network Address Translation technology,
88, 100
overview, 181-182, 192
planning for, 92
purchase decisions, 103-105
wireless versus wired networks, 17, 19
SercoNet Wi-Fi extension systems, 65
Server Operators group, defining, 211-212
servers, overview, 30-31
Service Pack 2 (SP2; Windows), 177
service set identifier (SSID)
changing default settings, 193
Compact Flash (CF) card installation, 131
configuring during AP setup, 120
entering for XP wireless
configuration, 139
function, 40
for interface adapters, matching
to AP, 128
turning off broadcast capability, 197
shared secrets, defined, 186
sharing devices. See file sharing; Internet
connection sharing; printer sharing
Sharing dialog box (Windows), 219
signal attenuation and antenna range, 44
signal processing algorithm
(HomePlug), 62
signal strength
boosters for, 333-334
factors that affect, 76-78, 245
signal-strength meters, 141
testing, 141
signal to noise ratio (SNR), 141
SIRIUS satellite radio, 265
site surveys, 329-330
64-bit WEP keys, 189
Skype telephone services, 15, 351
slaves (piconets), 54-55
Smart Homes For Dummies (Briere and
Hurley), 29, 280
Smart Personal Objects Technology (SPOT;
Microsoft), 355
SmartHome RF-based device controller, 277
Smartphones, 276, 289
SMC SMCWEBT-G EZ Connect Wireless
Ethernet bridge, 234

SnapSync phone synchronization software
(FutureDial), 287
sneakernet, 11
sniffer software, 142, 197
SNR (signal to noise ratio), 141
software purchases and platform
compatibility, 97
Sonos Music System wireless media
server, 257
Sony
AIBO robotic dog, 281
PlayStation networking kits, 221
PlayStation Portable gaming, 229
Sound Blaster Wireless Music (Creative
Labs), 252
SoundBridge products (Roku Labs),
246, 255
sources (home entertainment
systems), 258
Speakeasy Internet service provider, 304
speaker systems, Bluetooth-enabled, 293
speed. See also performance
Bluetooth connections, 56
connection, checking, 223
HomePlug AV, 63
wireless technologies for, 74
wireless versus wired networks, 17, 19
SPI (stateful packet inspection)
firewalls, 184
spoofed MAC addresses, 198
SPOT (Smart Personal Objects Technology;
Microsoft), 355
Sprint, wireless EVDO access, 265, 268
SP2 (Windows Service Pack 2), 177
SqueezeBox2 digital audio receiver, 247
SSID (service set identifier)
changing default settings, 193
Compact Flash (CF) card installation, 131
configuring during AP setup, 120
entering for XP wireless configuration, 139
function, 40
for interface adapters, matching to
AP, 128
turning off broadcast capability, 197
stand-alone access points, 39-40, 171-172
stand-alone network devices, viewing,
207-208
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standards, wireless
benefits of, 45
choosing between, 73, 318-319
overview, 20
star-shaped topology, 32
stateful packet inspection (SPI)
firewalls, 184
static IP address, configuring, 122-123
station lists (wireless adapter utilities), 330
streaming audio/video, 245-246
subnet mask
configuring during AP setup, 123
defined, 163
Super G products, 74
surround sound for PC gaming, 224
surveillance cameras and software, 272-275
switched hubs, 33
switched LAN ports, 101
switches, network
as access points, 75
function, 24, 33
purchase decisions, 101
wired connections using, 72
synchronizing
between car and home networks, 266
defined, 11
Bluetooth devices, 286-287
Pocket PC adapters, 135-137
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TCP (Transmission Control Protocol)
ports, 239
TCP/IP (Transmission Control
Protocol/Internet Protocol)
and Internet connection sharing,
33-34, 161
use of, 98
technical and wireless news Web sites, 363
technical support, and purchase
decisions, 109
Tejkowski, Erick (Mac OS X All-in-One Desk
Reference For Dummies), 204
Telephone Modem panel (AirPort Base
Station configuration), 152
telephones, wireless, 15-16. See also cell
phones
television programs, recording, 261
television, wireless, 248-249

Telnet program, 107
Temporal Key Integrity Protocol (TKIP)
encryption, 41, 121
Terk Leapfrog Series Wireless A/V
System, 254
terminal emulation programs, 107
third-party software firewalls, 177
throughput
and channel selection, 121
defined, 48
TiVo, connecting to wireless networks,
254, 258
TKIP (Temporal Key Integrity Protocol)
encryption, 41, 121
T-Mobile hot spots, 306, 307-308
Tom'’s Networking Web site, 361
topologies for networks, 32
Total Remote software (Griffin
Technologies), 276
touch panels
Creston and CorAccess products, 278-280
802.11-based home-control devices,
277-278
Transmission Control Protocol (TCP)
ports, 239
Transmission Control Protocol/Internet
Protocol (TCP/IP)
and Internet connection sharing,
33-34, 161
use of, 98
transmission (TX) power
and antenna gain, 44
and antenna range, 43
troubleshooting
network connections, 325
problems following power loss, 99
wireless LAN connections, 319-320
Turbo products, pros and cons of
purchasing, 319
2.4 GHz radio frequency
Bluetooth technology, 56, 285
802.11x technologies, 20
interference sources, 80
performance, 338-339
telephone interference, 142
Wi-Fi technology, 56
TX (transmission) power
and antenna gain, 44
and antenna range, 43
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UDP (User Datagram Protocol) ports, 239
ultra wideband (UWB), 60
unconscious connectivity, defined, 54
Universal Electronics Nevo (Pocket
PCs), 276
Universal Plug and Play (UPnP) and router
configurations, 240
Universal Serial Bus (USB) adapters
adding Bluetooth capability using, 59, 295
example, 35
features, 27
forms of, 37-38
installing, 133-134
USB hubs, 295
USB 2.0 ports, 97
uplink ports, 103
User Datagram Protocol (UDP) ports, 239
Users group, adding to, 212-213
UWB (ultra wideband), 60

oo

vehicle monitoring systems, 344
Verizon
FiOS service, 74
wireless EV-DO access, 268, 312
video cameras (home surveillance
systems), 272-275
video cards, 223
video signals, transmitting through
house, 16
videoconferencing
AOL Instant Messenger for, 15
troubleshooting problems with, 321
video-game consoles, adding to
networks, 85
Virtual CD software (H+H Zentrum fuer
Rechnerkommunikation GmbH), 217
Virtual Private Network (VPN) pass-
through, 104, 323
Voice over IP (VoIP), merging with
Wi-Fi, 350
Voice-only connections (Bluetooth), 55
Vonage telephone services, 15, 349-350
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wall-mounted devices, 98
WANSs. See wide-area networks
warchalking, defined, 193
wardriving
defined, 92
security tools, 181, 185, 304
warranties and purchase decisions,
108-109
watches, wireless-capable, 355
Wayport hot spots, 308
WDS (Wireless Distribution System),
146, 234
wearables, wireless-enabled, 352-355
Web sites
access point vendors, 24
AirPort-related products, 146
Bluetooth enabled devices,
272, 292-294, 296
Bluetooth information, 58, 59, 284
Bluetooth applications, 287-288, 290-291
cameras and photographic products, 31,
256, 274-275
car-related products, 267, 270, 344-345
client management products, 31, 134
comparison shopping, 108
connectivity products, 335
entertainment systems, music, 243,
246-247, 249, 254-259, 261
Ethernet-related products and
information, 76, 117, 251
game-playing products, 31, 221-224, 227,
229, 231-234
general resources and information,
358-362
headphones, 292
home appliances and controls, 278-280,
342-343, 346-347
HomePlug Powerline Alliance, 63
hot spots, 269, 302-304, 306-308, 311
industry standards and organizations,
60, 363
Internet radio stations, 262
local wireless groups, 363
manufacturers’ list, 364
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Web sites (continued)
music resources, 11, 32, 217, 260-262,
265, 267, 348
Network Attached Storage Server
information, 31
PDA-related products, 38, 276, 289
pet-tracking systems, 348-349
port forwarding information, 240
remote controls, 277
roaming services and Wi-Finder
organizations, 363
robots, 281, 351
routers, 20, 66
security tools, 177, 183, 198-199, 256
sniffer programs, 310-311
tech and wireless news, 362
telephones, telephone services, 15,
350-351
wearables and child-safety devices,
353, 355
Wi-Fi products and information,
65, 145, 350
Windows Service Pack 2, 177
wireless headsets, 287
wireless Internet gateways, 34
Web-based configuration, 106
WECA (Wireless Ethernet Compatibility
Alliance). See Wi-Fi Alliance
certification
WEP. See Wired Equivalent Privacy
WEP keys. See also Wired Equivalent
Privacy (WEP)
Apple naming conventions, 157
ease of decrypting, 188
format variations, 194
length, 189-190
Net Zero configuration, 138
128-bit versus 64-bit, 189-190
wireless Ethernet bridges, 233
XP systems, 139
whole-home audio/video networks
802.11-based IR coverage, 277-278
features, 244
telephones for, 349-351
wide-area networks (WANSs)
configuring IP addresses, 122-123
defined, 30

routers for, 33-34
wired services, 312-313
wireless services, 17-20
Wi-Fi. See wireless fidelity (Wi-Fi)
technology
Wi-Fi Alliance certification
certification overview, 94-95
Extensible Authentication Protocol, 96
general certification, 95
importance of, 94-96, 254
interoperability testing, 46, 73
multimedia certification, 96
security certification, 95-96
Wi-Fi multimedia (WMM) certification, 96
Wi-Fi Planet Web site, 303, 359
Wi-Fi Protected Access (WPA)
Advanced Encryption Standard, 191
enabling, 196-197
features, 41
matching pass phrases, 128
security advantages, 92, 104, 187, 190-191
WPA Enterprise/802.1x server, 198-199
WPA/WPA2 security systems, 95-96,
191, 198
Wi-Finder Web site, 363
Williams, Michael L. (Mac OS X All-in-One
Desk Reference For Dummies), 204
WiMAX (Worldwide Interoperability for
Microwave Access) wireless WAN
services, 313
WiMedia UWB standard, 60
Windows Explorer, viewing network
resources, 208
Windows Mobile (Microsoft)
Bluetooth support, 58-59
PDAs using, 289
Windows systems (Microsoft)
access point installation, 113-119,
120-124
adapter settings, 134
automatic IP addressing, 165-167
automatic network connections, 138-140
Classic Theme, switching to, 205
Compact Flash card installation, 130-132
connecting with Macintosh OS X systems,
218-219
Internet connection sharing, 160, 170-172
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network interface adapter installation,
125-128
Network Neighborhood/My Network
Places, 30
PC Card installation, 128-130
PCI/PCIx card installation, 132—-133
performance tracking, 140-143
Service Pack 2, 177
USB adapter installation, 133-134
Windows Firewall, 178-180, 183
workgroup setup, 30, 205-206
Windows 2000 systems (Microsoft)
automatic IP addressing, 165-167
file sharing, 210-211
Internet Connection Sharing, 172-174
permission settings, 211-213
print server setup, 214-215
security planning, 204
Windows XP For Dummies (Rathbone), 204
Windows XP systems (Microsoft)
automatic IP addressing, 167-169
automatic network configuration, 138-140
Bluetooth support, 58
file sharing, 210-211
firewall setup, 176-180
Internet Connection Sharing, 174-175
Media Center Edition, 243, 259
permission settings, 211-213
print server setup, 214-215
security planning, 204
Wireless Zero Configuration, 137-138,
196-197
WINS address (Pocket PC), 136
Wired Equivalent Privacy (WEP)
configuring during AP setup, 122
enabling encryption, 195-196
features, 41
how it works, 188-189
limits of, 104, 187
pros and cons, 190
RC4 encryption protocol, 188
using correctly, 189
wired Ethernet port, 102
wired networks. See wireline home
networks
wireless bridges. See Ethernet bridges
Wireless Distribution System (WDS),
146, 234

wireless Ethernet. See 802.11b wireless
standard; 802.11g wireless standard;
Ethernet protocol; wireless fidelity (Wi-
Fi) technology
Wireless Ethernet Compatibility Alliance
(WECA). See Wi-Fi Alliance
certification
wireless fidelity (Wi-Fi) technology
audio/video devices, 250
car-based hot spots, 268
dominance in wireless market, 51
features, 21
merging with VoIP, 350
PlayStation Portable gaming using, 229
radio frequency, 56
security issues, 41, 182
versus Bluetooth technology, 53-54
Wi-Fi certification, 254
Wired Equivalent Privacy, 188-189
wireless gaming. See gaming consoles;
online gaming
Wireless Network Hacks & Mods For
Dummies (Briere and Hurley), 199
Wireless Keyboard and Mouse (Apple), 294
Wireless Optical Desktop Elite for
Bluetooth (Microsoft), 294
wireless routers. See Internet gateways,
wireless; routers
wireless standards, choosing, 318-319. See
also specific wireless standards
Wireless WAN Router (Junxion), 268
Wireless Weblog Web site, 360
Wireless Zero Configuration (Microsoft),
137, 196-197
wireless-enabled devices, updates on, 264
wirelessly functional audio/video
equipment, 246
wireline home networks
adding wireless to, schematic for, 89
advantages, 17
combining with wireless, 61-62
including in wireless networks, 71-72
versus wireless networks, 17-20
WiTopia SecureMyWiFi program, 199
wizards (automatic setup programs), 106
WMCES4AG Dual-Band Wireless A/G Media
Center Extender (Linksys), 259-260
WMM (Wi-Fi multimedia) certification, 96
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workgroups XM satellite radio, 265
defined, 30 XP systems. See Windows XP systems
setting up in Windows, 205-206 (Microsoft)
versus domains, 206 X10 FloorCam, 275

workstations, 30
Worldwide Interoperability for Microwave ° y ®
Access (WiMAX) wireless WAN

services, 313 Yahoo!
WPA. See Wi-Fi Protected Access Java games, 222
WPA pass phrase. See also Wi-Fi Protected link test function, 141
_Access (WPA) music videos, 260
with connections to non-Apple Yamaha MusicCAST audio server, 249-250
computers, 157
entering during Net Zero
configuration, 138 o Z o
vulnerabilities, 198 Zire line (Palm PDA), 39
and wireless Ethernet bridges, 233 Zone Alarm firewall. 177. 183

o X o

Xbox (Microsoft) consoles
networking kits, 221
wireless bridges for, 254
Xbox Live online gaming service, 227-229



