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20  Chapter 1  n  Introduction to Networks

Hybrid Topology
I know I talked about hybrid network topology back in the section about mesh topology, but 
I didn’t give you a picture of it in the form of a figure. I also want to point out that hybrid 
topology means just that—a combination of two or more types of physical or logical network 
topologies working together within the same network. 

Figure 1.17 depicts a simple hybrid network topology. Here you see a LAN switch or 
hub in a star topology configuration that connects to its hosts via bus topology: 

F i gu r e 1.17 :     A Simple Hybrid Network

Hub

Physical Star, Logical Bus

They’re just cables, right?

Wrong! Regardless of the type of network you build, you need to start thinking about 
quality at the bottom and work up.

Think of it as if you were at an electronics store buying the cables for your sweet new 
home-theater system. You’ve already spent a bunch of time and money getting the right 
components to meet your needs. In fact, you’ve probably parted with a respectable chunk 
of change, so why would you stop there and connect all these great devices together with 
the cable equivalent of twine? No, you’re smarter than that. You know that picking out the 
exact cables that will maximize the sound and picture quality of your specific components 
can also protect them. 

It’s the same thing when you’re faced with selecting the physical media for a certain net-
work (such as your new client-server network)—you just don’t want to cut corners here. 
Because it’s the backbone of the network, you absolutely don’t want to be faced with 
having to dig up everything that’s already been installed after the fact. Doing this costs a 
lot more than taking the time to wisely choose the right cables and spending the money 
it takes to get them in the first place. The network downtime alone can cost a company 
a bundle (pun intended). Another reason for choosing the network’s physical media cor-
rectly is that it’s going to be there for a good 5 to 10 years. This means two things: It bet-
ter be solid quality, and it better be scalable, because that network is going to grow and 
change over the years.
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Topology Selection, Backbones, 
and Segments
Okay—now that you’re familiar with many different types of network topologies, you’re 
ready for some tips on selecting the right one for your particular network. You also need to 
know about backbones and segments—the very last part of this chapter.

Selecting the Right Topology
As you now know, not only do you have a buffet of network topologies to choose from, but 
each one also has pros and cons to implementing it. But it really comes down to that well-
known adage, “ask the right questions.” First, how much cash do you have? And how much 
fault tolerance do you really need? Also, is this network likely to grow like a weed—is it 
probably going to need to be quickly and easily reconfigured often? In other words, how 
scalable does your network need to be? 

For instance, if your challenge is to design a nice, cost-effective solution that only involves 
a few computers in a room, getting a wireless access point and some wireless network cards is 
definitely your best way to go because you won’t need to pony up for a bunch of cabling and 
it’s super simple to set up. Alternately, if you’re faced with coming up with a solid design for 
a growing company’s already-large network, you’re probably good to go using a wired star 
topology because it will nicely allow for future changes. Remember, a star topology really 
shines when it comes to making additions to the network, moving things around, and making 
any kind of changes happen quickly, efficiently, and cost effectively.

If, say, you’re hired to design a network for an ISP that needs to be up and running 
99.9% of the time with no more than eight hours a year allowed downtime, well, you need 
Godzilla-strength fault tolerance. Do you remember which topology gives that up the best? 
(Hint—Internet.) Your primo solution is to go with either a hybrid or a partial-mesh topology. 
Remember that partial mesh leaves you with a subset of n(n–1)/2 connections to maintain—a 
number that could very well blow a big hole in your maintenance budget! 

Here’s a list of things to keep in mind when you’re faced with coming up with the right 
topology for the right network: 

CostNN

Ease of installationNN

Ease of maintenanceNN

Fault-tolerance requirementNN

The Network Backbone
Today’s networks can get pretty complicated, so we’ve got have a standard way of communi-
cating with each other intelligibly about exactly which part of the network we’re referring to. 
This is the reason we divide networks into different parts called backbones and segments. 
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22  Chapter 1  n  Introduction to Networks

Figure 1.18 illustrates a network and shows which part is the backbone and which parts 
are segments.

F i gu r e 1.18  ​  ​ Backbone and segments on a network
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You can see that the network backbone is actually kind of like our own. It’s what all the 
networks segments and servers connect to and what gives the network its structure. As you 
can imagine, being such an important nerve center, the backbone must use some kind of 
seriously fast, robust technology—often that’s Gigabit Ethernet. And to optimize network 
performance (that is, speed and efficiency), it follows that you would want to connect all of 
the network’s servers and segments directly to the network’s backbone. 

Network Segments
When we refer to a segment, we can mean any small section of the network that may be con-
nected to, but isn’t actually a piece of, the backbone. The network’s workstations connect to 
its servers, which in turn connect to the network backbone; you can see this by taking another 
look at Figure 1.18, which displays three segments. 

Summary
This chapter created a solid foundation for you to build your networking knowledge on as 
you go through this book. 

In it, you learned what, exactly, a network is, and you got an introduction to some of the 
components involved in building one: routers, switches, and hubs, as well as the jobs they 
do in a network. 
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You also learned that having the components required to build a network isn’t all you 
need—understanding the various types of network connection methods like peer-to-peer 
and client/server is also vital. 

Also covered were key networking technologies like VLANs and VPNs—the latter being 
the secure way to connect remote networks.

Further, you learned about the various types of logical and physical network topologies and 
the features and drawbacks of each. We wrapped up the chapter with a short discussion about 
network backbones and segments, and equipped you with the right questions to ask yourself to 
ensure that you come up with the right network topology for your networking needs. 

Exam Essentials

Know your network topologies. ​  ​ Know the names and descriptions of the topologies. 
Be aware of the difference between physical networks—what humans see—and logical 
networks—what the equipment “sees.”

Know the advantages and disadvantages of the topologies. ​  ​ It is important to know what 
each topology brings to the table. Knowing the various characteristics of each topology 
comes in handy during troubleshooting.

Understand the term virtual private network. ​  ​ You need to understand why and how to 
use a VPN between two sites. 
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24  Chapter 1  n  Introduction to Networks

Written Labs
Provide the answers to the following questions:

1.	 What are the three primary LAN topologies?

2.	 What common WAN topology often results in multiple connections to a single site, leading 
to a high degree of fault tolerance?

3.	 What is the term for a device that shares its resources with other network devices?

4.	 What network model draws a clear distinction between devices that share their resources 
and devices that do not?

5.	 Which network topology or connection type can be implemented with only two endpoints?

6.	 What device is an example of an Ethernet technology implemented as a star topology?

7.	 What does VPN stand for?

8.	 What does VLAN stand for?

9.	 Will a computer that shares no resources most likely be connected to the backbone or to  
a segment?

10.	 Which LAN topology is characterized by all devices being daisy-chained together with the 
devices at each end being connected to only one other device?

(The answers to the Written Lab can be found following the answers to the Review 
Questions for this chapter.)
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Review Questions

1.	 You need a network that provides centralized authentication for your users. Which of the 
following logical topologies should you use?

A.	 VLANs

B.	 Peer-to-peer

C.	 Client/Server

D.	 Mesh

2.	 You need a topology that is scalable to use in your network. Which of the following will 
you install?

A.	 Bus

B.	 Ring

C.	 Star

D.	 Mesh

3.	 Which of the following physical topolgies has the least likelihood of having a collision?

A.	 Bus

B.	 Start

C.	 Ring

D.	 Mesh

4.	 In a physical-star topology, what happens when a workstation loses its physical connection 
to another device?

A.	 The ring is broken, so no devices can communicate.

B.	 Only that workstation loses its ability to communicate.

C.	 That workstation and the device it’s connected to lose communication with the rest of 
the network.

D.	 No devices can communicate because there are now two unterminated network segments.

5.	 You want to remotely log into an office computer using remote desktop in a secure manner. 
Which of the following should you use?

A.	 VPN

B.	 Tagged packets

C.	 VLANs

D.	 Telnet

E.	 SSH
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6.	 What is a logical grouping of network users and resources connected to administratively 
defined ports on a switch? 

A.	 Host

B.	 Hub

C.	 VLAN

D.	 VTP

7.	 Which of the following is a concern when using peer-to-peer networks?

A.	 Where to place the server

B.	 Whose computer is least busy and can act as the server

C.	 The security associated with such a network

D.	 Having enough peers to support creating such a network

8.	 Which of the following is an example of when a point-to-multipoint network is called for?

A.	 When a centralized office needs to communicate with many branch offices

B.	 When a full mesh of WAN links is in place

C.	 When multiple offices are daisy-chained to one another in a line

D.	 When there are only two nodes in the network to be connected

9.	 Which of the following is an example of a LAN?

A.	 Ten buildings interconnected by Ethernet connections over fiber-optic cabling

B.	 Ten routers interconnected by frame-relay circuits

C.	 Two routers interconnected with a T1 circuit

D.	 A computer connected to another computer so they can share resources

10.	 Which of the following is a disadvantage of the star topology?

A.	 When a port on the central concentrating device fails, the attached end device loses 
connectivity to the rest of the network.

B.	 When the central concentrating device experiences a complete failure, all attached 
devices lose connectivity to the rest of the network.

C.	 In a star topology, a more expensive type of host must be used when compared to the 
host used when implementing a physical bus.

D.	 It is more difficult to add stations and troubleshoot than with other topologies.

11.	 What is a difference between a LAN and a WAN?

A.	 WANs need a special type of router port.

B.	 WANs cover larger geographical areas.

C.	 WANs can utilize either private or public data transport.

D.	 All of the above.
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12.	 What does the acronym VPN stand for? 

A.	 Virtual processor network

B.	 Virtual passive network

C.	 Virtual private network

D.	 Variable-length private network

13.	 In what type of network are all computers considered equals and do they not share any 
central authority? 

A.	 Peer-to-peer

B.	 Client-server

C.	 Physical topology

D.	 None of the above

14.	 What advantage does the client-server architecture have over peer-to-peer?

A.	 Easier maintenance

B.	 Greater organization

C.	 Tighter security

D.	 All of the above

15.	 An example of a hybrid network is which of the following?

A.	 Ethernet

B.	 Ring topology

C.	 Bus topology

D.	 Star topology

16.	 You have a network with multiple devices and need to have a smaller broadcast domain 
while working with a tight budget. Which of the following is the best solution?

A.	 Use static IP addresses

B.	 Add more hubs

C.	 Implement more switches

D.	 Create VLANs

17.	 Which type of topology has the greatest number of physical connections? 

A.	 Point-to-multipoint

B.	 Star

C.	 Point-to-point

D.	 Mesh
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18.	 What type of topology gives you a direct connection between two routers so that there is 
one communication path?

A.	 Point-to-point

B.	 Star

C.	 Bus

D.	 Straight

19.	 Which network topology is a combination of two or more types of physical or two or more 
types of logical topologies? 

A.	 Point-to-multipoint

B.	 Hybrid

C.	 Bus

D.	 Star

20.	 When designing a network and deciding which type of network topology to use, which 
item(s) should be considered? (Select all that apply.) 

A.	 Cost

B.	 Ease of installation

C.	 Ease of maintenance

D.	 Fault-tolerance requirements
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Answers to Review Questions

1.	 C.  A client/server logical topology allows you to have a centralized database of users so 
that authentication is provided in one place.  

2.	 C.  To install a physical topology that provides ease of scalability use a star network. This is 
a hub or switch device, and this is the most common LAN networks today. 

3.	 D.  Only a Mesh physical topology has point-to-point connections to every device, so it has the 
least likelihood of ever having a collision. 

4.	 B.  In a star topology, each workstation connects to a hub, switch, or similar central device, 
but not to other workstations. The benefit is when connectivity to the central device is lost, 
the rest of the network lives on. 

5.	 A.  To connect to remote office securely, you need to use a Virtual Private Network (VPN).

6.	 C.  VLANs allow you to be anywhere on the physical network and still be local to the net-
work resources you need.

7.	 C.  Security is easy to relax in a peer-to-peer environment. Because of the trouble it takes 
to standardize authentication, a piecemeal approach involving users’ personal preferences 
develops. There are no dedicated servers in a peer-to-peer network, and such a network can 
be created with as few as two computers.

8.	 A.  When a central office, such as a headquarters, needs to communicate directly with its 
branch offices, but the branches do not require direct communication with one another, the 
point-to-multipoint model is applicable. The other scenarios tend to indicate the use of a 
point-to-point link between sites.

9.	 D.  LANs generally have a geographic scope of a single building or smaller. They can range 
from simple (two hosts) to complex (with thousands of hosts). 

10.	 B.  The only disadvantage mentioned is the fact that there is a single point of failure in the 
network. However, this topology makes troubleshooting easier; if the entire network fails, 
you know where to look first. The central device also ensures that the loss of a single port 
and the addition of a new device to an available port do not disrupt the network for other 
stations attached to such a device. 

11.	 D.  A typical WAN connects two or more remote LANs together using someone else’s net-
work (your ISP’s) using a router. Your local host and router see these networks as remote 
networks and not as local networks or local resources. 

12.	 C.  Virtual private networks (VPNs) allow for the creation of private networks across the 
Internet. A VPN makes your local host part of the remote network by using the WAN link 
that connects you to the remote LAN. 

13.	 A.  In a peer-to-peer network, all computers are considered equals. It is up to the computer 
that has the resource being requested to perform a security check for access rights to its 
resources.
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14.	 D.  In client-server networks, requests for resources go to a main server that responds by 
handling security and directing the client to the resource it wants, instead of the request 
going directly to the machine with the desired resource (as in peer-to-peer). 

15.	​ A.  The best answer to this question is Ethernet, which uses a start physical topology with a 
logical bus technology. 

16.	 D.  If you have a switch, you can break up a layer-2 switched networks into smaller broad-
cast domains by creating VLAN’s. 

17.	 D.  In the mesh topology, there is a path from every machine to every other one in the net-
work. A mesh topology is used mainly because of the robust fault tolerance it offers—if one 
connection goes on the blink, computers and other network devices can simply switch to 
one of the many redundant connections that are up and running.

18.	 A.  As its name implies, in a point-to-point topology you have a direct connection between 
two routers, giving you one communication path. The routers in a point-to-point topology 
can either be linked by a serial cable, making it a physical network, or be far away and only 
connected by a circuit within a frame-relay network, making it a logical network.

19.	 B.  A hybrid topology is a combination of two or more types of physical or logical network 
topologies working together within the same network. 

20.	 A, B, C, D.  Each topology has its own set of pros and cons regarding implementation, so 
asking the right questions and considering cost, ease of installation,  maintenance, and fault 
tolerance are all important factors to be considered.
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Answers to Written Labs

1.	 Bus, ring, and star

2.	 Mesh

3.	 Server

4.	 Client/server

5.	 Point-to-point

6.	 Hub

7.	 Virtual private network

8.	 Virtual LAN

9.	 A segment

10.	 Bus
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